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MO PAU
1. Nén tang va muc dich.

Mang Internet khong ddy hién nay dugc ap dung trong rat nhiéu linh vuc béi
nhitng vu thé ndi tréi cia nd so vi mang Internet hitu tuyén truyén théng: nguoi
ding c6 thé di chuyén trong pham vi cho phép, co thé trién khai mang Internet
khong day ¢ nhitng noi ma mang Internet hiru tuyén khong thé trién khai dugc. Tuy
nhién, khac v6i mang Internet hitu tuyén truyén thong, mang Internet khong ddy sir
dung kénh truyén song dién tir, va do d6 né dit ra nhiéu thach thirc trong viée xay
dung dac ta va trién khai thuc té mang nay. Mot trong nhitng thach thirc d6 va cling
1a van d& nong hoi hién nay 1a van dé an ninh cho mang Internet khong day.

Pi c6 nhiéu giai phap an ninh ra doi nham ap dung cho mang Internet khong
day, trong d6 chuan WAP duogc dic ta voi tham vong mang lai kha ning an toan cao
cho mang Internet khong ddy. Tuy vdy, viéc hd tro cic phan climg cii cong véi viee
dic ta cho phép cac nha san xuat phan cimg dugc quyét dinh mot sé thanh phan khi
san xuat khién cho cac mang Internet khong day khi trién khai khong nhitng khong
ddng nhat ma con c6 nhig rui ro an ninh riéng.

Do d6, muc dich cta luan vin nay 1a nghién ctru, phan tich nhitng dic diém cua
mang Internet khong day, nhitng k¥ thuit tin céng mang Internet khong diy dé tur
do6 dua ra nhitng gidi phdp an ninh, bdo mat cho mang Internet khong day dua trén
cac tiéu chi: tinh bao mat, tinh toan ven, xac thuc hai chiéu va tinh sin sang. Trén
co s d6, dé xuit xay duyng mot mé hinh an ninh, bao mat cho mang Internet khéng
day tai truong Cao dang Cong nghiép Viét Puc Thai Nguyén.

2. Cau triic ciia ludn vin.
Ngoai phﬁn mé dau va két ludn, noi dung cua luan van duogc b6 cuc nhu sau:
Chuong 1: Trinh bay cac kién thiic tong quan vé mang Internet va dic biét 1a
mang Internet khong ddy. Kién trac co ban ctia: mang LAN khong diy, mang WAN
khong day, mang Internet khong day (chuan WAP va cic chuan méi) dé tir d6 c6

dugc cai nhin bao quat vé cach thirc hoat dong ciia mang Internet khong day.
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Chuong 2: Di sau vao nghién ctru cac k¥ thuat tin cong mang Internet khong
day (cac tang trén — WAP) dé tir 46 dua ra cac giai phap an ninh, bao mat cho mang
Internet khong day dya trén hai khia canh: ddm bao an toan dir li¢u va toan ven dir
liéu. Bén canh viéc cung cap tong quat vé qua trinh phat trién ciing nhu cai tién céac
phuong phap, chuong nay ciing s& chi ra nhitng rui ro an ninh phd bién trong mang
Internet khong day.

Chuong 3: Tt nhitng kién thtrc dd nghién ctru ¢ hai chuong trude, chuong 3
gidi1 thiéu ung dung mang Internet khong day vao xay dyng md hinh an ninh, bao
mat cho mang Internet khong day tai truong Cao dang Cong nghiép Viét Ptc Thai
Nguyén. Ngoai ra, con gidi thiéu mot sb k¥ thuat bdo v€ an toan mdy tinh khi st
dung Internet khong day, cach xtr Iy khi website bi tin cong.

Cudi cung 13 phan phu luc va tai liéu tham khao.
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CHUONG 1. TONG QUAN VE MANG INTERNET
1.1. Giédi thiéu cong nghé mang Internet khong day va irng dung

1.1.1. Cong ngh¢ mang Internet khong day.

Mang Internet tir 1au di trd thanh mot thanh phan khong thé thiéu ddi voi
nhiéu linh vyc trong doi sdng xa hoi, tir cac ¢4 nhan ho gia dinh, don vi, doanh
nghi¢p dung mang Internet phuc vu cho cong viéc, hoc tap, hoat dong td chirc kinh
doanh, quang ba..v.v...cho dén hé thong mang Internet toan ciu ma ca x3 hoi, ca
thé gidi dang hang ngiy hang gio sir dung. Cac hé théng mang hitu tuyén va vo
tuyén dang ngdy cang phat trién, phat huy vai trd ciia minh trong d6 mang Internet
khong day ndi 1én nhu mot phuong thirc truy nhdp Inetrnet phd bién dan thay thé
cho mang Internet c6 day kho trién khai, lip dat.

Mic di mang Internet khong ddy da xuat hién tir nhidu thap nién nhung cho dén
nhitng nam gan day, voi su bung nd cac thiét bi di dong thi nhu cau nghién ciru va
phat trién cac hé théng mang Internet khong day ngay cang tré nén cap thiét. Nhiéu
cong nghé, phan ctng, cac giao thire, chuin 1an luot ra doi va dang duoc tiép tuc
nghién ciru va phat trién.

Mang Internet khong day co tinh linh hoat, hd tro cac thiét bi di dong nén
khéng bi rang budc cb dinh va phan b dia Iy nhu trong mang Internet hiru tuyén.
Ngoai ra, ta con c6 thé d& dang bd sung hay thay thé cac thiét bi tham gia mang
Internet ma khéng can phai cdu hinh lai toan bé toplogy ctiia mang. Tuy nhién, han
ché 16n nhét cua mang Internet khong day 1a kha ning bi nhidu va mat goi tin so véi
mang Internet hitu tuyén. Bén canh d6, tdc do truyén ciing 1a van dé rat dang dé
chung ta quan tam.

Hién nay, nhiing han ché trén dang dan dugc khic phyc. Nhimng nghién ctru vé
mang Internet khéng ddy hién dang thu hat cac Vién nghién ctru ciing nhu cac
Doanh nghiép trén thé gidi. Vi su dau tu do, hiéu qua va chét luong cua hé théng
mang Internet khong day s€ ngay cang dugc nang cao, hira hen nhitng budc phat

trién trong tuong lai.
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Trong cac hé thong mang Internet hiru tuyén, dir liu nhan va truyén tir cac
may chi téi hé théng cac Website thdng qua cac diy cap hodc thiét bi trung gian.
Con ddi véi mang Internet khéng day, cdc may chu truyén va nhén thong tin tir
Internet thong qua song dién tur, song radio.

Tin hiéu Internet duoc truyén trong khong khi trong mot khu vyc goi 1a ving
phu séng Internet. Thiét bji nhan Internet chi cin ndm trong ving phu séng Internet
ctia thiét bi phat Internet thi s& nhan dugc tin hiéu.

1.1.2. Uu va nhuoc diém ciia cong nghé mang Internet khong day.

1.1.2.1. Uu Diém

- Tinh tign lgi, di déng: Cho phép nguoi dung truy xuét tai nguyén trén mang
Internet & bt ky noi dau trong khu vuc duoc trién khai (cong vién, nha hay vin
phong), diéu nay rit kho ddi véi mang Internet c6 day vi khé trién khai ngay 1ap
tuc, khong co dong, kho ddi v&i nhiéu khu vuc khong kéo day dugc, mét nhiéu thoi
gian, tién cua..v.v...Tinh di déng ndy s& ting ning xuit va tinh kip thoi thoa méan
nhimg nhu cau thong tin ma mang Internet hitu tuyén khong thé c6 dugc.

- Tinh hiéu qud: Nguoi dung c6 thé duy tri két ndi mang Internet khi ho di tur
noi nay dén noi khac trong pham vi ving phii séng ctia mang Internet khong day
(trong mot toa nha, mot khu vuce nhét dinh).

- Tiét ki¢m chi phi ldu dai: Viéc thiét 1ap hé thdng mang Internet khong day
ban dau chi cdn 1 Accesspoint va Accesspoint ndy cé két ndi v6i Internet théng qua
Switch hodc Modem. Nhung tir 1 Accesspoint ndy rat nhiéu may tinh co thé truy
cap Internet, tiét kiém chi phi rat nhiéu so voi phai kéo day trong mang Internet hiru
tuyén, chi phi dai han c6 loi nhat trong méi trudng dong can phai di chuyén va thay
do6i thuong xuyén, cac chi phi vé thoi gian ton tai ciia mang Internet hitu tuyén c6
thé thap hon dang ké so v6i mang Internet khong day.

- Kha nang mé réng: Mang Internet khong day c6 thé dap Gmg ttrc thi khi gia
tang s6 lugng ngudi dung (diéu khong thé dbi véi mang Internet co day vi phai lap

dat thém thiét bi,...).
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- Tinh linh hogt: D& dang bo xung hay thay thé cac thiét bj tham gia mang ma
khong can phai cau hinh lai toan bo topology mang.

1.1.2.2. Nhwoc diém.

- Bdo mdt: Moi truong két ndi Internet khong day 1a khong khi -> kha ning bi
tan cong ctia nguoi dung 1a rat cao.

- Pham vi: Mot mang chuan 802.11g véi cac thiét bi chuan chi c¢6 thé hoat
dong tot trong pham vi vai chuc mét, ngoai pham vi d6 céc thiét bi truy cép Internet
khong thé nhan duoc tin hiéu hodc nhan duoc tin hiéu thi rat yéu, ngét quang khong
dam bao .

- Chit lwgng: Vi mang Internet khong day st dung song v tuyén dé truyén
thong nén viéc bi nhiéu, tin hiéu bj giam do tadc dong cua cac thiét bi khac (1o vi
song....) la khong tranh khoi.

- Téc dp: Toc do cua mang Internet khong day (1 — 125 Mbps) rat cham so véi
mang str dung cap (100 Mbps dén hang Gbps).

1.2. Kién tric co ban ciia mang LAN khong day.

1.2.1. Gi6i thiéu chung vé mang LAN khong diay — WLAN.

Wireless LAN (Wireless Local Area Network) st dung song dién tir ( thuong
1a song radio hay tia hong ngoai) dé lién lac giira cac thiét bi trong pham vi trung
binh. So v6i Bluetooth, Wireless LAN ¢ kha niang két ndi pham vi rong hon véi
nhiéu ving phu song khac nhau, do d6 cac thiét bi di dong c6 thé ty do di chuyén
gita cac ving voi nhau. Pham vi hoat dong tir 100m dén 500m véi téc do truyén dir
liéu trong khoang 1Mbps — 54 Mbps (100Mbps)

IEEE ( Institute of Electrical and Electronic Engineers ) 1a to chirc di tién
phong trong linh vuc chuan hoéa mang LAN véi dé an IEEE 802 nbi tiéng bat dau
trién khai tir naim 1980 va két qua la hang loat chuan thudc ho IEEE 802.x ra doi,
tao nén mot sy hdi tu quan trong cho viéc thiét ké va cai dat cac mang LAN trong

thoi gian qua.
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802.11 12 mét trong cac chuan cua ho IEEE 802.x bao gdm ho cac giao thirc

truyén tin qua mang khong day. Trudc khi gi6i thiéu 802.11 ching ta s& cung diém

qua mot s6 chuan 802 khac:

- 802.1:
- 802.2:
- 802.3:
- 802.4:
- 802.5:
- 802.6:
- 802.7:
- 802.8:
- 802.9:

cac Cau ndi (Bridging), Quan 1y (Management) mang LAN, WAN
diéu khién két ndi logic

cac phuong thic hoat dong ciia mang Ethernet

mang Token Bus

mang Token Ring

mang MAN

mang LAN bang rong

mang quang

dich vu ludng dit liéu

- 802.10: an ninh gitta cac mang LAN

- 802.11: mang LAN khong day — Wireless LAN

- 802.12: phwong phttc wu tién truy cép theo yéu cau

- 802.13: chua co

- 802.14: truyén hinh cap

- 802.15: mang PAN khong day

- 802.16: mang khong day bang rong

Chuan 802.11 chu yéu cho viéc phan phat cic MSDU (don vi dit 1iéu dich vu
cia MAC ) giira cac két ndi LLC (diéu khién lién két logic ).

1.2.2.

Chuén 802.11

Chuan 802.11 duoc chia 1am hai nhom: nhom 16p vat Iy PHY va nhom 16p
lién két dir liéu MAC.
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1.2.2.1. Nhém l6p vat Iy PHY bao gom céac chuin:

a. Chuan 802.11b

802.11b 1a chuan d4p ung du cho phan 16n cac tng dung ciia mang. Vi mot
giai phap rat hoan thién, 802.11b c6 nhiéu dic diém thuan lgi so v&i cic chuan
khong day khéc. Chuan 802.11b st dung kiéu trai phé truc tiép DSSS, hoat dong &
dai tan 2,4 GHz, toc do truyén dir liéu t6i da 1a 11 Mbps trén mot kénh, tdc d6 thuc
té 1a khoang tir 4-5 Mbps. Khoang cach c6 thé 1én dén 500 mét trong méi trudng mé
rong. Khi dung chudn nay téi da c6 32 ngudi dung / diém truy cép.

Pay 1a chuin d3 duoc chap nhan rong rii trén thé gidi va duoc trién khai rat
manh hién nay do céng nghé nay sir dung dai tn khong phai dang ky cap phép phuc
vu cho cong nghiép, dich vy, y té.

Nhuoc diém cia 802.11b 14 hoat dong & dai tin 2,4 GHz tring véi dai tan
cta nhiéu thiét bi trong gia dinh nhu 10 vi séng , dién thoai me con ... nén co thé bi

nhiéu.

b. Chuin 802.11a
Chuén 802.11a 1a phién ban nang cip cia 802.11b, hoat dong ¢ dai tan 5
GHz , dung cong nghé trai phé OFDM. Téc d6 tbi da tir 25 Mbps dén 54 Mbps trén
mot kénh, téc do thuc té xap xi 27 Mbps, dung chuan nay tdi da c6 64 ngudi dung /

diém truy cap. Dy ciing la chuin dd duoc chip nhin rong rai trén thé gidi.

c. Chuan 802.11g
Céc thiét bi thudc chuan nay hoat dong & cung tan s6 v4i chuan 802.11b 1a 2,4
Ghz. Tuy nhién chung hd tro toc do truyén dir liéu nhanh gip 5 1an so véi chuan
802.11b véi cung mdt pham vi phu séng, tirc 1a toc do truyén dir liéu toi da 1én dén
54 Mbps, con toc do thuc té 1a khoang 7-16 Mbps. Chuan 802.11g sir dung phuong
phap diéu ché OFDM, CCK — Complementary Code Keying va PBCC — Packet
Binary Convolutional Coding. Cac thiét bi thudc chuan 802.11b va 802.11g hoan

toan twong thich v6i nhau. Tuy nhién can luu y rang khi ban tron 13n cac thiét bi cia
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hai chuan d6 voi nhau thi cc thiét bi s& hoat dong theo chuan nao c6 téc do thap
hon. Pay 1a mot chuan hira hen trong twong lai nhung hién nay van chua dugc chap

thuan rong rai trén thé gidi.
1.2.2.2. Nhém 16p lién két dir liéu MAC bao gdm cac chuén:

a. Chuan 802.11d
Chuan 802.11d bd xung mét sd tinh nang d6i vai 16p MAC nham phd bién
WLAN trén toan thé gigi. Mot s6 nudc trén thé gidi c6 quy dinh rat chit ché vé tan
sd va mirc ning luong phat song vi vay 802.11d ra doi nhim dap tGng nhu cau do.
Tuy nhién, chuan 802.11d van dang trong qua trinh phat trién va chua dugc chip

nhan rong rai nhu 1a chuan cua thé gidi.

b. Chuén 802.11e

Pay 1a chuan duoc ap dung cho ca 802.11 a, b, g. Muc tiéu cua chuan nay
nham cung cip cac chic ning vé chét luong dich vu - QoS cho WLAN. Vé mit ki
thuat, 802.11e ciing bd xung mdt sb tinh ning cho 16p con MAC. Nh¢ tinh ning
nay, WLAN 802.11 trong mét twong lai khong xa c6 thé cung cip ddy du cac dich
vu nhu voice, video, cac dich vu doi hoi QoS rat cao. Chuan 802.11e hién nay van

dang trong qua trinh phat trién va chua chinh thirc 4p dung trén toan thé gioi.

c. Chuin 802.11f
bay 1a mdt bo tai liéu khuyén nghi ctia cac nha san xuat dé cac Access Point
clia cac nha san xuat khac nhau c6 thé lam viéc voi nhau. Piéu nay 1a rat quan trong
khi quy md mang ludi dat dén mirc dang ké. Khi ¢6 méi dap img duogc viéc két ndi
mang khong ddy lién co quan, lién xi nghiép c6 nhiéu kha niang khong dung cung

mot ching loai thiét bi.

d. Chuan 802.11h
Tiéu chudn nay bo xung mot sd tinh nang cho 16p con MAC nham dap tng

cac quy dinh chau Au ¢ dai tin 5GHz. Chau Au quy dinh rang cic san pham dung
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dai tin 5 GHz phai c6 tinh ning kiém soat muc nang luong truyén dan TPC -
Transmission Power Control va kha ning ty dong lya chon tan s DFS - Dynamic
Frequency Selection. Lira chon tdn sd & Access Point gitip 1am giam dén muc tdi
thiéu can nhiéu dén cac hé théng radar dac biét khac.
e. Chuan 802.11i

Pay 1a chuan bd xung cho 802.11 a, b, g nham cai thién vé mit an ninh cho
mang khong day. An ninh cho mang khong day la mot giao thic c6 tén 1a WEP,
802.11i cung cAp nhitng phuong thirc md hoa va nhimg thil tuc xac nhan, ching

thuc méi co tén 1a 802.1x. Chuan nay van dang trong giai doan phat trién.

1.2.3. Cac md hinh WLAN (chuin 802.11).

1.2.3.1. Tram thu phat - STA

STA — Station, cac tram thu/phat séng. Thuc chit ra 1a cac thiét bi khong day
két ndi vao mang nhu may vi tinh, may Palm, may PDA, dién thoai di dong, vv...
v6i vai trd nhu phan tir trong mé hinh mang ngang hang Pear to Pear hodc Client
trong md hinh Client/Server. Trong pham vi luin vin ndy chi dé cap dén thiét bi
khong diy 1a may vi tinh (thudong 1a may xach tay ciing c6 thé 13 may dé ban co
card mang két nbi khong day). C6 truong hop trong luin vin ndy goi thiét bj khong
day 1a STA, c6 luc 1a Client, ciing c6 luc goi truc tiép 13 may tinh xach tay. Thuc ra

13 nhu nhau nhung cach goi tén khac nhau cho phu hop véi tinh hudng dé cap.

1.2.3.2. Piém truy cap — AP

Piém truy cap — Acces Point 1 thiét bi khong day, 1a diém tap trung giao tiép
véi cac STA, dong vai tro ca trong viéce truyén va nhan dit liéu mang. AP con cé
chtic ning két néi mang khong day thong qua chuan cép Ethernet, 12 cau nbi giira
mang khong ddy v6i mang c6 day. AP c6 pham vi tir 30m dén 300m phu thudc vao

cong nghé va cau hinh.
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1.2.3.3. Mang 802.11 linh hoat vé thiét ké, gom 3 mé hinh mang sau:
- M6 hinh mang ddc 1ap — mang Adhoc
- M6 hinh mang co s& (BSSs).
- M6 hinh mang mo rong (ESSs).

a. Mo hinh mang doc 1ap Adhoc
M&bi may tinh trong mang giao tiép truc tiép véi nhau théng qua cac thiét bi
card mang khong diy ma khong dung dén cac thiét bi dinh tuyén hay thu phat
khong day.

Ngwoi dung A
A/
é‘i\“; >

Nguoi ding B Nguwi diing €

Hinh 1.1. M6 hinh mang AD HOC

b. M6 hinh mang co sé (Basic Service (BSSs)).

Bao gom cac diém truy nhap AP (Access Point) gan véi mang duong truc
hitu tuyén va giao tiép vai cac thiét bi di dong trong ving phu song ciia mot cell.
AP déng vai tro diéu khién cell va diéu khién luu luong t6i mang. Céc thiét bi di
dong khong giao tiép truc tiép véi nhau ma giao tiép voi cac AP. Cac cell c¢6 thé
chbng 1an 1én nhau khoang 10 — 15% cho phép céc tram di dong c6 thé di chuyén
ma khong bi mét két ndi vo tuyén va cung cap ving phu séng vai chi phi thap nhat.
Céc tram di dong s& chon AP tét nhat dé két nbi. Mot diém truy nhap nam ¢ trung

tam c6 thé diéu khién va phan phéi truy nhap cho cac nut tranh chap, cung cap truy
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nhdp phu hgp véi mang duong truc, 4n dinh cac dia chi va cdc mirc wu tién, giam
sat luu lwong mang, quan Iy chuyén di cac goi va duy tri theo ddi cAu hinh mang.
Tuy nhién giao thtrc da truy nhép tap trung khong cho phép cac nut di dong truyén
tryc tiép toi niit khac nam trong ving v6i diém truy nhap nhu trong cdu hinh mang
WLAN doc 1ap. Trong trudng hop ndy, mdi goi s& phai dugc phat di 2 1an ( tir nit
phat gbc va sau d6 13 diém truy nhap) trude khi nd téi nit dich, qua trinh nay s& lam

giam hi¢u qua truyén dan va tang tré truyén dan.

BSS doc lap — IBSS: Trong mé hinh IBSS — Independent BSS, 1a cac BSS doc
1ap, tuc 1a khong co két ndi voi mang co diy bén ngoai. Trong IBSS, cac STA ¢
vai trd ngang nhau. IBSS thuong dugc 4p dung cho mé hinh Adhoc béi vi né ¢ thé

dugc xdy dung nhanh chong ma khong phai can nhiéu ké hoach.

Hé théng phan tan — DS: Nguoi ta goi DS — Distribution System 1a mot tap
hop ctia cac BSS. Ma cac BSS nay c6 thé trao ddi thong tin voi nhau. Mot DS c¢6
nhiém vu két hop véi cac BSS mot cach thong sudt va dam bao giai quyét van dé

dia chi cho toan mang

AP

S
. 0

U

Nguwdi dung A Ngudi dung B Nguweidung C

Hinh 1.2. M6 hinh mang co so
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€. M6 hinh mang mé rong (Extended Service Set(ESSs))

Mang 802.00 mé rong pham vi di dong t6i mot pham vi bat ky thong qua
ESS. Mot ESS 1a mét tap hop cac BSSs noi ma cic Access Point giao tiép voi nhau
dé chuyén luu lugng tir mot BSS nay dén mot BSS khac dé 1am cho viée giao tiép
thong qua hé thdng phan phdi. Hé thong phan phdi 1am mot 16p mong trong mdi
Access Point ma no xéac dinh dich dén cho mét luu lugng dugc nhan tor mot BSS.
Hé théng phan phdi duogc tiép song trd lai mot dich trong cing mot BSS, chuyén
tiép trén hé théng phan phéi té1 mot Access Point khac, hodc giri t61 mot mang co
day t6i dich khong nam trong ESS. Céc thong tin nhan bai Access Point tir hé thdng

phan phéi duoc truyén td1 BSS s€ dugc nhan bdi tram dich.

f.r\\—
Ngwoidung A Ngwéi ding B Nguwdi diung ©

Hinh 1.3. Mo hinh mang mo rong

Nhu rat nhiéu tai liéu nghién ctru vé bao mat trong mang Wireless thi dé co thé
bao mat tdi thiéu can mot hé théng co6 2 thanh phﬁn sau:

- Authentication - chimg thuc cho nguoi dung, quyét dinh cho ai c¢6 thé st
dung mang WLAN.

- Encryption - ma ho4 dir liéu: cung cap tinh bao mat dir liéu.

- Authentication + Encryption = Wireless Security.
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Boi vi mang Wireless truyén va nhan dit liéu dya trén song radio va vi AP phat
song lan truyén trong ban kinh cho phép nén bét ctr thiét bi ndo c6 hd tro truy cap
Wireless déu c6 thé bit song nay, song Wireless ¢ thé truyén xuyén qua cac vét
li¢u nhu bétong, nhya, sét,... Cho nén rui ro thong tin bi cac attacker ddnh cép hoac
nghe trom rat cao, vi hién tai c¢6 rat nhiéu cong cu hd tro cho viéc nhan biét va phan
tich thong tin cua séng Wireless sau d6 dung thong tin ndy c6 thé do khoa WEP
(nhu AirCrack, AirSnort,...)

d. Cac mé hinh thyec té

Trén thuc té thi ¢o rat nhiéu mo hinh mang khong day tir mot vai may tinh
két ndi Adhoc dén mé hinh WLAN, WW AN, mang phtrc hop. Sau ddy 1a 2 loai md
hinh két ndi mang khong day phd bién, tir 2 md hinh nay c6 thé két hop dé tao ra
nhiéu mé hinh phirc tap, da dang khac.

d1. Mang khéng diy két néi véi mang cé diy

Wireless Station ’\
Wireline
Wireless e Network
Network
,»’ Access
Point

Q@

/(47

Hinh 1.4. M6 hinh mang khéng déy két néi véi mang c6 day
AP s& 1am nhiém vu tap trung cac két ndi khong day, dong thoi néd két nbi
vao mang WAN (hodac LAN) thong qua giao di¢n Ethernet RJ45, & pham vi hep co

thé coi AP 1am nhiém vu nhu mét router dinh tuyén gilra 2 mang nay
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d2. Hai mang cé day két néi véi nhau bang két néi khong day

Wireline Network Wireline Network

Hinh 1.5. M0 hinh 2 mang cé ddy két néi véi nhau bang két néi khong day

Két ndi khong day giira 2 dau cia mang 2 mang WAN sir dung thiét bi Bridge
1am cau ndi, c6 thé két hop str dung chao thu phat nhé truyén séng viba. Khi d6
khoang cach giita 2 dau két ndi co thé tir vai trim mét dén vai chuc km tuy vao loai

thiét bi cau ndi khong day.

1.2.3.4. WEP — Wired Equivalent Privacy
WEP 1la mot hé théng ma hoa dung cho vi¢c bao mat dir li€u cho mang
Wireless, WEP 1 m6t phan cua chuan 802.11 gbc va dwa trén thut toan mi hoa
RC4, mi hoa dir liéu 40bit dé ngin chin su truy cap trai phép tir bén ngoai. Thuc té
WEP 14 moét thuat todn dugc dung dé mi hoa va giai ma dir li¢u.
- Bac tinh k¥ thuat cuia WEP:
+ Diéu khién viéc truy cdp, ngin chin su truy cap cua nhitng Client khong co
khoa phu hop.
+ Su bao mat nham bao vé dit liéu trén mang b::ing cach ma hoa ching va chi
cho nhiing Client nao d6 diing khoda WEP gidi ma.
1.2.3.5. WEP key lengths
Mot khoa WEP chuan st dung khoa 64 bits ma hoa theo thuat toan RC4.
Trong 64 bits ¢ 40 bits dugc an. Nhiéu nha cung cip sir dung nhiéu tén khac nhau
cho khéa WEP nhu: “standar WEP” “802.11 — compliant WEP”, “40- bits WEP”,
“40 + 24 bits WEP” hodc tham chi 1a “64 bits WEP”. Nhung hién tai thi 64 bits
WEP thuong dugc nhic dén hon hét. Nhung voi nhitng thiét bi st dung 64 bits
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WEP thudng thi tinh bao mat khong cao va dé dang bi tdn cong. Hién nay c6 mot
chuan tét hon d6 1a 128 — bits WEP, hau hét cac doanh nghiép, c4 nhan déu dan
chuyén sang 128 bits WEP st dung thuat toan RC4 ma ho4, tinh bao mat cao hon,
cac Attacker ciing kho khin trong viéc do thdy khoa WEP. Nhung vé sau tinh bao
mat ctia khoa WEP 128 bits ciing khong c6 kho khin nita d6i voi cac Attacker nhd
su hd tro cia cac cong cu do tim khoa WEP, thi luc d6 Wi—fi Protected Access —
WPA 13 mdt chudn bao mat cao cap hon WEP duoc ra doi (ching ta s& nghién ciru
sau hon vé WPA trong phan sau).

1.2.3.6. WPA — Wi- fi Protected Access

WPA duoc thiét ké nham thay thé cho WEP vi ¢6 tinh bao mat cao hon.
Temporal Key Intergrity Protocol (**IP) con dugc goi 1a WPA key hashing 1a mot
su cai tién dua trén WEP, 13 vi n6 tr dong thay ddi khoa, diéu ndy gay kho khan rat
nhiéu cho cac Attacker do thiy khod ctia mang.

Mic khac WAP ciing cai tién ca phuong thic ching thuc va ma hoa. WPA
bdo mat mang hon WEP rat nhiéu. Vi WPA st dung h¢ théng kiém tra va bao dam
tinh toan ven cta dit liéu tbt hon WEP.

1.2.3.7. WPA2 — Wi- fi Protected Access 2

WPA2 1a mot chuén ra doi sau d6 va dugce kiém dinh 14n dau tién vao ngay
1/9/2004 . WAP2 dugc National Institute of Standards and Technology (NIST)
khuyén cdo st dung, WPA2 st dung thudt toan md hoa Advance Encryption
Standar (AES).

WPA2 cling co cép d0 bao mat rat cao tuong tu nhu chuan WPA, nhiam bao vé
cho nguoi ding va nguoi quan tri doi voi tai khoan va dir lidu.

Nhung trén thuc t¢ WPA2 cung cip hé thong ma hoa manh hon so véi WPA
va day ciing 12 nhu cau cua cac tip doan va doanh nghiép c6 quy mé 16n. WPA2 six
dung rat nhiéu thuat toan dé ma hoa dir liéu nhu **IP, RC4, AES va mot vai thuat

toan khac. Nhiing hé thong sir dung WPA2 déu twong thich voi WPA.
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1.3. Kién triic co ban ciia mang WAN khéng day.

Mang v6 tuyén dién rong: Nhom ndy bao gdm cic cong nghé mang thong tin
di dong nhu UMTS/GSM/CDMA 2000.... Ving phu cta né ciing tam vai km dén
tam chuc km.

Véi su ra doi ciia mang thong tin di dong té bao, ching ta di ching kién sy
ting vot vé nhu cau dich vu khong day & di dong. Ching ta d3 va dang ching kién
su phat trién dén chong miat cia mang khong day: Nam 2002 danh diu thoi diém
lich sur cia mang vién thong voi s6 thué bao di dong vuot s6 thué bao c6 dinh. Theo
ITU, thang 9 nim 2005, sb thué bao di dong trén thé gidi di vuot con s 2 ty. Theo
thong ké ciia GSA (Global mobile Supplies Association) gin ddy, con s ndy da
vuot 3 ty. Tuy nhién, lich st ciia mang té bao con rat ngan ngui. N6 méi trai qua 3
thé hé va ¢ nhiéu qudc gia né van con dang & thé hé thi 2.

Trong mang thong tin di dong té bao, mdi mot thap ky chung kién mot thé hé
mang méi. Thé hé dau tién (1G) khoi dau tir nhimg nim 80s. D6 1a thé hé dién thoai
di dong analog. Thé hé thtr 2 (2G) bat dau ndi 1én tir nhitng ndm cua thiap nién 90.
Thé hé thir 2G 1a cong nghé di dong k§y thuat sd, cung cip dich vu voice va ca data.
Thé hé tha 3 (3G) bat dau tir nam 2001 & Nhat Ban, dic trung boi dich vu thoai dit
liéu va da phuong tién véi téc do cao. Hé thong tién 4G, nhitng vién di tang cho
thé hé thir 4G, hy vong s€ duoc thuong mai hod vao khoang dau nam 2010. Mot thé
hé 4G sé& cit canh vao nhitng ndm 2012. Con dudng phat trién cia cac cong nghé

mang té bao dugc thé hién & hinh duéi day.

Hinh 1.6. Con dwong phdt trién cia cic cong nghé mang
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1.3.1. Thé hé thir 1 (1G)

Mang di dong thé hé tht nhat khoi mao & Nhat vao nam 1979. Day la hé
thdng truyén tin hiéu twong tu (analog). Nhitng cong nghé chinh thudc thé hé thi
nhat nay co thé ké d¢én 1a AMPS (Advanced Mobile Phone System), TACS ( Total
Access Communication System), JTACS (Japan TACS) NMT (Nordic Mobile
Telephone). Tuy nhién chua hoan hao vé mit cong nghé k¥ thuat, thé hé thong tin
di dong 1G nay thuc sy 1a mot mdc phat trién quan trong cia nganh vién thong
(khai niém di dong (mobile)) d bit dau di vao phuc vu nhu cau lién lac cta con
ngudi trong doi sbng hang ngdy. Nhitng diém yéu ndi bat cua thé hé 1G lién quan
dén chat luong truyén tin kém, vin dé bao mat va viéc str dung kém hiéu qua tai
nguyén tan sd.

1.3.2. Thé hé thir 2 2G)

Hé théng mang 2G duogc dic trung boi cong nghé chuyén mach ki thuét sb
(digital circuit — switched). k¥ thuat nay cho phép st dung tai nguyén bing tan hiéu
qua hon nhiéu so voi 1G/. Hau hét cac thué bao di dong trén thé gii hién dang
dung céng nghé 2G nay. Cong nghé 2G s& con t6n tai thém mot thoi nira trude khi
3G thay thé hoan toan né. Nhitng chuén di dong 2G chinh bao gdbm GSM (Global
System for Mobile Communication )IS — 136 va CdmaOne.

GSM str dung k¥ thuat da truy cap TDMA va song cong FDD. GSM da tro
thanh céng nghé truyén thong cé toc do phat trién nhanh nhét tir truée dén nay va 1a
mot chuén di dong duogc trién khai rong rai trén thé gidi.

- IS — 136 duoc biét dén vai tén D — AMPS (Digital - AMPS) st dung k¥
thuat da truy cap TDMA va song cong TDD . Cong nghé nay dugc trién khai nhiéu
¢ Chau Mi, dac biét 1a & My va Canada. IS — 136 duoc trién khai nhu mot mang
overlay k¥ thuat s0, phu trén nén ha tﬁng mang AMPS.IP — 136 cho tbc do dit lidu
1én dén 30 Kbps.

- CdmaOne 1a tén goi ctia chuan di dong ITU IS — 95 st dung k¥ thuat da truy
cap CDMA. CDMA dugc chuan hoa nim 1993. Ngiy nay, c6 2 phién ban IS — 95
goi 1a 1S — 95 B. IS — 95A dung FDD v¢i @6 rong kénh 1a 1,25 MHz cho mdi huéng
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1én va xubng. Toc do dir liéu toi da cua IS — 95 A la 14,4 Kbps. IS — 95 B ¢6 thé
cung tmg toc do dir liéu 1én dén 115 Kbps biang cach gop 8 kénh lai voi nhau. Véi
tde do nay, IS — 95B con dugc phan loai nhu 1a cong nghé 2,5 G.

Thé hé 2,5 G : Thé hé 2,5 G dic trung boi dich vu dir liéu toc d6 cai tién.
Chuan chinh cta thé hé nay 1a GPRS, EDGE va IS — 95 B. GPRS la mot budc phét
trién tiép theo dé cung cip dich vu dit liéu téc do cao cho ngudi dung GMS va IS —
136. Ly thuyét ma ndi thi GPRS c6 thé cung tmg toc d6 dit liéu 1én dén 172, 2
Kbps. GPRS 1a mot giai phap chuyén mach géi. Pay ciing 1a mot budc dém trong
qua trinh chuyén tir thé hé 2G 1én 3G cua cac nha cung cap dich vu GSM/ IS — 136 .
Trén con duong dai di dén 3G, EDGE di ra doi dé cai tién téc do dir liéu hon nia (
tbc d6 toi da tim 384 Kbps). EDGE d6i khi con dugc trich din nhu cong nghé 2,75
G.

1.3.3. Thé hé di déng thir 3 (3G)

Mang 3G dic trung boi toec d6 dir lidu cao, capacity ctia hé thong 16n ting
hiéu qua str dung pho tan va nhiéu cai tién khac. C6 mot loat cac chuin cong nghé
di dong 3G, tat ca déu dya trén CDMA bao gdm: UMTS (dung ca FDD 14an TDD) ,
CDMA 2000 va TD SCDMA.

- UMTS (d6i khi con duoc goi 1a 3GSM) st dung k¥ thuat da truy cap
WCDMA. UMTS dugc chuan hoa boi 3GSM - UMTS 1 cong nghé 3G dugc lua
chon bai hau hét cac nha cung cap dich vu GSM/GPRS dé di 1én 3G. Téc do dit liéu
t6i da 13 1920 Kbps ( gin 2Mbps). Nhung trong thuc té téc d6 nay chi tim 384
Kbps thoi. Dé cai tién téc do dit lidu cia 3G hai ky thuat HSDPA va HSUPA da
dugc dé nghi. Khi ca 3 k¥ thuat ndy duoc trién khai, nguoi ta goi chung 1a HSPA.
HSPA thuong duoc biét dén nhu 13 cong nghé 3,5G.

+ HSDPA: Ting téc do downlink ( dudng xudng, tir NodeB vé nguoi ding di
dong). Toc do toi da 1y thuyét 1a 14,4 Mbps, nhung trong thuc té nd chi dat tam 1,8
Mbps (hodc t6t 1am 1a 3,6 Mbps). Theo mot bao cio cia GSA thang 7 nim 2008,
207 mang HSDPA di va dang bat dau trién khai, trong d6 207 da thuong mai hoa &

89 nudc trén thé gioi.
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+ HSUPA: Ting toc d6 uplink (duong 1én) va cai tién QoS. K thuat nay cho
phép ngudi dung upload thong tin voi toc do 1én dén 5,8 Mbps (ly thuyét). Ciing
trong ctng bao cdo trén ciia GSA, 51 nha cung cip dich vu thong tin di dong da
trién khai mang HSUPA & 35 nudc va 17 nha cung cdp mang 1én ké hoach trién
khai mang HSUPA.

- CDMA 2000 1a nguoi “ ndi gi01” cia 2G CdmaOne dai dién cho hg cong
nghé bao gom CDMA 2000 1xRTT (Radio Transmission Technology), CDMA
2000 EV — DO (Evolution — Data Optimized) va CDMA 2000 EV - DO (
Evolution — Data and voice). CDMA 2000 duoc chuan hoa boi 3GPP2. L& thudng
tinh thi CDMA 2000 1a cong nghé 3G duoc lua chon bdi cac nha cung cép mang
CdmaOne.

+ CDMA 2000 IxRTT: Chinh thirc dugc cong nhan nhu la mdt cong nghé
3G, tuy nhién nhiéu nguoi xem né nhu 1a mot cong nghé 2,75 G dung hon 1a 3G.
Téc d6 cua 1xRTT c6 thé dat dén 307 Kbps, song hau hét cic mang di trién khai
chi giéi han tdc d6 peak ¢ 144 Kbps.

+ CDMA 2000 EV- DO: St dung mét kénh dit liéu 1,25 MHz chuyén biét va
c6 thé cho toc d6 dir liéu dén 2.4 Mbps cho dudng xudng va 153 Kbps cho duong
l&n. 1XEV — DO Rev hd trg truyén théng géi IP, ting toc do dudong xudng dén 3,1
Mbps va dic biét co thé day téc d6 dudng 1én dén 1,2 Mbps. Bén canh d6, 1XEV-
DO Rev B cho phép nha cung cip mang gép dén 15 kénh 1,25 MHz lai dé truyén
dir liéu véi toc d6 73,5 Mbps. Theo médt béo céo trén www.cdg.org site, 3G CDMA
2000 EV — DO di vuot con sb 83 triéu thué bao vao thang 9 nam 2007.

+ CDMA 2000 EV- DV : Tich hop thoai va dir liéu trén cung mot kénh
1,25MHz CDMA 2000 EV-DV cung cip téc do peak dén 4,8 Mbps cho dudng
xubng va dén 307 Kbps cho dudng 1én. Tuy nhién tir nim 2005, Qualcomm d3 ding
vo thoi han viéc phat trién cua 1XEV- DV vi da phan cic nha cung cdp mang
CDMA nhu Verizon Wireless va Sprint da chon EV — DO.

+ TD- SCDMA 1a chuén di dong duogc dé nghi boi “China Communications
Standards” va dugc ITU duyét vao nim 1999. Pay 1a chuin 3G cta Trung Qudc.
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TD- SCDMA ding song cong TDD. TD — SCDMA c¢6 thé hoat dong trén mét dai
tan hep 1,6MHz (cho téc do 2Mbps) hay SMHz (cho toc d6 6Mbps). Ngay xuat
hanh cia TD — SCDMA di bi day Iui nhiéu 1an. Nhiéu thir nghiém vé cong nghé
nay da dién ra tir ddu nam 2004.

+ Hé théng 3GPP LTE la budc tiép theo cin hudng téi cia hé thong mang
khong day 3G dua trén cong nghé di dong GSM/UMTS va la mdt trong nhirng
cong nghé tiém ning nhat cho truyén thong 4G. Lién minh Vién thong Qudc Té
(ITU) d3 dinh nghia truyén thong di dong thé hé 4 13 IMT Advanced va chia thanh
hai hé théng dung cho di dong tde d6 cao va di dong tde do thép. 3GPPLTE la hé
théng dung cho di dong tbc do cao. Ngoai ra, ddy con la cong nghé hé thdng tich
hop dau tién trén thé gidi img dung ca chuan moddm3GPP LTE va cac chuan dich
vu ung dung khac, do d6 NSD cé thé dé dang thuc hién cudc goi hoac truyén du
li¢u gitra cac mang LTE va cdc mang GSM/GPRS hoac UMTS dua trén WCDMA.

- 3GPP LTE c6 kha ning cdp phat phd tan linh dong va hd tro cac dich vu da
phuong tién vé6i tbe d6 trén 100Mb/s khi di chuyén & tbe d6 3 km/h va dat 30 Mb/s
khi di chuyén ¢ téc d6 cao 120 km/ h. Tdc dd nay nhanh hon gip 7 14 n so véi toc
d6 truyén dir liéu cho cong nghé HSDPA (truy nhap géi dit liéu toc d6 cao). Do
cong nghé nay cho phép sir dung cac dich vu da phuong tién toc d6 cao trong khi di
chuyén & bat ky tbc dd nao nén nd cb thé hd tro sir dung cac dich vu ndi dung co
dung luong 16n voi do phan gidi cao ¢ dién thoai di dong, may tinh bd tai PDA,
dién thoai thong minh...

U'u diém noi bat:

Dung luong truyén trén kénh dudng xudng c6 thé dat 100Mbps va trén kénh
duong 1én c6 thé dat 50 Mbps.

Tang téc do truyén trén ca nguoi sir dung va cac mat phang diéu khién. S&
khong con chuyén mach kénh. Tét ca s& dya trén IP.VoIP s& dung cho dich vu thoai.

Kién trac mang s& don gian hon so v6i mang 3G hién thoi. Tuy nhién mang

3G LTE van c6 thé tich hop mot cach dé dang v&i mang 3G va 2G hién tai. Diéu
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nay hét stirc quan trong cho nha cung cAp mang trién khai 3GPP LTE vi khong can
thay ddi toan bd co so ha tﬁng mang da co.

OFDMA va MIMO dugc str dung trong 3G LTE thay vi CDMA nhu trong 3G.

Chuian UMB

Chuan UMB hién nay dugc phat trién boi 3GPP2 vai ké hoach 1a s& thuong
mai hoa trudc 2009.

Mot s dic diém k¥ thuat nhu sau:

Céc ky thuat Miltiple radio va antenna tién tién.
Multiple Input Multiple Output (MIMO), da truy nhap phan chia theo khong gian
(Spatial Division Multiple Access (SDMA)) va k¥ thudt beamforming antenna.

Cac ky thuit quan 1y nhidu tién tién (Improved interference management
techniques).

Téc d6 dir liéu cao nhit (peak data rates).

Lén t6i 288 Mbps dudng 1én, 75 Mbps duong xudng.

Lén t6i 1000 ngudi sit dung VoIP ddng thoi ( voi sy cip phat 20 MHz FDD).

Chuén IEEE 802.x.

Chuén nay bat ngudn tir mang WiFi, sau do tién 1én 802.16¢ rdi 802.16m va
bay gio 1a 802.20. Chuan IEEE 802.20 con duoc goi 1a truy nhip vo tuyén bing
rong di dong WBMA (Mobile Broadband Wireless Access). N6 c6 thé hd trg ngay
ca khi di di chuyén voi toc d6 1én téi 250 kmv/h.

Trong khi chuyén ving (roaming) cia WiMAX nhin chung bi giéi han trong
mot pham vi nhét dinh, thi chuan IEEE 802.20 giéng nhu 3G c6 kha nang hd trg
chuyén ving toan cau. Ngoai ra, ciing gidng nhu WiMAX, IEEE 802.20 ciing hd tro
cac k¥ thuat QoS nham cung cap nhiing dich vu co yéu cau cao vé do tré, jitter...
Trong mang EEE 802.20 viéc dong bo giita duong 1én va duong xuéng déu duoc
thuc hién hiéu qua. Du kién chuan IEEE 802.20 tuong lai s€ két hop mdt s6 tinh
nang cua [EEE 802.16e va cac mang dit li€u 3G, nham cung cép va tao ra mot

truyén thong da dang (rich communication).
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Frodsre n HSPA Ix EV-DO Mobile WiINIAX WiFi
Stamdand 4}:!(““' 1118 a2 tELEE SU2 16020005 IEEL ~82 1l
LMDy pste | S-03MBps THRew N[ I6NEgps 0 301, X2
I"vak DL tlata e u!: 15 n’uﬁ‘- . “'.\":" 1Ry 133 l“-\"'.’ I(ETAY FETS
Peak UL btz gate | 583N Tyge [ TMbjes w31 10Nz | 100N bn
Banedwalth SMH. 125\, 35, TS00N 7M. | 20 1oMEH2
Dhggederxing FDD FbD 1DD mitindiv TDD
Mudtipdexinge TDN CDMA TDM CDMA TDM OFDAA CSMA-CA
Crnrtog I-3km 1-3km 3.5k BRI
T L Hizh bl Taig
Bang 1.1. Technology Features Comparison
Feature LTE UMB WIMAX 802.10m
Peak data rate DI: 288Mbps (ix1) DL-250Mbps (1x4) | DL: ~ 350Mbps (1x1)
[per =ector G20MHz) UL: 98\ bps (2x1) UL: 100N bps (Ix4) UL: ~ 200Mbps (2x4)
Latency Link-Laver Aceess: <5 ms LLA: < 10ms LLA: < 10ms
Hamdover: < s Handover: - 2hms Handover: < 20hns
.\u.\10|j DL: 2x2, 2x1. 4x2. 4x1 | DL: 2x2, 2x4. 4x2, x4 | DL: 2x2. 2x 1, 4x2, x4
conliguration UL: 1x2. Ixd, 2x2. 2x1 UL: 1x2, Ixd 2x2, 2x4 | UL: Ix2, Ixd 2x2, 2x4
Bandwidth (\MHz} 1.25, 1.6, 2.5, 5, 10 14, 20 [.23 o X 3, 10, 20, 40
Duplesing || TDD,FDD TDD.FDD TDDFDD
Multiplexing OFDMA and SC-FDMA OFDMA SOFDMA
Mubility Up to 350 km/'h Up to 230 km/h Up tu 33 km/h

Bang 1.2. Pre-4G Technology Requirement Comparison

1.4. Kién tric co ban ciia Internet khong diy (Chuan WAP va cac
chuin méi (WPAN, WRAN, WMAN)).

1.4.1. Kién tric co ban cia Internet khong diy — chuAn WAP

1.4.1.1. So bd vé WAP.

Nhu cau truy cap thong tin tir cac thiét bi di dong dd md dudng cho cac cong
nghé khong diy phat trién manh mé. Yéu td quan trong nhét trong sy ra doi cua
Internet khong day 1a Digital Cellphone trong nhitng nim gan day. Viéc mo rong
mang Digital Cellphone va dich vu thong tin cd nhan PCS (Personal
Communication Services).

Wireless Application Protocol (WAP) 1a mot dang dic ta theo chuan cong
nghi¢p mo cho cac ung dung thuc thi trén moéi truong mang khong day, cha trong
vao cac (mg dung trén thiét bi di dong, dic biét 1a dién thoai di dong. Cac tiéu chuan

nay dugc dua ra béi WAP Forum, nhdm nay hinh thanh vao thanh 6 ndm 1997 boi
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Erison, Nokia, Motorola va Unwired Planet va hién tai da dugc hang tram cong ty
khac tham gia, bao gdm IBM, Hewlett Packard, Visa va Microsoft. Theo thdng ké
chinh thtrc cia WAP Forum, nhitng thanh vién thuoc WAP Forum la dai dién cho
trén 90% nha san xuét dién thoai di dong trén toan thé gidi. WAP da va s€ duoc hd
tro trén nhiéu loai thiét bi, tir don gian nhu dién thoai di dong thong thuong cho dén
nhiing thiét bi thé hé mdi — cac dién thoai « thong minh” v&é1 man hinh rdng c6 thé
chay dugc nhiéu tng dung, tham chi 1a nhimg may tro 1y ca nhan ky thuat sb
(PDA), cac palmtop hay cac mdy tinh véi kich thuéc nhé hon. Tat ca cac thiét bi di
dong roi s& dugc ap dung cong nghé WAP, truc tiép tir nha san xuit hay tir phién
ban nang cip nao dé thudc nhom cac cong ty thir ba (third — party). Mi mot thiét bi
c6 mot cach hién thi khac nhau va cic phuong thirc nhap liéu khac nhau. Cong viée
ctia cong nghé WAP 1a sip xép lai “ mé hdn don” dé va cung cip mot khung 1am
viée (framework) chung cho phép cac umg dung chay dugc trén tit hé nén khéc

nhau nay.

M6 hinh WAP con chinh 1a mé hinh WWW (World Wide Web) véi mét s tinh
ning nang cao. Trong d6, hai tinh ning quan trong nhat 13: day (Push) va hd tro
thoai. Noi dung thong tin WAP duoc truyén tai nhd mot tip cac giao thirc truyén
thong tiéu chuan trong tap giao thirc WAP. WAP dinh nghia mot tap cac thanh phan

tiéu chuén cho phép truyén thong giita thiét bi ddu cudi va may chit mang gdm:

o MO0 hinh tén tiéu chuin: Cac URL dugc sit dung dé nhan dang ndi dung
WAP trén cac may chu, URI duoc sir dung dé nhan dang tai nguyén trong
mot thiét bi, vi du nhu chirc nang diéu khién cudc g01.

« Kiéu nodi dung: Pugc dua ra trén kiéu dic trung gibng nhu WWW.

« Céac khuon dang noi dung tiéu chuan: dua trén cong nghé WWW va bao gdm
ngon ngit danh dau, thong tin lich, cac d6i tuong, hinh anh va ngon ngit kich

ban (Script).
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« Céc giao thirc truyén théng tiéu chuan: Cho phép truyén thong cac yéu cau
dau cudi di dong toi may chi mang thong qua cong WAP. Céc tiéu chuan

nay t6i uu theo hudng cua thiét bi dau cudi sir dung.

Pé tao ra mot Website c6 kha ning tham nhap qua thiét bj khong day that sy 13
mdt thir thach vi vay chi c6 mot phan nho trong hon 1 ty Website cung cép thanh
phan Internet khong diy. WAP duoc thiét ké dé lam viéc véi bat ky dich vu khong
day nao ton tai nhu:

o Dich vu nhin tin ngin SMS (Short Message Service).

o Dit liéu chuyén mach téc d6 cao CSD (High-speed Circuit-switched Data).

e Dich vu GPRS (General Packet Radio Service).

o Dit lidu dich vu bd sung khong céu tric USSD (Unstructured Supplementary

Services Data).

Cac giao thtc WAP duoc thiét ké trén nén cua cac giao thirc web. Muc dich
cua WAP 1a sir dung lai cdu trac co sé cua web, dé tir d6 nang cao qua trinh giao
tiép gitra nha cung cp va cac thiét bj di dong, giup qua trinh nay tré nén hiéu qua
va tn it thoi gian hon 1 str dung chinh céac giao thirc web.

1.4.1.2. C4c md hinh giao tiép trén WAP

Do kién triic cia WAP duoc thiét ké gin giéng voi Web, nén né ciing ké thira
mé hinh client — server dugc dung trén Internet cia Web. Diém khac nhau chinh 1a

su c6 mit cia WAP Gateway dung cho viéc chuyén d6i gitra HTTP va WAP.

Hinh 1.7. WAP dung truy cdp Internet
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Hinh 1.8. WAP duoc ding truy cdp trong Intranet

bé truy cap vao mot ung dung trén server, client khdi tao mdt ndi két véi
WAP gateway va gui di yéu cAu ctia minh. Gateway s& chuyén doi nhitng yéu cau
nay sang dinh dang dugc dung trén Internet (HTTP) va sau d6 chuyén ching dén
server cung cap dich vu. Noi dung tra vé duoc gui tir server dén gateway, tai ddy no
s& duoc chuyén sang dinh dang WAP, dé sau d6 giri vé cho thiét bi di dong. Nhu

viy, gateway da gitp Internet c6 thé giao tiép voi méi trudng mang khong day.

Céc ngin xép cua giao thie WAP duoc chia thanh cac 16p cho phép dé dang mé
rong, thay d6i va phat trién (twong ty moé hinh OSI). Giao thirc truy nhap tng dung
v tuyén WAP gdm c6 5 16p:

« L6p truyén tai: Giao thtrc datagram vo tuyén (WDP)

« L&p bao mat: Giao thiic 16p truyén tai vo tuyén (WTLS)
« Lp giao van: Giao thiic giao van vo tuyén (WTP)

« L&p phién: Giao thic phién v6 tuyén (WSP)

« L&p tmg dung: Moi trudong tng dung vo tuyén (WAE)

Tat ca cac ngin xép giao thic WAP déu dugc thiét ké dé phu hop véi cac dicu
kién rang budc cia mang di dong. Mdi mot 16p cung cap mot tip cac chirc ning

hodac cac dich vu t6i cac dich vu va tng dung khac qua tap giao dién ti€u chuan.
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Kién traic WAP tach cac giao tiép dich vu tir cac giao thirc cung cip dich vu dé cho
phép mo rong cac dac tinh va tu do lya chon cac giao thirc thich hgp cho mdt ndi
dung cu thé. Rat nhiéu cac dich vu trong ngan xép 6 thé duge hd tro boi mot hodc
nhiéu giao thuc. Vi du dich vu truyén da phuong tién dugc hd tro boi 2 giao thuc

HTTP va WSP.

Céc giao thirc trén 16p ndy duogc thiét ké va chon lwa dé diéu hanh trén nhiéu
dich vu mang khac nhau, bao gdm nhan tin ngan SMS, dit liéu chuyén mach kénh
va dit liéu goéi. Cac kénh mang dua ra nhiéu muc chat lugng dich vu khac nhau
twong ung voi thong luong, ti 18 161, va do tré. Cac giao thirc 16p mang thong tin
duogc tao ra nham khic phuc cac diém yéu ciia kénh mang thong tin, tly bién theo

tung loai hinh dich vu.
a. Lép dich vu truyén tai

L6p nay cung cap su hoi tu giita cac dich vu mang voi cac phan con lai coa
ngin xép WAP. Giao thirc dit liéu v6 tuyén WDP (Wireless Datagram Protocol)
chtra mot tap cac két ndi kénh mang khac nhau va hd tro cac ki thuat dé cac giao
thirc chay trén nd. Cac tap két ndi nay thay ddi theo ha ting co sé mang va cac dich
vu truyén thong can cung cip. WDP truyén va nhan cac dir liéu tir cac thiét bi dau
cudi mang, WDP ciing thuc hién viéc phan doan goi tin va déng gbi cac datagram
cho phu hop véi dic tinh ciia kénh mang thong tin. Giao thirc ban tin diéu khién vo
tuyén WSMP 1a mot phan mo rong ciia WDP 1a giao thic bao céo 18i ¢o co ché
tuong tu ICMP trong Internet, giao thirc nay hitu dung khi WAP khong sir dung trén

kénh mang IP hodc cho muc dich thu thap thong tin va chan dodn mang.
b. Lop bao mat

Muc tiéu cta bao mat 16p truyén tai vo tuyén WTLS (Wireless Transport
Layer Security) 1a dam bao tinh ning bao mat gitta cac thiét bi dau cudi WAP va

cong/iy quyén WAP. WTLS dua ra khung 1am viéc cho céc két ndi an toan cho cac
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mg dung truyén thong 2 chiéu. WTLS sir dung cac thanh phan tir cac giao thirc bao
mat co ban cua Internet nhu 16p socket an toan SSL (Socket Security Layer) va bao
mat 16p truyén tai TLS (Transport Layer Security). Nguyén tic cia WTLS cho phép
chtng nhan cac dit lidu gdc, xac nhan ban quyén cua ban tin. Dé dam bao tinh riéng
tu va tinh toan ven cua dir li€u, cac ky thuat ma hoa va cdc ma nhén thyc ban tin
duogc st dung. Dé thiét 1ap cac ddu ndi an toan, trong pha thiét 1ap duoc tao ra cac
tham sd can thiét nhu: dit tham sb, chuyén d6i khoéa va nhan thuc. Giéng nhu cac

giao thirc khac cia WAP, WTLS t6i uu cho cc kénh truyén thong bang hep.
c. Lop giao van

Giao thirc giao van vo tuyén WTP (Wireless Transaction Protocol) ¢6 nhiém
vu dap tmg cac yéu cau va tra 101 vé phuong tién truyén thong tir ngudi st dung t6i
may chu ung dung va nguoc lai. WTP tuong thich voi céac diéu kién rang budc vé
bing thong hep ctia mdi trudng vo tuyén, trong d6 né tbi thiéu tiéu dé giao thirc qua
viéc toi thiéu sb luong lan phat lai. Cac dic tinh cha chdt cia WTP 14 cung cip cac

dich vu giao van cho cac hoat dong truc tuyén nhu duyét Web.

WTP duoc thiét ké dé ting sb luong cac pha giao van, giam cac thi tuc phat
lai, xac nhan va tha tuc giai phong. Ngoai ra, WTP con c6 thé mé rong chirc ning
phan doan va tao lai ban tin. T hop giao thirc giao van vo tuyén WTP va giao thirc
phién vo tuyén WSP (Wireless Session Protocol) cung cip dich vu truyén tai siéu
vian ban (hypermedia) gitta cac phan tir mang qua truyén tai phi két ndi, trong khi
giao thirc truyén tai siéu van ban HTTP cung cép dich vu truyén tai siéu vin ban

qua truyén tai c6 huéng két ndi.
d. Lép phién

Giao thirc 16p phién vo tuyén WSP hd tro 16p tng dung cia WAP mo ta trong

phién véi mot giao tiép cuia 2 dich vu phién: Két nbi c6 hudng dam bao do tin cay
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va phi két ndi khong dam bao do tin cdy. WTP cung cap cic phuong tién truyén

thong nhu:

« HO trg chic ning HTTP, dé giam tai cho WSP thi sir dung phién ban HTTP
1.1.

 Ghép ndi ngudi dung vao thanh vién cta phién truyén thong dit liéu c6 thoi
gian truyén 16n.

 Yéu cau cho cac may chu day dir liéu t&i nguoi st dung.

« Tao ra mot chudi thu tuc cho phép ung dung may chil xac dinh nguoi dung
c¢6 hodc khong hd trg cac phuong tién va cAu hinh giao thirc thich hop.

o Kha nidng ngirng va tai tao phién.

WSP hd tro co ché cache tiéu dé dé tang hiéu qua kénh truyén. Giao thaec HTTP
truyén thong khong hd trg cache tiéu dé nén khoang 90% cac yéu cu chtra cac tiéu

dé cb dinh van phai chuyén trén mang.
e. Lop ing dung

M®i truong tmg dung vo tuyén WAE (Wireless Application Enviroment) nim
trong 16p Gng dung cung cap mdi trudng cho phép mé rong mién cac tmg dung
dugc str dung trén cac thiét bi vo tuyén bao gé)m ca dich vu tin nhin da phuong tién
[3]. WAP c6 hai kiéu tdc nhan (agent) trong thiét bi vo tuyén: tic nhan sir dung
WML (Wireless Markup Language) va agent st dung WTA (Wireless Telephony
Application) dé hd tro thoai.

1.4.1.3. Uu va nhuoc diém ciia WAP

WAP g dung ngdén nglt WML dé trién khai va thé hién cac trang Web tiéu
chuan cho phu hop voi cac thiét bi di dong. Sir dung khuodn dang tin hiéu dit liéu tbi
wu, WAP dugc thiét ké dé duyét cac noi dung web t6i thiét bi vo tuyén thong qua
loai bo cac thanh phﬁn dd hoa nham hién thi trén man hinh nho va han ché bang

thong. Thuyc té rat nhiéu ma WML duoc sira doi tir ma HTML.
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Mic dit WAP h trg cho hau hét cac thiét bi di dong nhung n6 van ton tai mot
s6 diém han ché trong giao thic nay:

- D§ tré: WAP duya trén giao thirc TCP/IP va khong tu xay dung hé thong bao
mat riéng cling nhu kha nang ty day dir lidu, diéu nay s& anh huong toi nhiing ing
dung can duoc chay ngay khi ngudi dung dang truyén dit liéu trén tmg dung khac.
Néu trién khai tng dung kiéu ndy sé& ting d6 phirc tap cta hé théng 1én rat 16m va
anh huong truc tiép t6i phan cimg va bang thong yéu cau.

- Bdo mdt: WAP 13 hé thong giao thirc dién hinh khong chira bao mat riéng,
diéu d6 c6 nghia 13 dir liéu khong duogc ma hoa khi truyén. Cac phin mém bao mat
¢ thé duoc hd trg cho WAP nhung bi gid1 han vi do on dinh, gia thanh va thoi
gian thuc hién. Gateway: Giai phap WAP yéu cau co gateway vo tuyén, vi vy no
s& 1am tang gia thanh cta hé théng.

- Két néi lien tuc: Cac tmg dung WAP duoc xdy dung dya trén kién thic yéu
cau/ dap ung vi vay no s& két ndi lién tuc khong giébng nhu trén céc trinh duyét trén
cac may PC. Mot sd ngudi st dung thudng di chuyén vuot qua ving pht séng va
gdy ra cac 16i két ndi. Van dé nay co thé giai quyét bang phuwong phap “luu va
chuyén tiép”, giai phap thém vao ndy ciing 1am ting gia thanh va do phurc tap ctia hé
thong. Trén thuc té, viéc thém vao kha thuong yéu ciu phan cimg kém theo va ting
thém bang thong sir dung.

- Trién khai dich vu: WAP Puoc tao ra dé duyét ndi dung cac trang web, cic
nha cung cip nodi dung dugc yéu cau quan 1y va duy tri cac ban sao cho mdi
website. Cac ban sao nhu vay thuc sy la khong hiéu qua vi n6 lam tang gia thanh
khi m& rong va bao dudng hé thong.

- Twong tdc thiap: WAP rat kho tich hop véi cac tng dung c6 san trén céac thiét
bi, day 1a gidi han thudng thay ciia cac giai phap trén cac dau cudi co nang luc xir Iy
va giao dién man hinh nho.

- Kha néng ddy va kéo: Cac giai phap WAP yéu cau ngudi str dung giri cac
thong tin trude khi ho nhan chung. Nhu vdy, email, canh bao khong thé nhan ngay

tie khac. Thuat ngit “kéo” lién quan t&i kha ning cua thiét bi dé canh bao nguoi st
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dung khi c6 dit liéu ctua ho dén. Chic ning diy 13 chic ning c6 sin cia WAP
nhung né yéu cau thém mot 16p kién tric va nhu vay s& lam ting nguy co xay ra 16i
va tré.

1.4.1.4. Céc thanh phéan cia WAP

Céc dic ta WAP cho phép nhitng nha san xuat di dong c6 nhiéu lya chon cho
riéng minh. N6 khong bét budc thiét bi WAP phai trong nhu thé ndo hay s& hién thi
ndi dung nhan duogc tur Internet ra sao, ma no gén lién véi giao dién nguoi dung voi
t6 chirc bén trong ctia churc nang dién thoai.

Yéu cau duy nhét cho mot thiét bi hd trg WAP d6 1a n6 phai cung cép mot tac
nhan nguoi dung WAE (WAE User Agent) mot tdc nhan nguoi dung WTA (WTA
User Agent) mot tic nhan ngudi dung WTA (WTA User Agent) va ngian xép WAP
(WAP Stack)

War cliont

r ™~
v U‘:}
Stack &
VVAE e —
VWwT R~
wWITLS Ve
WO Liser
Agenrt
S/

Hinh 1.9. Wap Client

a. WAE User Agent.
La mot loai trinh duyét nho (microbrowser) thuc hién hoan tra ndi dung phuc
vu viéc hién thi. N6 nhan vao WML, WML Script da dugc bién dich va cac hinh
anh tir WAP gateway, sau d6 xtr Iy hodc hién thi chiing 1én man hinh. WAE User
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Agent ciing quan 1y viéc giao tiép voi nguoi dung, chang han nhu nhap liéu vin

ban, thong bao 16i hay cac thong diép canh bao khac.

b. WTA User Agent.

Nhén cac tap tin WTA duoc bién dich tr WTA server va thuc thi ching. WTA
User Agent bao gdm viéc truy cip vao giao dién dién thoai va céc chirc ning mang
nhu quay s0, tra 11 cude go1, td chirc phonebook, quan ly thong di€p va cac dich vu
dinh vi.

c. WAP Stack.
Cho phép dién thoai ndi két véi WAP gateway sir dung céc giao thic WAP.

Applicaticn Layer (WAE) J Other Services and
Applications
Session Layer (WSP) ]I
Transaction Layer (WTP) J[
| Security Layer (WTLS) I

Transport Layer (WDP) I

Sesrenn
o ) (o ) s ) (e (705 (] [Tu—][ETI

Hinh 1.10. Wap Stack

Other
Apps.
and

Services

=
e WAP Protocol Stack and Services I
[ Device OS / Services I

Hinh 1.11. Wap Stack
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c.1. Wireless Sesion Layer — WSP.

Wireless Session Protocol cho phép céc dich vu trao ddi dir liéu voi cac tmg
dung theo mot cach ¢o to chirc. N6 bao gdm hai giao thirc khac nhau:

- Dich vu phién hudéng két ndi (Connection orented session services) hoat dong
nho vao Wireless Transaction Protocol ( WTP).

- Dich vy phién phi két nbi (Connectionless session services) hoat dong truc
tiép trén Wireless Transport layer (WDP).

Cac dich vu phién (session services) 13 nhitng chirc ning gitip cho viéc thiét
1ap két ndi gitta va mot server. Dich vu ndy dugc phan phdi thong qua viéc dung cac
“primitives” ma né cung cap.

Primitives 13 cac thong diép duoc dinh nghia ma mot client dung dé gui cho
server yéu cau dich vu. Chang han nhu trong WSP, mét trong nhitng primitives 1a
SConnect, vo1 n6 chung ta co thé yéu cAu viéc tao lap mdt ndi két voi server.

c.1.1. Dich vu phién hwéng két noi (Connection — oriented session service).

Cung cip kha ning quan 1y mot phién lam viéc va van chuyén dit liéu tin cay
gitra client va server. Phién lam viéc tao ra c6 thé duoc hodn lai va phuc hi sau d6
néu nhu viéc truyén tai dir liéu khong thé thuc hién duoc. Trong ky thuat push, dir
liéu khong mong mudn co thé dugce giri di tir server dén client theo hai cach: duoc
xac nhan hodc l1a khong dugc xac nhan.

- Truong hop dugc xac nhan (confirmed push), client s€ thong bao cho server
khi nhan duoc dir liéu.

- Truong hop khong duge xac nhan (confirmed push) server khong dugc thong
bao khi dir li€u push duoc nhan.

Phan 16n cac chic ning dugc cung cdp bai dich vu phién hudng két ndi
(connection — oriented session service) déu duoc xac nhan: client giri cac thong diép
yéu cau (Request primitive) va nhan lai théng diép xac nhan (confirm prtimitive),
server giri cac thong diép phan hoi (Response primitive) va nhan lai thong diép chi

dan (Indication primitive).
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c.1.2. Dich vu phién phi két néi (Connectionless session service).

Chi cung cép cac dich vu khong dugc xac nhan (non — confirmed servicess).
Trong trudng hop ndy cac client ¢6 thé chi sir dung théng diép yéu cau (Request
primitive) va cac server ciing chi c6 thé dung thong diép chi din (Indication
primitive).

DPé bat dau mot phién lam vi¢c mdi, client yéu ciu moét WSP primitive cung
cép mot sd tham s6 nhu dia chi server, dia chi client va céac client header. Cac tham
sO nay c6 thé duoc lién két voi cac tiéu d& HTTP cua client va co thé duoc server
dung dé nhan ra loai tac vu ngudi dung bén trong WAP client (c6 thé 13 phién ban
va loai cua trinh duyét). Didu nay c6 ich khi ta mudn dinh dang lai phan dau ra khac
di, tuy thudc vao loai thiét bi & phia client.

Chang han nhu mot dién thoai c¢6 thé c6 mot man hinh hién thi chira duoc 20
ky tu; nhung thiét bi khéac thi lai chi hién thi duoc 16 ky tu.

WSP vé co ban d6 chinh 1a mot dang nhj phin cia HTTP. WSP cung cap tat
ca cac phuong thirc duoc dinh nghia bei HTTP/1.1 va cho phép dam phan nham dat
dugc su trong thich v6i chuan HTTP/1.1 nay.

c.2. Wireless Transaction Layer — WTP.

Wireless Transaction Protocol cung cép cac dich vu nham thuc hién céc giao
tac tin cdy va khong tin cdy, n6 lam viéc trén ting WDP hay ting an ninh WTLS.
Ciing nhu tit ca cac tang khac trong WAP, WTP duoc toi wu cho phu hop véi bang
thong nho cua giao tiép trén song vo tuyén, cb ging giam sb luong cac giao tac thuc
hién lai gitra client va server.

Cu thé, c¢6 ba 16p khac nhau cua cac dich vu giao tac cung cap cho céc ting
bén trén la:

- Céc yéu cau khong tin cay — Unreliable requests

- Céc yéu cau c6 thé tin cay — Reliable requests

- Céc yéu cau tin cay véi mot thong diép két qua.

c.2.1. Yéu cau khéng tin cdy - Unreliable requests.
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Trinh khoi dau (Inititor) ( trong trudng hop nay 1a mot server chira ndi dung —
content server) giri yéu cau dén trinh dap tmg (Responder) (tac nhan ngudi ding) va
khong c6 mot thong diép xac nhan nao duoc gui tra vé. Giao tac nay khong co trang

thai va két thuc ngay thong diép yéu cau duogc gui di.

Bit dbu
e \ Initiator Responder
;_:'o";": / "‘w.,,

Hinh 1.12. Yéu cau khéng tin cdy
¢.2.2. Yéu cau cé thé tin cdy - Reliable requests.

Trinh khoi dau giri mot yéu cau dén cho trinh dap ung, trinh nay sé& tra 16 lai
khi nhan dwgc yéu cau. Trinh dap tmg luu trir thong tin trang thai cua giao tac trong
mot thoi gian dé n6 c6 thé gui lai théng diép xac nhan (acknowledgement message)
néu nhu server c6 yéu cau lai 1an nita. Giao tac két thuc tai trinh khoi dau khi trinh

nay nhan dugc thong di€p xac nhan:

“*_—\
\\8

T

Hinh 1.13. Yéu cau tin cdy
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¢.2.3. Yéu cdu tin cdy va mot théng diép két qua.

Trinh khoi dau giri yéu cau dén cho trinh dap tng, khi nhan dugc yéu ciu trinh
nay s& giri tra lai mot thong diép két qua. Trinh khdi dau nhédn thong diép nay, duy
tri thong tin trang thai cua giao tic trong mogt thoi gian sau khi xac nhan dugce giri
di, phong truong hop théng béo gii di khong dén duoc dich. Giao tac két thuc tai

trinh dap g khi n6 nhan dugc thong diép xac nhan.

Initiator Responder

B&d‘u/— - %W
giso téc

s “c\ M

Hinh 1.14. Yéu cau tin cdy véi thong diép két qua

c.3. Wireless Transprot Layer Security — WTL

WTLS dugc cung cip bdi WAP Forum, dy 1a mot giai phap cho van dé bao
mat trén WAP. WTLS 13 mét tang 16p chon hoat dong trén ting van chuyén (WDP)
va dugc xay dung dua trén hai giao thuc Internet d6 1a TLS (Transport Layer
Security) v1.0, ting nay ciing dua trén mot tang khac d6 1a SSL (Secure Sockets
Layer) v3.0.

WTLS ciing ¢6 cac dic diém co ban nhu tit ca cac tang trudc day trong ngin
xép WAP: né 1a diéu chinh cta mot giao thirc Internet cho phu hop véi diéu kién do
tré cao, biang thong thap, cuing voi bd nhé va kha niang xu 1y gidi han cia cac thiét
bi WAP. WTLS ciing cb ging giam bot chi phi lién quan dén viéc thiét 1ap mot két
ndi an toan gitra hai mg dung. WTLS cung cép cing mot mirc do bao mat nhu &

SSL 3.0 nhung giam di khoang thoi gian giao tac. Cac dich vu ma né cung cap la:
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- Tinh bao mat (Privacy) bao dam dir li¢u guri di gilia server va client khong
thé duoc truy cap tir bat ky nguoi ndo khac. Khong ai c¢6 thé giai ma thong diép cho
ho c6 thé nhin thiy céc thong diép ndy ¢ dang di dugc ma hoa.

- DPinh danh server dam bao mot server that su.

- Dinh danh client gitp server goc gi6i han kha nang truy cap dén nhiing noi
dung ma né cung cap. Xac dinh chi mot sé client ndo d6 méi c6 thé truy cép vao
nhing trang nao doé cho phép ma thoi.

- Bdo toan dir li¢u s€ dam bdo ndi dung dir liéu trén duong truyén gitra server
va client s€ khong bi chinh stra ma khong dugc thong béo.

Hinh duéi diy mo ta cach WAP gateway diéu khién cac phién 1am viéc an
toan. Mot phién SSL chuin dugc mo ra giira web server va WAP gateway va mot
phién WTLS dugc khéi tao gilra gateway va thiét bi di dong. N6i dung ma hod duoc
giri di théng qua ndi két ndy tir server dén gateway, gateway bién dich va giri n6 dén

cho dién thoai di dong.

Hinh 1.15. M6 hinh lam viéc ciia Wap gateway

Sau d6 WTLS giao quyén lai cho giao thitc SSL lam viéc trén Internet. Viéc
chuyén do6i giita SSL va WTLS thuc hién bén trong bd nhd cia WAP gateway .
Piéu quan trong 1a cac thong tin khong duge ma hoa s& khong duoc luu trit bén
trong gateway, vi nhu thé s& 1am mét tac dung tat ca cac phuong phap bao mat duoc

ding dé bao vé dir liéu luu trir voi nhitng nguoi khong duoc dinh danh.
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Mic du cac WAP gateway dugc cung cap nhiéu chiic ning dé bao dam & cip
an toan cao nhat, thé nhung van cén nhiéu van dé lién quan dén giai phap an toan
cho WAP.

WTLS la mdt tang tuy chon trong ngin xép WAP. Diéu nay c6 nghia 1a co ché
bao mat trong WAP chi ¢ gia tri khi duoc yéu cau va khong duoc xdy dung nhu 1a
mot chirc ning trong kién trac WAP. Do d6, thong tin luu chuyén dén va di qua
WAP gateway thuong khong duoc ma ho, trir phi chung ta dung cac két nbi SSL

dé giao tiép gilra cac server goc va gateway.

c.4. Wireless Datagram Protocol - WDP

WDP 14 16p dudi cung trong ngin xép WAP va 1a mot trong nhitng phan tr
lam cho WAP tr¢ thanh mot giao thue cuc ky di dong, co thé thuc thi trén nhiéu loai
mang di dong khac nhau. WDP che ché cic ting bén trén nhd vao cac dich vu nén

ma mang cung cap. Cac dich vu nén bao gdm: SMS, CSD, DECT va CDMA.

1.4.2. Kién tric co ban cia mang WPAN khong day

Ké tir khi Bluetooth duoc trién khai, d3 c6 rat nhiéu 101 ban luin vé céc mang
ving c& nhan khong day. Hau hét cac mbi quan tim ddi véi mang PAN déu lién
quan dén viéc sir dung no trong cac dién thoai di déng thong minh, ching han nhu
dé ddng bod hoa v6i phan mém may tinh hodc dé sir dung cac tai nghe khong day.
N6 ciing bat dau dugce sir dung cho céc thiét bi nhu céc tai nghe c6 gan micro khong
day, voi viéc truyén am thanh s6 cung cdp am thanh rd nét. Viéc trién khai cong
nghé Bluetooth hién nay c6 xu huéng st dung né nhu mét sy thay thé cap ngoai vi
cho mot sd luong han ché cac thiét bi hon 1a mot cong cu nham cho phép mot sb
luong 16n cac thiét bi trong nha hodc vin phong co thé giao tiép truc tiép.

Nhitng vién canh dai han thi 16n hon nhiéu. Nhiéu thiét bi gia dinh c6 thé
hudng loi tir két ndi khong day. Chung ta ndi dén cac ban diéu khién tro choi von co

thé tro chuyén vo tuyén vai cac router, cac hop truyén tin hi¢u s6 von c6 thé truyén
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tin hiéu TV s6 t6i may tinh hodc téi nhiéu man hinh trong nha, cac may cha duong
truyén von ¢ thé phat quang ba vo tuyén am nhac t6i cac bd tai nghe tuy ¥ nam
trong pham vi truyén, cidc may anh von c6 thé giao tiép truc tiép voi cac may in va
cac dau in, cac dau choi MP3 cam tay von c6 thé giri tép am nhac téi hé thong am
thanh tai nha. Day la cic loai img dung lién thong ma nhitng nguoi tiéu dung hang
dién tir “mo”. Nhung Bluetooth khong dui nhanh cho cac tmg dung video va chic
chén 1a khong bao gio. Bluetooth hién nay chi c¢6 kha ning truyén voi toc d6 1 dén 2
Mbits/s trong mot pham vi khoang 10m véi mot cong sudt & dau ra khoang 100mW.
Nhu vay 14 qua tot cho am thanh va cho may in, cac thiét bj nhap nhu TV s doi hoi
mot toc do toi thiéu 7Mbits/s. Néu mudn truyén tin hiéu TV d6 phan giai cao, phai
can mot hé thong c6 kha nang xir Iy 20 — 24 Mbits/s. Cong nghé xuat sic hién nay
cho cac mang vung c4 nhan 1a UWB, con dugc biét dén voi cai tén 802.15.3a ( mot
chuén IEEE khac). Py duoc coi 1a cong nghé PAN ma tit ca cac cong nghé PAN
khac phai chiu khuat phuc. Ly do ching duoc quan tim dén vdy 1a vi UWB c6 rat
nhiéu tiém ning. UWB truyén nhiing doan dir liéu cuc ngin, it hon mot nand gidy
qua mot dai phd rong.

Trong nhitng khoang cach rit ngin, cong nghé UWB c¢6 kha ning truyén dix
lidu v6i van toc 1én toi 1Gbits/s voi mot ngudn cong sudt thip (khoang 1mW). Véi
dai phd rong ciia n6, UWB it ¢ kha ning bi anh huéng boi suy ludn méo hon céac
cdng nghé khong day va boi vi cong suét truyén thap nhu vy, nd giy ra rat it nhidu
trong cac thiét bi khac. Pham vi duy tinh ctia n6 chi khoang 10m va vi cac van dé vé
chuan ciia n6, nguoi ta dy tinh rang cong nghé UWB s& c¢6 mot vi tri trong ca phién
ban khong day ciia USB va trong su lap lai tiép theo ciia cong nghé khong day. Dy
bao cua Intel (06/ 2006) va nhitng ngudi ung ho UWB khac 1a UWB s& hoat dong
nhu mot loai 16p van chuyén da niang cho cac ing dung khong day pham vi ngan.
Trong du bao nay, mot phién ban tuong lai cua Bluetooth sit dung UWB nhu mét
16p kiém soat truy nhap dudng truyén va van chuyén cua nd, cling gidng nhu sir
dung USB khong day. Cac giao thiic cap cao hon dam trach viéc trién khai cu thé

ung dung. UWB dugc xem la mét thanh phﬁn ¢t 151 cua thé gidi duogc két ndi
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khong day, duoc diéu khién boi cac chuin md von cho phép tit ca cac thiét bi giao
tiép v6i nhau. O pham vi ngin céng nghé UWB c6 thé duogc sir dung trong WPAN
v&i1 nhitng vai tro:

- Thay cap IEEE1394 ndi giira thiét bi dién tr da phuong tién dan dung nhu
may quay phim, may chup hinh s, thiét bj phat MP3.

- Thiét 1ap tuyén bus chung khong day tdc do cao nbi giita PC véi thiét bi
ngoai vi, gdm may in, may quét va thiét bi luu trit gin ngoai.

- Thay cap va Bluetooth trong céc thiét bi thé hé méi, nhu dién thoai di dong
3G, két ndi IP/ UPnP cho thé hé thiét bj di dong/ dién tir dan dung/ may tinh dung
IP.

- Tao két ndi khong day tdc do cao cho thiét bi dién tir dan dung, may tinh va

dién thoai di dong.

1.4.3. Kién tric co ban cia mang WMAN khong day

WMAN hay con goi 1a WiIMAX. WiMAX 1a tir viét tit cia Worldwide
Interoperability for Microwave Access c6 nghia 1 kha niang tuong tac toan cau voi
truy nhap vi ba. Cong nghé WiMAX hay con goi 1a chuan 802.16 1a cong nghé
khong day bang thong rong dang phat trién rat nhanh véi kha ning trién khai trén
pham vi rong va dugc goi 1a c¢6 tiém ning to 16n dé tré thanh giai phap « dim cudi”
ly twong nhdm mang lai kha ning két ndi Internet toc do cao tdi cac gia dinh va
cong so.

Trong khi cong nghé quen thuéc Wi- Fi(802.11 a, b, g) mang lai kha ning két
ndi t6i cac khu vuc nhd nhu trong vin phong hay cic diém truy cdp cong cong
hotspot, cong ngh¢ WIMAX c¢6 kha nang phu song rong hon, bao phu ca mdt khu
vuc thanh thi hay mot khu vuc néng thon nhat dinh. Céng nghé nay cé thé cung cap
v6i toc d6 truyén dir liéu dén 75 Mbps tai mdi tram phat song véi tam pha song tir 2
dén 10km. V&i bang thong nhu vay, cong nghé nay c6 du kha niang dé hd tro cling

lic (thong qua mot tram phat song don 18) kha ning két ndi cua hon 60 doanh

S6 héa béi Trung tam Hoc liéu — Dai hoc Thdi Nguyén http://www.lrc-tnu.edu.vn



- 40 -

nghiép voi toc d6 két ndi ciia duong T1/E1 va hang trim gia dinh véi téc do két ndi

DSL.

1.4.3.1. Pic diém noi bat ciia WiMAX di dong

WiMAX di dong ciing c¢6 nhitng dic diém gidng EV- DO hodc HSXPA nham
ting tbc do truyén thong (data rate). Nhimng dic diém d6 bao gdbm: Mi hoa va diéu
ché thich nghi (Adaptive Modulation and Coding - AMC), k§ thut stra 151 bang do
— lip (Hybrid Automatic Repeat Request — HARQ), phidn bd nhanh (Fast
Scheduling) va chuyén giao mang (handover) nhanh va hiéu qua.

Khong gidng nhu cong nghé 3G dua trén CDMA dugc xdy dung nhdm vao
dich vu thoai, WiMAX duoc thiét ké dé dap ung dich vu truyén dit liéu dung luong
16n (trong d6 ¢6 ca dich vu thoai VoIP), WiIMAX duoc sir dung k¥ thuat trai phd
SOFDMA va ha ting mang xay dung trén nén IP.

WIMAX cung cip kha ning két ndi Internet khéng day nhanh hon so voi
WiFi, téc d6 uplink va downlink cao hon, sir dung dugc nhiéu tmg dung hon va
quan trong la vung phu song rong hon va khong bi anh hudng bdi dia hinh.
WIMAX c6 thé thay d6i mot cach tu dong phuong thic diéu ché dé c6 thé ting
ving phi bang cach giam toc do truyén va nguoc lai. Dé ting ving phu, chuin
WIMAX hodc str dung mang Mesh hoac sir dung antenna théng minh hoac MIMO.
Du liéu truyén trong mang WiMAX duoc phén chia thanh 5 16p dich vu v6i nhing
vu tién khac nhau nhdm cung tmg QoS. ngoai ra bao mat ciing 1a mot dic diém vuot
troi cia WIMAX véi WIFL

1.4.3.2. M6 hinh &rng dung WiMAX.

Tiéu chuan IEEE 802.16 d¢ xuat 2 mé hinh ng dung.

- Mo hinh tng dung ¢ dinh.

- MO0 hinh tng dung di dong.

a. Mo hinh irng dung cé dinh (Fixed WiMAX)
Mo hinh ¢6 dinh st dung cac thiét bi theo tiéu chuan IEEE.802.16 — 2004.

Ti€u chuan nay goi 1a “khong day c6 dinh” vi thiét bi thong tin lam viéc véi céac
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anten dit cd dinh tai nha cac thué bao. Anten dit trén noc nha hodc trén cot thap
tuong tu nhu chdo thong tin v¢ tinh.

WHAC S £S5 00
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Hinh 1.16. M6 hinh vng dung Wimax

Tiéu chuin IEEE 802.16 — 2004 ciing cho phép dit anten trong nha nhung tat
nhién tin hiéu thu khong khoe bing anten ngoai troi. Bing tan cong tac (theo quy
dinh va phan bd cta qudc gia ) trong bing 2,5 GHz hoidc 3,5 GHz. D6 rong bang
tang 1a 3,5 MHz. Trong mang c6 dinh, WiMAX thuc hién cach tiép noi khong day
dén cic modem cap, dén cac doi day thué bao cua mach xDSL hodc mang Tx/Ex
(truyén phat/chuyén mach) va mach OC — x (truyén tai qua séng mach). WiMAX cb
dinh c6 thé chuyén phuc vu cho céc loai nguoi dung (user) nhu: cac xi nghiép, cac
khu dan cu nho 1é, mang cap truy nhap WLAN cong cong ndi téi mang do thi, cac
tram géc BS cua mang thong tin di dong va cdc mach diéu khién tram BS. V& cach
phan bé theo dia 1y, cic user c6 thé phén tan tai cac dia phuong nhu nong thon va
cac ving siu ving xa kho dua mang cap hiru tuyén dén do.

So do két cau mang WiMAX dugc dua ra trén Hinh 1.18. Trong mé hinh nay
bd phan v tuyén gdom cac tram géc WiMAX BS ( 1am viéc v6i anten dat trén thap
cao) va cac tram phu SS (SubStation). Cac tram WiMAX BS néi véi mang d6 thi
MAN hodc mang PSTN.
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b. Mé hinh irng dung WiMAX di dong.

M6 hinh WIMAX di dong sir dung cac thiét bi phu hop véi tiéu chuin IEEE
802.16e. Tiéu chuan 802.16e bd sung cho tiéu chuin 802.16 -2004 hudng t6i cac
user ca nhan di dong, 1am viéc trong bang tan thap hon 6GHz. Mang ludi nay phéi
hop cting MLAN, mang di dong cellular 3G c6 thé tao thanh mang di dong c6 ving
phu séng rong. Hy vong cac nha cung cip vién thong digital truy nhap khong day
c6 pham vi phu séng rong thoa méin duoc cac nhu cau da dang cua thué bao. Tiéu

chuén IEEE 802.16¢ dugc thong qua trong nim 2005.
1.4.4. Mang khong day WRAN

Mang vo tuyén khu vuc. Nhém nay dai dién 1a cong ngh¢ 802.22 dang duogc
nghién ctru va phat trién boi IEEE. Vung pha c¢6 n6 s& 1én tim 40- 100km. Muc
dich 1a mang cong nghé truyén thong dén cac ving xa x6i héo 1anh, kho trién khai
cac cong nghé khac. N6 sé sir dung bing tin ma TV analog khong dung dé dat duoc

vung phu rong.

1.5. Tong két

No6i dung chuong ndy di trinh bay cac kién thtc téng quan vé coéng nghé
mang Internet va dic biét 1a gi6i thiéu vé cong nghé mang Internet khong déy, kién
tric co ban ciia: mang LAN khong day (chudn 802.11), cia mang WAN khong day
va cua Internet khong day (chuan WAP va cac chuan méi). Tinh dén nay, sau hon
10 nam ké tir khi ra doi, viéc ap dung cong nghé mang Internet khong day rong rai
trong nhiéu linh vuc da ching té dugc tinh wu viét va hidu qua ciia nd so véi cong
nghé mang Internet c¢6 day truyén thong.

Ciing gibng nhu moi céng nghé mang Internet khac, van dé an ninh trong
mang Internet khong day ciing dugc dat ra va dac biét trong hoan canh dugc st
dung rong rai nhu hién nay thi van dé an ninh cho mang Internet khong day tré nén

la mot van dé néng hoi, cap thiét trong linh vuc dién toan va cong nghé mang. Do
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d6, nodi dung chuong tiép theo s& di gidi thiéu, nghién ctru cac ki thuat tin cong
mang Internet khong day dé tir 46 dua ra nhitng giai phap an ninh cho mang Internet
khong day, nghién ctru chi tiét phuong phap bao mat va dam bao toan ven dir liéu

bén trong cac giai phap do.
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CHUONG 2. TONG QUAN VE AN NINH MANG
INTERNET KHONG DAY

2.1. Mot s6 ky thuét tin cong Internet khong day.

Mang may tinh Internet khong day cling mang nhiing dac trung co ban ctua
mot mang may tinh Internet vi thé viéc tin cong va cac bién phap ddi phé ciing dwa
theo cac nguyén 1y trinh bay & cac chuong trude. Ngoai ra tir nhimg dic thu riéng
ctia mang Internet khong day vé khong gian truyén song nén né chiu nhing kiéu tin
cong khac va co nhitng bién phap d6i pho khac. Co nhiéu cach phan loai an ninh

mang Internet, chuong nay s& phan tich dwa vao phan loai theo tinh chét tan cong.
2.1.1. T4n cong bi dong — Passive attacks

2.1.1.1. Dinh nghia

T4n cong bi dong 1a kiéu tin cong khong tic dong truc tiép vao thiét bi nao
trén mang, khong lam cho cac thiét bi trén mang biét duoc hoat dong cua no, vi thé
kiéu tAn cong nay nguy hiém & chd no rit khé phat hién. Vi du nhu viée 13y trom
thong tin trong khong gian truyén séng cua cac thiét bi s& rat kho bi phat hién du
thiét bi ldy trom d6 ndm trong ving phu séng ciia mang chir chua noi dén viéc né
duoc dat ¢ khoang cach xa va stir dung anten dugc dinh hudng téi1 noi phat séng, khi
d6 cho phép ké tin cong giit duoc khoang cach thuén lgi ma khong dé bi phat hién.

Cac phuong thirc thudng dung trong tan cong bi dong: nghe trom (Sniffing,
Eavesdropping), phan tich ludng thong tin (Traffic analyst).
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Passive Attacks

VAN

Eavesdropping Traffic Analysis

Hinh 2.1. Cdc phuong thirc ding trong tdn céng bi dong

2.1.1.2. Kiéu tin cong bi dong cu thé - Phwong thirc bit géi tin (Sniffing)

a. Nguyén ly thuc hién

Bit goi tin — Sniffing 1a khéai niém cu thé cua khai niém tong quat “Nghe
trom — Eavesdropping” st dung trong mang may tinh. Co6 1€ 1a phuong phap don
gian nhét, tuy nhién né van c6 hiéu qua ddi véi viéc tin cong WLAN. Bit goi tin co
thé hiéu nhu 1a mdt phuong thirc 14y trom thong tin khi dit mot thiét bi thu nim
trong hodc ndm gin ving phu séng. Tan cong kiéu bét gbi tin s& khé bi phat hién ra
s ¢ mit cua thiét bi bat gbi du thiét bi d6 ndm trong hodc ndm gan ving phu séng
néu thiét bi khong thuc su két ndi téi AP dé thu cac goi tin.

Viéc bat g01 tin & mang c6 day thuong duoc thuc hi¢n dua trén cac thiét bi
phan cimg mang, vi du nhu viéc sir dung phin mém bét goi tin trén phan diéu khién
thong tin ra vao ciia mot card mang trén may tinh, c6 nghia 1a ciing phai biét loai
thiét bi phan cing sir dung, phai tim cach cai dat phan mém bat goi 1én do, vv.. tiac
1a khong don gian. Pdi v6i mang khong day, nguyén 1y trén van dung nhung khong
nhat thiét phai st dung vi ¢ nhiéu cach lay thong tin don gian, dé dang hon nhiéu.
Boi vi d6i véi mang khong day, thong tin dugc phét trén moi trudng truyén song va
ai ciing c6 thé thu duoc.

Nhitng chuong trinh bat goi tin c6 kha niang ldy cac thong tin quan trong, mat
khau, .. tir cac qua trinh trao doi thong tin trén may ban véi cac site HTTP, email,

cac instant messenger, cac phién FTP, cac phién telnet néu nhiing thong tin trao doi
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d6 dudi dang vin ban khong ma hoa (clear text). Co nhitng chuong trinh c6 thé lay
dugc mat khau trén mang khong diy cta qua trinh trao ddi giita Client va Server khi
dang thuc hién qué trinh nhap mat khau dé ding nhap. Ciing tir viéc bat gbi tin, c6
thé nam dugc thong tin, phan tich dugc luu luong cua mang (Traffic analysis), phd
ning luong trong khong gian cia cac ving. Tir d6 ma ké tin cong co thé biét chd
nao séng truyén tdt, chd nao kém, chd nao tap trung nhidu may.

Nhu bit goi tin ngoai viée truc tiép giup cho qua trinh pha hoai, né con gian
tiép 1a tién dé cho cac phuong thirc pha hoai khac. Bit goi tin 1a co so cua Cac
phuong thirc tin cong nhu an trom thong tin, thu thap thong tin phian bd mang

(wardriving), do ma, bé ma (Key crack), vv ..
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Hinh 2.2. Phan mém bdt géi tin Ethereal
Wardriving: 1a mot thuat ngit dé chi thu thap théng tin vé tinh hinh phin b
cac thiét bi, ving phu séng, cdu hinh ctia mang khong day. Véi y tudng ban dau
ding mot thiét bi do song, bat goi tin, ké tAn cong ngdi trén xe 6 to va di khap cac
noi dé thu thap thong tin, chinh vi thé ma c6 tén 1a wardriving. Ngay nay nhiing ké
tan cong con co thé sir dung céc thiét bi hién dai nhu bo thu phat v¢ tinh GPS dé xay

dung thanh mét ban dd thong tin trén mot pham vi 16n.
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Hinh 2.3. Phan mém thu thip théng tin hé thong mang khéng ddy NetStumbler

b. Bi¢n phap dbi pho
Vi “bét gbi tin” 1a phuong thirc tAn cong kiéu bi dong nén rat kho phat hién va
do dic diém truyén song trong khong gian nén khong thé phong ngira viéc nghe
trom cua ké tdn coéng. Giai phap dé ra & ddy 13 niang cao kha ning ma hoa thong tin
sao cho ké tAn cong khong thé giai mi duoc, khi d6 thong tin ldy dugc s& thanh vo

gi4 tri d6i v6i ké tin cong.
2.1.2. TAn cong chi dong — Active attacks

2.1.2.1. Pinh nghia

Tén cong chu dong la tan cong truc tiép vao mot hodc nhiéu thiét bi trén mang
vi du nhu vao AP, STA. Nhiing ké tdn coéng c6 thé st dung phuong phap tan cong
cha dong dé thuc hién cac chtc ning trén mang. Cudc tdn cong chu dong co thé
dugc dung dé tim cach truy nhap téi mot server dé tham do, dé 14y nhimg dir liéu
quan trong, tham chi thuc hién thay d6i cdu hinh co s ha tang mang. Kiéu tdn cong
nay dé phat hién nhung kha nang phé hoai cua né rat nhanh va nhiéu, khi phat hi¢n
ra chiing ta chua kip c6 phuong phap ddi phé thi né da thuc hién xong qua trinh pha
hoai.

So v6i kiéu tin cong bi dong thi tin cong chu dong co nhiéu phuong thic da

dang hon, vi dy nhu: Tan cong tir chdi dich vu (DOS), Stra d6i thong tin (Message
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Modification), Pong gia, mao danh, che diu (Masquerade), Lip lai thong tin

(Replay), Bomb, spam mail, v v...

Message Modification Denied of service

N S

Active Attacks

/N

Masquerade Replay

Hinh 2.4. Tin céng chii dong
2.1.2.2. Cac kiéu tin cong chii dong cu thé
a. Mao danh, truy cap trai phép

a.l. Nguyén ly thuc hién

Viéc mao danh, truy cdp trai phép 1a hanh dong tin cong cua ké tin cong ddi
v6i bit ky mot loai hinh mang mdy tinh ndo, va dbi voi mang Internet khéng day
cling nhu viy. Mot trong nhitng cach phd bién 12 mdt may tinh tdn cong bén ngoai
gid mao 1a may bén trong mang, xin két ndi vao mang dé roi truy cap trai phép
ngudn tai nguyén trén mang. Viéc gia mao nay dugc thuc hién bang cach gia mao
dia chi MAC, dia chi IP cua thiét bi mang trén may tan cong thanh cac gia tri cua
may dang sir dung trong mang, lam cho hé thdng hiéu nhadm va cho phép thuc hién
két nbi. Vi du viéc thay doi gia tri MAC cuia card mang khong day trén may tinh st
dung hé diéu hanh Windows hay UNIX déu hét stiic dé dang, chi can qua mot s6
thao tac co ban cia ngudi sir dung. Cac thong tin vé dia chi MAC, dia chi IP can gia

mao ¢ thé lay tir viéc bat trom goi tin trén mang.
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a.2. Bi¢n phdp déi phé
Vi¢c gitr gin bao mat may tinh minh dang st dung, khong cho ai vao dung trai
phép 1a mot nguyén 1y rat don gian nhung lai khong thira dé ngan chian viéc mao
danh ndy. Viéc mao danh c6 thé xiy ra con do qua trinh chtng thuc giita cac bén

con chua chat ché, vi vay can phai nang cao kha nang nay giira cac bén.
b. Tan cong tir choi dich vu - DOS

b.1. Nguyén Iy thwc hién

V&1 mang may tinh khong day va mang c6 day thi khong cé khac biét co ban
vé cac kiéu tin cong DOS ( Denied of Service ) & cac ting timg dung va van chuyén
nhung gitta cac téng mang, lién két dir lidu va vat 1y lai ¢6 sy khac bi¢t 16n. Chinh
diéu nay lam ting do nguy hiém cua kiéu tin cong DOS trong mang may tinh khong
day. Trudc khi thuc hién tin cong DOS, ké tin cong co thé st dung chuong trinh
phan tich lvu lugng mang dé biét dugc chd nao dang tip trung nhiéu luu luong, sb
lwong xir Iy nhiéu, va ké tin cong s& tip trung tdn cong DOS vao nhitng vi tri d6 dé
nhanh dat dugc hi¢u qua hon.

- Téin céng DOS tang vit Iy

T4n cong DOS tang vat Iy & mang c6 day mudn thyuc hién duogc thi yéu cau ké
tin cong phai & gan cac may tinh trong mang. Diéu ndy lai khéng dung trong mang
khong ddy. Vi mang nay, bat ky moi trudng ndo cling dé bi tin céng va ké tin
cong co thé xAm nhip vao ting vat 1y tir mot khoang cach rat xa, c6 thé 1a tir bén
ngoai thay vi phai diing bén trong toa nha. Trong mang mdy tinh c6 day khi bi tan
cong thi thuong dé lai cac dau hiéu dé nhan biét nhu 1a cap bi hong, dich chuyén
cap, hinh anh dugc ghi lai tir camera, thi voi mang khong day lai khong dé lai bat ky
mot ddu hiéu nao. 802.11 PHY dua ra mot pham vi giéi han cac tan sd trong giao
tiép. Mot ké tan cong co thé tao ra mot thiét bi 1am bdo hoa dai tan 802.11 véi
nhidu. Nhu vay, néu thiét bi d6 tao ra du nhidu tan sd vo tuyén thi s& lam giam tin
hiéu / ty 1 nhiéu t&i mirc khong phéan biét dugc dan dén cac STA nam trong dai tan

nhiéu s& bi ngimg hoat dong. Cac thiét bi s& khong thé phan biét duoc tin hiéu mang
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mot cach chinh x4c tir tit ca cic nhifu xdy ra ngu nhién dang dugc tao ra va do do
s& khong thé giao tiép dugc. Tan cong theo kiéu nay khong phai 1a su de doa
nghiém trong, n6 kho cé thé thyuc hién phd bién do van dé gia ca cua thiét bi, né qua
dat trong khi ké tAn cong chi tam thdi vo hiéu hoa duge mang.

- Tén céng DOS tang lién két div lidu

Do ¢ tang lién két dir liéu ké tin cong ciing ¢ thé truy cip bat ki dau nén lai
mot 14n nita tao ra nhiéu co hoi cho kiéu tin cong DOS. Tham chi khi WEP da duoc
bat, ké tan cong co thé thuc hién mot sd cudc tn cong DOS béng cach truy cap toi
thong tin 16p lién két. Khi khong c6 WEP, ké tan cong truy cip toan bo tdi cac lién
két gitta cac STA va AP dé chdm dut truy cip t6i mang. Néu mot AP st dung
khong ding anten dinh hudng ké tan cong c6 nhiu kha nang tir chdi truy cip tir cac
client lién két t6i AP. Anten dinh hudng d6i khi con duoc dung dé phu séng nhiéu
khu vuc hon voi mot AP bang cach ding cac anten. Néu anten dinh huéng khong
phu séng véi khoang cach cac ving 13 nhu nhau, ké tan cong c6 thé tir chdi dich vu
t61 cac tram lién két bang cach loi dung su sip dit khong ding nay, diéu d6 co thé

dugc minh hoa & hinh dudi day:

Client A Clent B

An;lm; A

P
Hinh 2.5. M6 ta qud trinh tan céng DOS tang lién két dir liéu

Gia thiét anten dinh huéng A va B duoc gan vao AP va chung duoc sip dat dé

phu song ca hai bén buc twong mdt cach doc lap. Client A & bén trai blrc tuwong, vi

vay AP s€ chon anten A cho viéc gri va nhan cac khung. Client B ¢ bén trai birc

tuong, vi vay chon viéc gui va nhan cac khung véi anten B. Client B ¢c6 thé loai

client A ra khoi mang bang cach thay do6i dia chi MAC cua Client B gidng hét véi
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Client A. Khi d6 Client B phai chac chan rang tin hiéu phét ra tir anten B manh hon
tin hi€éu ma Client A nhan duoc tir anten A béng viéc dung mot bo khuéch dai hodc
céc ki thuat khuéch dai khac nhau. Nhu vay AP s€ gui va nhan cac khung tng véi
dia chi MAC ¢ anten B. Cac khung cua Client A s€ bi tur chdi chirng nao ma Client
B tiép tuc giri luu luong t6i AP.

- Téin céng DOS ting mang

Néu mot mang cho phép bat ki mot client nao két ndi, n6 dé bi tin cong DOS
ting mang. Mang may tinh khong day chuan 802.11 13 méi trudng chia sé tai
nguyén. Mot ngudi bat hop phap c6 thé xAm nhdp vao mang, tir chdi truy cép t6i
cac thiét bi dugc lién két véi AP. Vi du nhu ké tin cong c6 thé xam nhap vao mang
802.11b va giri di hang loat cac goi tin ICMP qua cong gateway. Trong khi cong
gateway co thé van thong sudt luu lvong mang, thi dai tn chung cta 802.11b lai d&
dang bi bio hoa. Cac Client khac lién két voi AP nay s& giri cac goi tin rat kho

khan.

b.2. Bi¢n phdp déi phé
Bién phép mang tinh “cuc doan” hi€u qua nhét 1a chin va loc bo di tit ca cac
ban tin ma DOS hay st dung, nhu vy c6 thé s& chin bo ludn ca nhitng ban tin hiru
ich. Dé giai quyét tot hon, can c6 nhirng thut toan thong minh nhan dang tin cong
— attack detection, dya vao nhimg dic diém nhu giri ban tin lién tuc, ban tin giéng
hét nhau, ban tin khong c6 y nghia, vv.. Thuat todn ndy s€ phan biét ban tin c6 ich

véi cac cudce tan cong, d€ cd bién phép loc bo.

c. Tan cong cudng doat diéu khién va sira doi thong tin — Hijacking and

Modification

C.1. Nguyén ly thuc hién
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C6 rat nhiéu ky thuét tn cong cudng doat didu khién. Khac vé6i cac kiéu tin
cong khac, hé thong mang rat kho phan biét dau 1a ké tin cong cudng doat diéu
khién, dau 12 mot nguoi stir dung hop phap.

Dinh nghia: C6 nhiéu cic phan mém dé thyc hién Hijack. Khi mdt goi tin
TCP/IP di qua Switch, Router hay AP, cac thiét bi nay s& xem phan dia chi dich dén
ctia goi tin, néu dia chi nay nam trong mang ma thiét bi quan 1y thi goi tin s& chuyén
tryc tiép dén dia chi dich, con néu dia chi khong nam trong mang ma thiét bi quan
ly thi goi tin s& duoc dua ra cong ngoai (default gateway) dé tiép tuc chuyén dén
thiét bi khac.Néu ké tin cong c6 thé stra ddi gia tri default gateway cua thiét bi
mang tré vao may tinh ctia hin, nhu vay c6 nghia 1a cac két ndi ra bén ngoai déu di
vao may cua han. Va duong nhién 13 ké tin cong co thé 1y duoc toan bo thong tin
d6 lwa chon ra cac ban tin yéu cau, cip phép ching thuc dé giai mi, bé khoa mat
mi. O mot mae do tinh vi hon, ké tn cong chi lya chon dé mot sb ban tin can thiét
dinh tuyén dén no, sau khi 1y duoc ndi dung ban tin, ké tin cong co thé sira doi lai
ndi dung theo muc dich riéng sau d6 lai tiép tuc chuyén tiép (forward) ban tin dén
dung dia chi dich. Nhu vy ban tin di bi chin, 13y, stra d6i trong qua trinh truyén
ma & phia giri 1An phia nhan khong phat hién ra. Pay ciing gidng nguyén Iy cua kiéu

tan cong thu hit (man in the back), tn cong sir dung AP gia mao (rogue AP).

=

DENIAL OF SERVICE
Rogue AP Attached

AP AP

\ =

Hinh 2.6. M6 ta qud trinh tdn céng mang bang AP gid mao
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AP gid mao - Rogue AP: 1a mot kiéu tin cong bang cach sir dung 1 AP dat
trong ving gan véi ving phu séng ctia mang WLAN. Cac Client khi di chuyén dén
gin Rogue AP, theo nguyén Iy chuyén giao ving phu song giita 6 ma cac AP quan
ly, may Client s& tu dong lién két voi AP gia mao d6 va cung cap cac thong tin cia
mang WLAN cho AP. Viéc st dung AP gid mao, hoat dong & cung tan sd vGi cac
AP khac co thé gay ra nhidu song gidng nhu trong phuong thire tn coéng chén ép,
no ciing gy tac hai giéng tin cong tir chéi dich vu - DOS vi khi bi nhiéu séng, viéc
trao d6i cac goi tin khong thanh cong nhiéu va phai truyén di truyén lai nhiéu lan,

dan dén viéc tac nghén, can kiét tai nguyén mang

C.2. Bi¢n phap d6i pho
T4n cong kiéu Hijack thudng c6 tbe d6 nhanh, pham vi rong vi vay can phai
c6 cac bién phap ngin chin kip thoi. Hijack thudng thuc hién khi ké tin cong da dot
nhap kha “sau” trong hé thong, vi thé cin phai ngin chan tir nhitng dau hiéu ban
dau. Vi kiéu tan cong AP Rogue, bién phap ngin chin gia mao 13 phai c6 su chimg
thuc 2 chiéu gitra Client va AP thay cho viéc chiing thuc mot chiéu tir Client dén
AP.

d. Do mat khau bing tir dién — Dictionary Attack

d.1. Nguyén ly thuc hién

Viéc do mat khiu dwa trén nguyén 1y quét tit ca cac trudng hop c6 thé sinh ra
tir t0 hop cia cac ky ty. Nguyén 1y nay co thé duoc thuc thi cu thé bang nhiing
phuong phap khac nhau nhu quét tir trén xudng dudi, tir dudi 1én trén, tir s6 dén
chit, vv... Viéc quét thé nay ton nhiéu thoi gian ngay ca trén nhitng thé hé may tinh
tién tién boi vi sb truong hop to hop ra 1a cuc ky nhiéu. Thuc té 1a khi dit mot mat
mi (password), nhiéu ngudi thudng ding cac tir ngit ¢6 y nghia, dé don 1¢ hoic
ghép lai v6i nhau, vi du nhu “cuocsong”, “hanhphuc”, “cuocsonghanhphuc”, vv..
Trén co sé d6 mot nguyén 1y méi duoc dua ra 1a s& quét mat khau theo cac trudong

hop theo céac tir ngit trén mot bo tir dién c6 san, néu khong tim ra luc day méi quét
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t6 hop cac truong hop. Bo tir dién nay gom nhiing tir ngit duoc str dung trong cudc
séng, trong xa hoi, vv.. va no luén dugc cap nhat bo xung dé tdng kha nang “thong

minh” cua bd pha ma.

d.2. Bign phdp doi phé
Dé ddi pho vé6i kiéu do mat khau ndy, can xdy dung mot quy trinh dit mat
khau phirc tap hon, da dang hon dé tranh nhing t6 hop tir, va gy kho khin cho viéc
quét to hop céc trudng hop. Vi du quy trinh dit mat khau phai nhu sau:
- Mat khau dai t6i thiéu 10 ky tur
- C6 ca chit thuong va chir hoa
- C6 ca chit, s, va co thé 1a cac ky tu dic biét nhu |,@,4,$
- Trénh trung véi tén dang ky, tén tai khoan, ngay sinh, vv..
- Khéng nén sir dung cac tir ngit ngin don gian c6 trong tir dién
2.1.3. T4n cong kiéu chén ép - Jamming attacks
Ngoai viée sir dung phuong phap tin cong bi dong, chu dong dé 13y thong tin
truy cip t6i mang cua ban, phuong phap tin céng theo kiéu chén ép. Jamming 13
mot k¥ thuat sir dung don gian dé lam mang cta ban ngimg hoat dong. Phuong thirc
jamming pho bién nhét 14 sir dung may phat c6 tan s6 phat giéng tan sé ma mang sir
dung dé ap dao 1am mang bi nhiéu, bi ngimg lam viéc. Tin hiéu RF d6 c6 thé di

chuyén hodc co dinh.

Jamming Attack Example
g [ / / p Jammes

: ' i [ ,’ ! Q.
! ? R W N
y ! R AR \ A\

\ /
Chent and access . Yy J\J

pont signais get ~ High-power RF

cut off

Signal Generator

s °

Hinh 2.7. M6 ta qud trinh tan céng theo kiéu chén ép
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Ciing c6 trudng hop su Jamming xay ra do khong chil y thudng xay ra véi
moi thiét bi ma dung chung dai tin 2,4Ghz. Tan cong bang Jamming khong phai 1a
su de doa nghiém trong, né khoé co thé duoc thuc hién phé bién do van dé gia ca cua

thiét bi, nd qua dét trong khi ké tan cong chi tam thoi vo hiéu hoa dugc mang.

2.1.4. Tan cong theo kiéu thu hut - Man in the middle attacks

T4n cong theo kiéu thu hut - Man in the middle attacks c6 nghia 1a dung mot
kha ning manh hon chen vao giita hoat dong cua cac thiét bi va thu hut, gianh iy
su trao do6i thong tin cia thiét bi vé minh. Thiét bi chén gitra d6 phai co vi tri, kha
nang thu phat tr¢1 hon céc thiét bi sin co cua mang. Mot dac diém ndi bat cua kiéu
tan cong ndy 13 ngudi str dung khong thé phat hién ra duoc cudc tin cong, va luong

thong tin ma thu nhit duoc bang kiéu tin cong nay 1a gidi han.

Man-in-the-middle attack

-
/
-~

An access point and sometimes a
waorkgroup bridge are used to hijack users

Hinh 2.8. M6 ta qua trinh tin cng theo kiéu thu hiit
Phuong thirc thuong sit dung theo kiéu tin cong nay 1a Mao danh AP (AP
rogue), ¢ nghia la chén thém mot AP gia mao vao giita cac két ndi trong mang.
2.1.5. Tan cong vao cic yéu té con ngudi
Pay 1a mot hinh thirc tin cong nguy hiém nhét né c6 thé dan téi nhitng ton
that hét strc kho luong. Ké tan cong c6 thé lién lac voi ngudi quan tri hé thong thay

d6i mot s6 thong tin nham tao diéu kién cho cac phuong thiic tin cong khac.
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Ngoai ra, diém mau chét ctia vn dé an toan, an ninh trén Internet khong day
chinh 13 nguoi str dung. Ho 1a diém yéu nhat trong toan bd hé théng do k¥ ning,
trinh d§ sir dung may tinh, mang internet khong day khong cao. Chinh hg da tao
diéu kién cho nhiing ké pha hoai xam nhap dugc vao hé théng thong qua nhiéu hinh
thirc khac nhau nhu qua email: Ké tan cong giri nhitng chuong trinh, virus va nhiing
tai liéu c6 ndi dung khong hiru ich hodc sir dung nhitng chuong trinh khong ro
ngudn gbc, thiéu do an toan. Thong thuong nhing thong tin ndy duoc che phu boi
nhimg cai tén hét stc 4n twong ma khong ai co thé biét duoc bén trong né chira
dung cai gi. Va diéu tdi té nhat s& xdy ra khi ngudi sir dung mo hay chay no. Luc d6
c6 thé thong tin vé ngudi st dung da bi tiét 16 hodc co cai gi d6 dd hoat dong tiém
an trén hé théng ciia ban va chd ngay kich hoat ma chiing ta khong hé ngd toi.

Véi kiéu tAn cong nhu vy s& khong c6 bat ctir mot thiét bi nao co thé
ngin chin mot cach hitu hiéu chi c6 phuong phap duy nhat 14 gido duc ngudi
str dung mang Internet khong ddy vé nhitng yéu cau bao mat dé ning cao canh
giac. N6i chung yéu t6 con nguoi 1a mot diém yéu trong bat ky mot hé théng
béo vé nao va chi c6 su gido duc cung v4i tinh than hop tac tir phia ngudi st
dung méi céd thé nang cao do an toan cuia hé théng bao vé.

2.1.6. Mt s6 Kkiéu tian cong khac

Ngoai cac hinh thtc tin cong ké trén, cac hacker con sir dung mét sb kiéu tin
cong khac nhu tao ra cac virus dit nim tiém an trén cac file khi ngudi st dung do
vo tinh trao doi théng tin qua mang Internet khong diy ma nguoi sir dung da tu cai
dat n6 1én trén may ctiia minh. Ngoai ra hién nay con rat nhiéu kiéu tin cong khac

ma chung ta con chua biét téi va ching dugc dua ra boi nhimg hacker.
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2.2. Giai phap an ninh cho mang Internet khong day (WAP).

2.2.1. Véan dé bao mit trén WAP.

Bao mat ludn 1a vin dé dugc rat nhidu ngudi quan tim. Ta di vao so sanh van
dé bao mat trong moi truong WAP v6i mot moi trudng kha quen thude dé 1a
Internet.

2.2.1.1. So sanh cac mo hinh bao mat.

a. Bao mat trén Internet.

-

Gt P

Hinh 2.9. M6 hinh bao mat trén Internet

Trong hinh trén, gia sir thiét bi & phia client 1a mdét PC dugc két nbi voi
Internet thong qua mot ISP dung modem va giao thuc PPP (point — to — point
protocol).

Nguoi dung duge ISP dinh danh trude khi cho phép st dung mang do minh
cung cap. Cac giao thirc dinh danh nay thyc hién bang cach sir dung tén va mat
khau ma ngudi ding cung cap.

Khi viéc dinh danh hoan tét, thiét bi & phia client dugc cung cip mot dia chi IP
va dang ky dia chi nay véi ISP. Tiép theo, RAS server s& dong vai trd nhu 13 mot
proxy d6i véi thiét b client, thuc hién giri di cac goi IP nhan dugc tir client va thu

thap cac goi tin guri thang dén server va chuyén tiép chung thong qua ndi két PPP.
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Mang ctia ISP s& két ndi voi mang truc Internet (Internet backbne) théng qua
mot router hodc 12 mot gateway. Pong thoi véi sy c6 mit cua buc tudng lira
(firewall), né s& bao vé mang ctia ISP véi nhitng luu chuyén bén ngoai mang
Internet (buc tudng ltra ¢6 thé nam doc 14ap hodc tinh hop ngay vao trong router).

Khi ra duoc bén ngoai Internet, dir liéu s& di qua nhiéu mang chuyén mach
(circuit — switched) va chuyén géi (packet — switched) luu chuyén tir router ndy qua
router khéac trude khi di dén dich.

Phuong thirc bao mat phd bién nhat duoc dung dé bao vé d6 1a giao thirc TLS
(Transport Layer Security) trudc day la SSL ( Secure Sockets Layer). Pay la mot
giao thirc & tang van chuyén.

Khi client yéu cAu mot phién Iam viéc an toan vdi server, cac tham s6 cua
phién s& duoc trao ddi giita client va server trudc khi phién 1am viéc an toan duogc
thiét lap giira ching. Tt ca cac giao tiép giita client va server déu dugc ma hoa
béng cac thuat toan va khoa dugc trao d6i nhu 1a mét phﬁn cua viée thiét 1ap phién
lam vi¢c. Mac du ké nghe trdm cé thé s& chin duoc cac go1 tin thiét 1ap phién,
nhung v6i su ¢ mit cua khoa du dé dam bao rang phién lam viéc khong bi anh
huéng. Diéu nay dat duoc 1a do cac khoa phién duoc hinh thanh nhd vao su phdi
hop cua cac khoa chung va riéng (public key, private key) lai véi nhau. Nhu vay, dé
c6 duoc khoa cua phién giao dich, ké nghe trom phai s& hiru mot trong s cac khoa
riéng nay.

TLS cung cip céac giao tiép an toan dang end — to — end giita client va server.

Véi hudng giao tiép nay, tat ca dir liéu duoc mi hoa va khong thé duoc giai

ma boi bat ky tram trung gian nao gitra client va server.

b. Bao méat trén WAP.
Ciing giéng nhu Internet bao mat dugc thuc hién ngay trén Téng Van chuyén:
M6 hinh trén mang Internet thyc thi phan 16n cic chtc ning bio mat ctia minh
trong TLS, con WAP thi thyc hién phan 16n trong WTLS (WTLS duya trén nén cua
TLS).
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LT

Hinh 2.10. M6 hinh bao mat trén WAP

Trong md hinh nay, nbi két duoc thiét 14p théng qua dién thoai di dong, nhung
lac nay két ndi dugce quan Iy boi nguoi diéu khién mang chir khong phai tir ISP. Khi
dién thoai thuc hi€n cudc goi, tin hiéu s¢ dugc truyén dén cho nguoi quan ly, nd
thue hién viée tim dudng di thong qua mot trong nhitng modem cua minh va ndi két
v6i RAS server ciing giéng nhu trong mé hinh mang Internet.

RAS server ciling s€ thyc hi¢n viéc dinh dang, nhung mot khi goi tin di qua
RAS server thi moi thir bit ddu khac di. Thay vi tim duong trén Internet dén web
server, dir liéu duoc dinh tuyén dén WAP gateway. Tai day, dir li¢u s€ dugc bién
dich thanh dang nhi phan (néu can), sau d6 dugc chuyén di trong khong khi.
Gateway ciing hoat dong nhu 1a mot proxy d6i voi dién thoai, viéc giao tiép vai web
server dugc thuc hién thong qua cac giao thie HTTP 1.1. Web server khéng quan
tam rang minh dang giao tiép voi mot WAP gateway, nd xem gateway don gian nhu
1a mot thiét bi client khéc.

Web server ¢6 thé nam ngay bén trong mang hay ciing c6 thé thudc mot to
chic bén ngoai khac. WAP gateway s& guri cac goi tin HTTP cuia minh qua buc

tuong ltra dén véi web server thudoc mang can dén.
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Néu nhu WAP gateway hoat dong nhu 13 mot proxy ddi véi dién thoai di dong
va str dung cac giao thirc HTTP 1.1 thong thuong thi khéng c6 ly do gi TLS khong
dugc dung dén dé dam bao an toan cho tat ca cac giao tiép giita WAP gateway va
web server, giéng nhu trén Internet. Nhung v6i hai chuan WAP dang duoc 4p dung
hién nay — WAP 1.x va WAP 2.0 — thi cac giao thicc dugc dung cho viéc bao mat
khac nhau.

WAP1.x. do TLS doi hoi mot truyén tai tin cdy — thuong 1a TCP — con dién
thoai thi lai khong str dung TCP dé giao tiép v6i WAP gateway nén TLS khong thé
ding dé bao mat cac giao tiép giita dién thoai di dong va WAP gateway. Thay vao
do 1a str dung mot giao thure méi c6 tén la WTLS ( c6 kha nang hoat dong trén WDP
va UDP). Giao thtrc ndy duoc phat trién dya trén TLS va cung cp cung mot mic

bao mét gidng nhu trong TLS.

Web Server

e —— —

WAP Gateway

Hinh 2.11. WAP 1.0

Nhu vay, hé théng phai str dung hai co ché bao mat: Mot duoc dit tir thiét bi
dén WAP gateway, mot thi tir gateway dén web server. Piéu nay c6 nghia 1 phai c¢6
mot sy chuyén doi tir WTLS sang TLS tai gateway.

WAP 2.0. Do kién triac ctia ngin xép WAP 2.0 gan gidng voi kién thic trén
web, giao thirc dugc str dung trén Tang van chuyén 1a wTCP/IP (Wireless Profile

TCP/IP). wTCP/ IP duoc tdi wu hod tr TCP/ IP nhim vao muc dich phuc vu cho
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hoat dong trén méi truong di dong, giao thirc ndy co thé phdi hop tot gitra hai moi

truong mang d6 la: di dong va mang Internet.

HTTP : WAP Proxy HTTP
TS ‘ s
TCP* TCP? TCP TCP
P i P P
Wireless H Wireless Wired Wired
Mw S SO e |

Hinh 2.13. WAP

Khi mudn nbi két voi ISP thi chung ta can phai cung cip ID va mat khau
nguoi dung dé ISP thuc hién viéc chimg thyc. Hau hét moi nguoi déu luu trit nhitng
thong tin nay bén trong mdy tinh cia minh va ching s€ dai dién cho nguodi dung
mdi khi can dén.

S& khong c6 van dé gi néu nhu mdi ngudi c6 mot may tinh cho riéng minh,
nhung diéu gi xay ra khi c6 nhiéu nguoi cing truy cap trén cing mot chiéc may

tinh? Khi d6, nguoi sir dung sau cé thé sir dung thong tin ctia nguoi sir dung trudce
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d6 dé truy cap Internet, giri nhan email, hay tham chi c6 thé st dung ca nhiing
chtng nhan (certificate) ctia ngudi dung trude. Trudng hop nay doi hoi hé thong
can duoc quan 1y bang mot co ché bao mét nao do.

Nhitng van dé nay lai nho du c6 thé dugc bo qua trong mdi trudong co day
thong thuong, trong thé gi¢i khong day thi lai 1a ca mot van dé. C6 sy khac nhau rd
rang gitra vi¢c chung thuc thiét bi str dung va chung thuc nguoi dung, sy khac nhau
nay quan trong hon trong truong hop c6 nhiéu tmg dung.

Mic du van d& nay ton tai trén moi truong thwong mai dién tir cling nhu trén
moi truong di dong, nhung trong moi truong di dong nd lai cao hon, don gian chi
boi vi cac thiét bi nay di dong. Khi s6 luong dién thoai di dong ciing nhu céc thiét bi
di dong khac tang 1én thi ty 1& bi mit cip ciing sé ting theo. Mot s6 t6 chtic tham
chi con khong dung cac may laptop cho doi ngii ban hang ctia minh, vi Cac may
laptop rat d& bj mat cdp va dan dén viéc mat thong tin quan trong cd trén may.

Bao mat khong chi dung giao thirc ma trong nhiéu hé diéu hanh con cung cap
nhiéu dang khac, chang han nhu bao mat & cap tap tin thong qua viée st dung cac
danh sach diéu khién truy xuat ACL (Access Control Lists). Nhung néu ACL duoc
lwu triv duéi dang tap tin thi ciing c6 thé hé théng khac s& doc duoc ndi dung nay.

V& ban chit ddy khong phai 1a mot van dé cia WAP, nhung n6 lai 13 mot van
dé vé& di dong va can phai dugc quan tim dén néu nhu cac thiét bi di dong chura cac
thong tin quan trong.

Mot cach dé tranh duoc truong hop nay dé 1a khong bao gid luu cac thong tin
quan trong trén thiét bi di dong néu co6 thé. Mot kha nang khac la thyc hién viéc
chung thuc nguoi dung. St dung cach chung nhéan s€ dinh danh mot cach hi¢u qua
cac thiét bi va thiét 1ap mot két ndi an toan va sau do tat ca dir lidu duge truyén di
dudi dang dugc ma hoa, yéu cau nguoi ding nhap vao ID va mat khau. Ching ta co
thé dung bat ky mot ki thuat thong thuong nao dé xac nhan ID va mat khau nay
nhu: Kerberos, LDAP hay mdt san pham chimg thue ngudi dung nao do.
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2.2.1.2. WAP Gateway.

Van dé trén WAP gateway c6 thé nhdn thdy rd rang nhit 13 trén chuin WAP
1.x, do chuan nay doi hoi WML va WMLScript phai duoc chuyén thanh dang nhi
phan cho pht hop vé6i dic diém van chuyén trén méi truong di dong — c6 nhiéu
thach thirc vé bang thong va tai nguyén cia thiét bi. WAP gateway chiu trach nhiém
thuc hién cong viéc nay. Tuy nhién:

- Mt phién bao mat WTLS duogc thiét 1ap gitra di¢n thoai va WAP gateway,
chtr khong phai 1a truc tiép v web server. Nhu vay, dir 1iéu chi duge ma hoé gitra
dién thoai va gateway, khi dén gateway chiing duoc giai ma trude khi lai dugc ma
hoa va giri @én cho web server qua mot két ndi TLS.

- Tai WAP gateway toan bg dit li¢u co thé duoc théy modt cach tuong minh.
Diéu nay ciling c6 nghia 1a tai gateway dif liéu co6 thé s& bi mat mat. Trong kién triic
WAP, mét WAP gateway that ra 1a mot proxy. No dugc dung dé ndi mot ving
mang khong day (wireless domain) vdi mang Internet. Tuy nhién, n6 ¢6 thém churc
ning cua gateway chuyén ddi giao thirc (protocol gateway) va chirc ning mi hoa /
giai ma.

Hinh dudi mo ta viéc st dung mot WAP proxy/ gateway.

WAP client o WAP Proxy
( ) A HTTP request
J , M3 hoa va gidi m3 L__VB
ni dung

WAP response ; \/ HTTP response

—— cung

N3 dung/Saript

Hinh 2.14. Su dung WAP proxy/gateway

MB&i khi bat ddu mot phién WAP (WAP session) trén dién thoai di dong chung

ta déu phai thuc hién theo cac budc nhu sau:
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Nhap dia chi trang
WAP can truy cap

A 4

WAP gateway nhan
yéu cau tu trinh
duyét (nho WSP)

A 4

Gateway bién dich
WSP request thanh
HTTP request

G061 HTTP request
dén server goc

A 4

Server gdi thong tin
duoc yéu cau cho
gateway qua HTTP

Y

Gatewgy thuc hién
chuyén do6i/ nén
thong tin

v

G6i vé trinh duyét
trén thi€t bi di dong

Hinh 2.15. Cdc buéc thue hién khi tién hanh mot phién giao dich WAP

Hinh 2.15 mo ta qué trinh bién dich tai gateway chuyén ddi giao thiic cac yéu

cau duoc gui va nhan vé gitra thiét bi di dong va mang Internet.
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Protocol gatew
Dén cac thiét b g 2y
khdng day <,L T Intemet vao
<: |
L >
Tir cac thiét bj ' Ra Internet
khéng day vao

Hinh 2.16. Qud trinh bién dich cdc yéu cau tai gateway chuyén doi giao thire

Chtrc ning md hoa/ giai md (CODEC) bén trong gateway duoc dung dé
chuyén d6i ndi dung dang WML va WML Script thanh mdt dang phu hop véi cac
mang c6 bang thong thip (thuong ¢ dang nhi phan). Qua trinh ndy dugc mé ta trong

hinh duoi day.

| WAP gateway

0100101111 ————> | e IR
e

|
““i-v- | EncodenDecoder

f

1 \
0100101111 (}:1 |

Hinh 2.17. M6 ta chirc nang ma hoa/ giai ma cua WAP gateway

Mot dich vu khac ma chirc nang CODEC c6 thé cung cép la bién dich HTML
hay van ban thanh WML/ XTHML. Tuy nhién, viéc st dung gateway nhu thé nay
con rat nhiéu gidi han. Mac du HTTP va WML/ XHTML déu duoc xay dung dua
trén cac nhung HTML lai cho phép hién thi cac noi dung dong ciing nhu céc dang
dir lidu da truyén thong (multimedia) nhu hinh anh, 4m thanh, d6 hoa, hay céc cu
tric phtrc tap nhu cac khung, cic bang 1ong nhau... do d6 véi nhitng gi6i han cta
thiét bi di dong ( bd nhd nhd, bang thong thap, do tré cao) thi viéc chuyén d6i don
thuan s& gay khong it khé khan cho viéc hién th.
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2.2.1.3. TLSva WTLS.

- Gidng nhau: Cung khai niém phan biét mot phién (Session) va mot két ndi
(connection).

+ Két ndi dugc danh gia 1a ngén hon so véi phién.

+ Trong trudng hop mang khong dy, thoi gian séng cia mot két ndi co thé tuy
thudc vao chat lugng thong tin noi ma nguoi st dung (vi tri dia 1y, khi hau...).

+ Céc phién bén hon 13 cac két ndi va co thé ton tai qua nhiéu két ndi va duogc
xac dinh bang mot s6 ID ciia phién (session ID).

+ Céc tham s6 bao mat cho mdi phién dugc st dung dé bao mat mot két ndi,
c6 nghia 13 khi mot két ndi bi pha v, phién co thé ton tai va c6 thé dugc phuc hdi
sau do.

+ Phién c6 thé dugc phuc hoi, nghia 1a mot phién dang duogc thiét 1ap co thé sir
dung mot tap tham sb bao mat voi phién trude d6. Phién d6 c6 thé 13 tir mot két ndi
hién dang hoat dong, mot két ndi khac cling dang hoat dong hay la mot két ndi da
hoat dong roi. Viée phuc hdi cac phién co thé duoc st dung dé tao nén cac két ndi
ddng thoi cung chia sé mot tap tham s chung. Piéu d6 con tuy thudc vao server vi
server co quyén quyét dinh xem c6 cho phép phién duoc phuc hdi hay khong.

- Khac nhau:

WTLS TLS

- Thudc tang van chuyén, nhung bén trén | - Thuc chat 13 mot tang thém vao tang

n6 1a WTP va WSP va tdng phién. van chuyén dung dé can thiép ting tng

113

o | dung va tang van chuyén “ thyc sy”
- Cach sap x€p nay cho phép chung c6 thé . ) o
nham vao muc dich bao mat.

doc lap véi cac dich vu duogc ng dung

yéu cau.

- Khong doi hoi giao thirc van chuyén tin

cay (UDP, WDP).

- Poi hoi giao thirc van chuyén tin cay

(TCP).

- Dung truong sO tuan ty: Cho phép

WTLS lam viéc voi cac van chuyén

- Khong dung truong sO tuan tu

(sequence number filed)
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khong tin cay.

- Khong hd tro phan doan, lap ghép dit | - Cho phép phan doan, lap ghép dir licu
li¢u dudi dang cac goi tin. dudi dang céc goi tin nhan dugce tur cac

tang trén.

Bang 2.1. So sanh su khdc nhau gitta WTLS va TLS

WTLS cho phép chimg thuc cé client va server gdm ba 16p thuc hién cing voi
cc danh dau chirc nang la: Bit budc, tuy thudc chon hay loai trur.

Class 1 chi yéu cau hd tro trao d6i khod cong khai (public key exchange) ma
hoa va MACs ( kiém soat truy cdp mdi trudng truyén thong), cac chimg nhan bén
phia client va server va mot tuy chon bét tay bi mat c6 chia sé (mot bat tay bi mat co
chia sé 1a truong hop ma ca client va server déu da biét dugc bi mat va chung khong
can trao d6i véi nhau nita.)

Céc thuat toan nén va giao tiép thé thong minh khong duwoc dung trong qua
trinh thuc hién cua classl. Cac thuc thi trén class 1 ¢6 thé van chon hd trg cho viée
chirng thyc ca hai phia client va server thong qua cac chirng nhan, nhung né khong
can thiét. Class 2 hd trg ching nhan phia server la ¢d dinh. Class3, hd trg cho ca
client va server la ¢ dinh.

Hb trg viéc nén va giao tiép thé thong minh 1a mét tuy chon & class 2 va 3.
Qua trinh thuc hién.

- Client bét dau tién trinh thiét 1ap mot phién bao mat bang cach gti thong diép
dén cho server yéu cau dam phan thiét 1ap phién bao mat.

- Server ciing c6 thé gui thong diép yéu cau phia client bat ddu mot phién dam
phan, thé nhung né con tuy thudc vao phia client c6 dong y hay khong.

- Tai bét ky thoi diém nao trong phién lam viéc, phia client ciing c6 thé gui
thong diép niy dé yéu cau dam phan lai cic thiét bi nay. Pam phan lai cac thiét lap
gilp giéi han luong dit lidu c6 thé thay dugc khi ké nghe trom tin cong bang cach

tao ra moOt khoa an toan moi.
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- Khi client yéu cau dam phan mdt phién bao mat, n6 cung cép mot danh sach
cac dich vu bao mat ma né c6 thé hd trg. Phia client ciing cho biét rang sau bao lau
thi cac tham s bao mat phai dugc lam méi lai. Trong phan 16n cac truong hop, phia
client c6 thé yéu cau cac tham sb nay duoc 1am méi qua mdi théng diép.

- Néu co hoi trao ddi khod chung xac dinh khong phai 14 ké mao danh thi phia
server phai giri cho client mot ching nhan dé xac dinh chinh minh. Ching nhan
duogc giri di phai phu hop vé6i thuat toan trao d6i khoa da dugc dong y.

- Chimg nhan & phia giri phai dén dau tién trong danh sach va mdi chimg nhan
dén tiép theo phai chung thyc chimg nhan dén d6 trude. Chimg nhan ciia CA gdc c6
thé dugc bo qua trong danh sach, vé co ban co thé chap nhan ching nhin ctia CA
gdc ¢o gia tri tuy ¥ va co thé da c6 sin & phia client. Néu khong thi client cling c6

thé dé dang quan 1y duoc.

2.3. Tong két

Chuong ndy d3 gidi thidu cac ki thuit tin cong mang Internet khong day va
tir d6 dua ra cac giai phap an ninh cho mang Internet khong ddy (chu yéu & ting
trén — WAP). Viéc tip trung di sdu vao cac k§y thuit tdn cong mang Internet khong
day nhu: tin cong bi dong — Passive attacks, tin cong chii dong — Active attacks, tin
cong kiéu chén ép - Jamming attacks, tin cong kiéu thu hat - Man in the middle
attacks va tdn cong do yéu t6 con ngudi nhim dua ra mot cai nhin tong thé vé cac
k¥ thuat tin cong mang Internet khong day cia cac hacker, dé tir d6 dua ra dugc cac
giai phap an ninh, bao mat phu hop véi timg k¥ thuét tin cong. Cac phuong thic tin
cong hau hét thién vé thao tac k¥ thuat, ngoai ra phuong thirc tan cong do yéu t6
con ngudi con dic biét quan trong vi cach tin cong nay khong can dung nhiéu thao
tac ki thuat, n6 do ¥ thirc ctia timg con nguoi quyét dinh, vi vay viéc gido duc con
nguoi tur khi sinh ra 1a cuc ky quan trong.

Tir nhitng k¥ thuat tan cong mang Internet khong day, cac giai phap an ninh,

bao mat ciing duoc dua ra va tdp trung chu yéu vao cac ting trén — WAP. Ca
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Internet va WAP bao mét dugc thuc hién ngay trén Tang Van chuyén: M6 hinh trén
mang Internet khéng day thuc thi phan 16n cac chiic niang bao mat ciia minh trong
TLS, con WAP thi thuc hién phén 16m trong WTLS (WTLS dya trén nén cua TLS).
Ngoai ra ndi dung ctia chuong ciing di sau vao trinh bay vé cac giai phap an ninh cu
thé dé ngan chin cac cudc tin cong bén trong va bén ngoai mang nhu da néu trén.
Chuong ndy da giéi thiéu cac ki thuat tin cong mang Internet khong day
ddng thoi cling dua ra duoc cc giai phap an ninh, bao mat cho mang Internet khong
day nay. Vay trong cudc séng, lam viéc, hoc tap, kinh doanh thuong mai,..v..v...an
ninh, bdo mat cua mang Internet khong day da dugc thir nghiém va ing dung nhu
thé nao? Dé tra 161 dugc cu hoi ndy chung ta di vao nghién ctru chuong 3 — Mang

Internet khong day va thu nghi¢m.
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CHUONG 3: MANG INTERNET KHONG DAY VA

THU NGHIEM

UNG DUNG THUC TE MANG INTERNET KHONG DAY
TAI TRUONG CPCN VIET PUC THAI NGUYEN.

Trong chuong 1 va 2 chung ta d3 di siu vao tim hiéu vé co s& 1y thuyét ciing
nhu cic co ché, cac nguyén tic va mot s6 vin dé an ninh, bao mat thong tin trong hé
thong mang khong diy noi chung va trong mang Internet khong day noi riéng.
Trong chuong ndy s& trinh bay cu thé img dung vao thuc té cac 1y thuyét vé an ninh,
bao mat d6 trong viéc xay dung hé thdng mang Internet khong déy tai truomg Cao
dang Cong nghiép Viét Dtirc Thai Nguyén.

3.1. Thiét ké md hinh mang Internet khong diy trong truwong Cao
diang Cong nghiép Viét Pirc Thai Nguyén.

3.1.1. Nguyén tic thiét ké

Hé théng mang Internet khong diy duoc xay dung tai trudng Cao dang Cong
nghiép Viét Ptrc Thai Nguyén dé:

- Bam bao truy cap khdng day cho cac thiét bi di dong co hd tro.

- Pam bao cung cip duoc kha ning truy cap Internet khéng day tai cac khu vuc
lam viéc chinh trong trurong (t0a nha hiéu b, toa nha thu vién, toa nha lam viéc cta
cac khoa, hoi truong) va mét sd khu vue khudn vién bén ngodi cac toa nha trén.

- Cung cap cac thong tin, tai nguyén, cic giao tiép gitta sinh vién véi nha trudng
nhu ké hoach thoi khoa biéu, lich thi, thong tin vé diém hoc tap thong qua cong
théng tin dién tr cua nha truong nhu Website:

http://www.truongvietducthainguyen.edu.vn

- Pam bao viéc truy cdp vao hé thong Server cia truong dé dang ky mon hoc

ctia sinh vién trong toan truong (Pao tao theo Hé thdng tin chi).

S6 héa béi Trung tam Hoc liéu — Dai hoc Thdi Nguyén http://www.lrc-tnu.edu.vn



-71 -

- Phai ¢6 kha niang cung cip dich vu Roaming (Nguoi dung mang Internet
khong diy c6 thé di truyén qua nhiéu ving phu séng cta cac Access Point khac
nhau ma khong bj ngit quing truy cap).

- Pam bao cung cp cac tinh ning bao mat phu hop tin cdy dé dam bao an toan
thong tin cho toan b hé théng co so dit liéu quan trong cua truong.

3.1.2. Mé hinh logic va so’ d6 phii séng vat ly tong thé tai trudng
3.1.2.1. M hinh thiét ké logic

Giai phap bao gdm cac Access point dit tai cac tda nha dugc lién két voi nhau
dira trén hé thong mang Internet c6 ddy tai truong. Cac Access Point dugc quan 1y
tap trung nho thiét bi WLAN controller dong thoi cung cdp dich vu roaming (két

ndi lién tuc trong khi di chuyén) va cac dich vu bao mat, chung thuc.

Wireless
E LAN Controller

.—// \
S~
/ \ Aironet
AII'OHG\ ~_7=reya Lightweight
Lightweight ; 8 Access Point
Access Pomx 2
% {%’% {_&”
‘jﬁ Rssu -50 dBm *‘f&@ %@
a
E i&&
b A7.dam RSSI-45 dBm P
RSSI-64 dBm é”
RSSI -45 dBm RSSI-57 dBm

0 =

, RSSI-53dBm  RSSI-60 dBm
RSSI -85 dBm

Hinh 3.1. M6 hinh logic mang khong dady tai truong

Cac thiét bi c6 hd trg két nbi khong day sé két ndi téi AP trong ving phu song,
toan by qua trinh két ndi va cac hoat dong truy cap cua thiét bi s& duoc ghi lai tai
file log cia WLAN controller nham kiém soat cac hoat dong truy cap bat hop phap.

3.1.1.2. So' d6 phii séng vat ly tong thé tai trudng

Dua trén qua trinh khao sat thuc té tai truong va vi¢c tinh toan chi tiét, dam bao

kha nang t6i uu cac ving ma AP phu séng téi. Mit khac khong gian phu séng phai
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lién két mdt cach khoa hoc khong ro1 rac ddm bao cac yéu cau ve tin hi¢u duong
truyén. Tu d6 ching to61 dua ra mé hinh phu song cta toan bo h¢ thong mang khong

day nhu sau:

Duwong

MODEM
ADSL

l ADSL vao

Cap . 4
Internet | Wireless Access Cap
- Point 1 . Internet
/ J
&« )/ !
I,, Tba:nha RN A
/ High bd )
1¢'u © Song
! Khoa Internet
! KHCB
v
Khoa CN Ki Wireless
Wireless Access Khoa thuat Access Point 4
Point 2 CNTT .
7 N L Khoa CK
/ A ol Dong lyc
Cap’ Nha*dn Khog CK 3
Inteynet Gido vigp Cit got Cap
/ < Internet
3 v DY v
Wireless Access Thu vién tha CK Wireless
Point 3 Két cau Access Point
! Nha an
! Sinh vién RIS / \
' SA | 4 \
: 3
v Ki tic xa Phong Khoa Dién
Sinh vién CTHS-SV bién tir
Hinh 3.2. M6 hinh phi song tai truong CDCN Viét Dirc Thai Nguyén
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Trong mo hinh trén ta thay rang viéc pha séng tai cac khu vyc nha lam viéc va
mot sd vung khuon vién cta nha truong dugce thyc hién nhu sau: Trong khong gian
tai cac khu nha 1am viéc cac AP phat song indor theo dang hinh cdu bao phi toan bo
khong gian lam viéc cua toa nha. Dya vao cac thiét bj do tin hiéu sao cho cac diém
chét 13 it nhat (diém ma tai d6 tin hi¢u séng wifi 1a it nhat hodc khong c6 ). Cac AP
str dung ang ten loai yagi dé phat song outdor theo nira hinh ban ciu ra khu vuc
khuon vién cta trudng theo dang thiét ké.

3.1.3. Thiét ké chi tiét cua hé thong

3.1.3.1. M hinh thiét ké chi tiét hé thong mang khong diy

Vi phuong an thiét ké, can clr trén cac tiéu chi vé wu nhuoc diém cua ting
phuong an va hé théng mang hiru tuyén c6 day sin c6, mé hinh thiét ké vat 1y chi
tiét hé théng mang khong day tai truong Pai hoc K§ thuat Cong nghiép Thai
Nguyén

3.1.3.2. Thiét bj sir dung trong hé thong mang khong diy

Thiét bi sir dung trong hé thong bao gdm cac Access Point (AP) TP-Link
108Mbits 1 Port (TL-WA601G) cta TP-Link, méi AP s& dugc trang bi 1 antenna

ngoai dé hd trg phu séng outdor ra bén ngoai khudn vién.

Hinh 3.3. Access Point (AP) TP-Link 108Mbits 1 Port (TL-WA601G)
a. Thiét bi nay hd tro cac co ché bio mat nhu:
- Authentication Security Standards
- WPA
- WPA2 (802.11i)
- IEEE 802.11 WEP keys of 40 bits and 128 bits
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b. Mt s6 tinh ning nhu sau:

- Kha nang kiém tra chinh sach bao mat cia WLAN.

- Kha nang quén 1y tap chung tuong minh vé moi truong song.

- Hoat dong voi toc do cao nhd kha ning héi tu tin cdy va bang thong dugc tdi wu.

- Céc tinh nang di dong cung cip kha ning truy cap lién tuc cho ngudi dung di

chuyén.

- Kha niang mé rong linh hoach phii hop véi yéu cau ciia khach hang tir nhé dén 16n.

- Bao vé dau tu, tiét kiém chi phi van hanh nho mo6 hinh va phuong thuc trién khai

don gian, dé van hanh.

c. Cac dic tinh vé k¥ thuat:

Item

Wireless

Wired/Switching/Routing

Data Request For
Comments (RFC)

Security Standards

Specification

IEEE 802.11a, 802.11b, 802.11g, 802.11d, 802.11h,
802.11n

IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE-TX
specification, IEEE 802.1Q VLAN tagging, and IEEE
802.1D Spanning Tree Protocol

* RFC 768 UDP
* RFC 791 IP

* WPA
* [EEE 802.11i (WPA2, RSN)
* RFC 1321 MDS5 Message-Digest Algorithm

Badng 3.1. Céc dic tinh ky thudt ciia AP TP-Link 108Mbits 1 Port (TL-WA601G)

- Cau hinh cho nguoi dung mang cuc bd: La co sé dit liéu vé ngudi dung cuc bo

trén controller. Co s& dit liéu vé nguoi dung ndi bd luu trir cac thong tin dinh
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danh (username va password) cia tat ca ngudi dung cuc bo, sau d6 nhiing thong

tin ndy s& duoc dung dé chimg thyc ngudi ding.

- LDAP: Tuong tu nhu RADIUS hoac co s¢ dit li¢u nguoi dung cuc bg, Co so
dir liéu LDAP cho phép luu trir cac thong tin dinh danh (username/password) cua
ngudi dung. Cac thong tin nay s& dugce dung dé xac thuc ngudi dung. Vi du, EAP
cuc bo co thé dung LDAP dé x4c dinh username va password cua ngudi dung.

- Local EAP: EAP cuc b 1a phuong thic cho phép ngudi ding va cac thiét bi
khong day co thé duoc ching thuc mot cach cuc bo. Puogc thiét ké dé cho céac van
phong tir xa mudn duy tri két ndi khong day khi hé théng chimg thuc khong hoat

dong hoac cac hé théng backend bi gian doan hoat dong.

3.1.3.3. Phan bo thiét bi sir dung trong hé thong

a. Tai mang trung tim & nha diéu hanh:

- Str dung 1 thiét bji AP TP-Link 108Mbits 1 Port (TL-WAG01G) cua TP-Link
dé phu séng wifi toan bo toa nha hiéu bo.

b. Tai cac toa nha khac:

- Tong cong s& co 4 AP duoc phan bd nhu sau:

- 01 AP TP-Link 108Mbits 1 Port (TL-WAG01G) dat tai Khoa CNTT.

- 01 AP TP-Link 108Mbits 1 Port (TL-WAG01G) dat tai Thu vién.

- 01 AP TP-Link 108Mbits 1 Port (TL-WAG601G) dat tai Khoa CN K¥ thuat
may.

- 01 AP TP-Link 108Mbits 1 Port (TL-WAB01G) dit tai Khoa Co khi Két cau.
Su phan b nay dya trén céc tinh toan thiét ké t6i wu vé tdm phil song va nhu cau

dit ra tai truong Cao dang Cong nghiép Viét Puc Thai Nguyeén.

3.2. Giai phap bao mét trong mang khong day tai CPCN Viét Dirc
Thai Nguyén.
Trong mdi mot hé théng thong tin néi chung thi mot van dé vo cung quan

trong va can thiét d6 chinh 1a van dé bao mat cic thong tin chira dung trong hé
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thong d6. Hé thdng mang Internet khong day tai truong CDCN Viét Pac Thai
Nguyén méi duge lap dit thir nghiém nén quy moé van con nhd, tuy nhién trong
tuong lai khong xa s& duoc nha truong dau tu thanh 1 hé théng mang Internet khong
day 16n, c6 tAm c& vi vy viéc trao ddi cac thong tin lién quan gitta nha truong va
sinh vién sau nay s& 13 rat 16n, hon nita cic thong tin lai v ciing quan trong yéu cau
dac bi¢t dat ra 1a sy an toan va bao mat cua cac thong tin do chéng sua chira, thay
d6i hay danh cip thong tin trén dudng truyén. T thuc t& sau ndy do, cac giai phap
bdo mat da dugc ting dung trong hé théng nham thuc hién cac yéu cau quan trong
néu trén.

3.2.1. Yéu ciu bao vé thong tin

Dé lam ndi bat rd cac yéu cau bao vé thong tin tai truong chung ta cAn phén tich
nguyén nhan cua sy mat an toan thong tin.
Ngay nay, Internet, mot kho tang thong tin khong 16, phuc vu hiru hiéu trong hoc
tap va nghién ctru, di tré thanh mot phuong tién thun loi khong thé thiéu trong
viéc trao doi théng tin. Chinh nhitng diéu quan trong nay da tré thanh ddi trong cho
nhiéu ngudi tin cong voi cac muc dich khac nhau. Cung véi su phat trién khong
ngimg cta Internet va cac dich vu trén Internet, sb luong cic vu tan cong trén
Internet ciing ting theo cAp sb nhan. Trong khi cac phuong tién thong tin dai ching
ngdy cang nhic nhiéu dén Internet v6i nhitng kha ning truy nhép thong tin dudng
nhu dén vo tan cia no, thi cac tai liéu chuyén mon bat dau dé cap nhiéu dén véan dé
bdo dam an ninh va an toan dir li€u cho cac may tinh duoc két ndi vao mang
Internet.

Khong chi s6 luong cac cudc tan cong ting 1én nhanh chong, ma cac phuong
phap tan cong ciing lién tyuc duoc hoan thién. Nhu cau bao vé thong tin cua trudng
Cao drfmg Cong nghiép Viét Buc duoc chia thanh ba loai gff)m: Bao vé dir liéu; Bao

V¢ céc tai nguyén su dung trén mang va Bdo v¢ danh tiéng ctia co quan:
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3.2.1.1. Bao v¢ dir liéu:
bay la van dé dac biét quan trong, toan bd co s dir li¢u vé quan ly dao tao ctua
nha truong duoc luu va thao tac tai cac mdy Server cua trudng. Bao gom cac dit liéu
nhu diém cua sinh vién, ké hoach hoc tap, cac thong tin vé hoc phi...
Cac dir liéu nay phai tuyét doi an toan dam bao khong bi danh cip hoic sira

chira thong tin.

Hién nay cac bién phap tin coéng cang ngdy cang tinh vi, su de doa t6i do an
toan thong tin c6 thé dén tir nhiéu noi theo nhiéu cach khac nhau vi vay nha truong
dd dua ra cac chinh sach va phuong phap dé phong can thiét. Muc dich cubi cung
clia an toan bao mat 1a bao vé cac gia tri thong tin va tai nguyén theo cac yéu cau
Sau:

Tinh tin c4y: Pam bao su chinh x4c cac thong tin cta sinh vién trong hé thong.
Dong thoi cac thong tin 6 khong thé bi truy nhap trai phép béi nhitng ngudi khong
c6 tham quyén.

Tinh nguyén ven: Thong tin khong thé bi sira d6i, bi lam gia boi nhitng nguoi
khong c6 thim quyén.

Tinh sin sang: Thong tin ludn sin sang dé dap tung st dung cho ngudi cd thim
quyén khi c6 yéu cau truy nhap thong tin vao dung thdi diém can thiét

Tinh khong thé tir chdi: Thong tin duoc cam két vé mat phap luit ciia nha
trudng cung cap.

Trong cic yéu cau ndy, yéu cau vé bao mat duoc coi 1a yéu cau sd 1 ddi voi thong
tin Iuu trit trong hé thong.

3.2.1.2. Bao v¢ cac tai nguyén sir dung trén mang:

Trén thuc té, trong cac cudc tan cong trén Internet, ké tan cong, sau khi da
1am chu duoc hé thdng bén trong, c6 thé str dung cic may nay dé phuc vu cho muc
dich ctia minh nhu cai dit cac chwong trinh chay 4n dé do mat khau ngudi st dung,
mg dung cac lién két mang san c6 dé liy cap cac thong tin can thiét hodc tiép tuc

tan cong cac h¢ thong khac vv...
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3.2.1.3. Bio vé danh tiéng co quan:

Mot phan 16n cac cude tin cong khong duge thong bao rong rai, va mot trong
nhimg nguyén nhan 1a ndi lo bi mit uy tin cta co quan, dic biét 13 giy sy hoang
mang khong tin tudng vao cic thong tin ma nha trudng cung cip. Trong trudng hop
bi tAn cong gay mat an toan vé dit liéu thi ton that vé uy tin 13 rat 16n va c6 thé dé lai
hau qua lau dai.

3.2.2. Cac buéc thyre thi an toan biao mét cho hé thong

Phan nay trinh bay cac budc thuc thi an toan bao mat va cac bién phap nham
ting cudng tinh an toan, bao mat cho hé thong mang khong day tai trudng theo cic
muc khac nhau. Dé c¢6 duoc cac chinh sach bao mat dem lai hiéu qua cao, can X4c
dinh 18 cac nhan t6 tdi thiéu vé an toan bao mat cho hé thong mang cta truong cling
véi cac kién thirc quan tri va k¥ ndng dé thuc hién cac hoat dong tang cuong an toan
bao mat.

3.2.2.1. Cac hoat dong bao mat ¢ mirc mot

O muc mot, ngudi thuc thi bdo mat, quan tri hé théng va mang thuc hi¢n lam
cho méi trudng mang, may tinh it bi 16 hdng bao mat hon vi di duoc stra 156i bang
cac ban sira 16i hodc bang cac bién phéap k¥ thuat. Thuc hién cac canh bio ngay lap
tire (truc tuyén) dé nhic nhd, thong bao mdi ngudi ding trong mang cac quy tic sit
dung mbi khi truy nhap vao hé théng mang cua truong. Xay dung mot mang ludi
bao vé, loc, phat hién va tiéu diét virus, Spyware, Troyjan - trén tat cic cac may
tram, may chu, va cic cong két ndi mang (gateway). Pam bao cip nhat thuong
xuyén cac phan mém diét virus.

bam bao rﬁng hé théng sao luu dir liéu hoat dong dinh ky, céc tap tin co thé
dugc khoi phuc tir cac ban sao luu dinh ky d6, nguoi quan tri hé théng c6 da kién
thirc cap nhat can thiét dé thuc hién sao luu trén tt ca cac hé théng ngay lap tac
trong trudong hop bi tin cong. Néu khong c6 dir liéu dugc sao luu tét, mot van dé

nho trong an toan bao mat co thé tr thanh tham hoa.
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Cho phép ghi nhat ky cac sy kién, hoat dong cia ngudi dung khi dang nhap vao
hé thong. Hé thong néu khong c6 co ché ghi nhat ky thi no gay kho khan cho viée
phat hién va khic phuc cac vu tin cong.

Thuc thi x4c thuc hé thong, kiém tra (audit) dé kiém soat nguoi sit dung hé
thong. Chéng lai ké tdn cong gia danh ngudi st dung ding nhap vao hé thong va
chiém quyén diéu khién hé thong.

3.2.2.2. Cac hoat dong bao mat & mirc hai

Céc hoat dong an toan bao mat muc hai tap trung nhiéu hon vao viéc xay dung
cac chinh sach truy nhap cu thé ciia ngudi dung, cho phép hodc khong cho phép
truy cAp vao cdc tai nguyén mang khac nhau trong hé thong. Pua ra cac yéu cau cu
thé dbi v6i ngudi dung nhu viée ding ky cac thong tin ca nhan, ding ky dia chi
MAC cua thiét bi truy cap, xay dung co s¢ dit li¢u vé tai khoan truy cap dé xac thue
mdi khi ding nhinp hé théng. Cac hoat dong an toan bao mit mic hai cling tap
trung vao cac hiém hoa bét ngudn tir bén trong ndi bd va cé chinh sach giam sat cac
Server chtra thong tin quan trong, hd trg cac chirc ning nhiém vu quan trong.

Trong hé théng mang khong day cua nha trudng di xdy dung mot Server Proxy
c6 cai dit phan mém chuyén dung cho phép phat hién truy nhap cua nguoi ding

dugc phép hoic trai phép, luu va phan tich két qua truy nhap do.

3.3. Chuwong trinh thue té da xay dung

Vi co sé nén tang 1y thuyét vé bao mat hé thong mang khong day nhu da
nghién ciru & trén, dong thoi nhidu van dé trong bao mat di dwoc phan tich, danh
gid mot cach cu thé, tir 6 em da dua ra duoc nhitng vu diém hay nhiing han ché
trong van dé bao mat cho mang khong day. Qua nhiing kién thuc da hoc dugc, em
dugc nha truong tin tuong giao cho viéc xay dung hé théng mang khong day tai
truong Cao dang Cong nghiép Viét Puc Thai Nguyén, dong thoi ap dung céc
phuong phap bao mat da nghién ciru cho hé théng nham dam bao su an toan vé

thong tin va co s¢ dir li€u quan trong cia nha truong. (Do hién nay nha truong maoi
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dang bat dau mua cac thiét bi bao mat mang Internet khong diy nén em chua c6

diéu kién trinh bay rd hon trong ludn vin nay).

RS
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router 4

Hinh: 3.4. M6 phong kién triic hién tai hé thong mang Internet khong ddy
cua truong CPCN Viét Duc

3.4. Panh gia két qua

Hé thdng mang Internet khdng day hién tai dang duoc st dung tai trudng
CBCN Viét buc Thai Nguyén dang trong qué trinh hoat dong thtr nghiém, nhung
trong toan bo khu vuc nha trudng cac thiét bi hd tro két ndi khong day déu cé thé
truy cp mang Internet binh thuong va ddy ciing 1a mot tién dé rat quan trong dé nha
truong dau tu thém. Hé théng Internet khong day hién nay gdm c6 05 AP phu song
trong toan trudng, trong thdi gian téi cac thiét bi phuc vu cho viée bao mat thong tin

s€ dugc nha truong dau tu va trién khai.

3.5. Mgt s6 hwéng din dé bao vé may tinh an toan khi ding Internet
khong day.
3.5.1. Téi wu héa Wi-Fi cho cac VolP, Video Game
Néu trong lac ban dang dang VoIP véi Skype, Second Life hoic dung iTune
dé tai nhac thi c6 cam giac nhu mang bi chap chon,ban khoan hay nghi dén chuyén
mua mdt router moi. Hau hét cic router dugc san xuat trong thoi gian gan diy déu
c6 tinh ning quan 1y chét lugng dich vu (QoS), néu khong c6 ban c6 thé phai cap

nhat firmware dé kich hoat no.
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Hinh 3.5. Cau hinh cua Router Linksys

Vi du chuong trinh cAu hinh cua router Linksys ¢ hinh trén, ban chon thé
QoS c¢6 trong phan "Application & Gaming". Kiém tra chic chin rang phan "WMM
Support" da dugc chon (Enable).
Bat ché d6 tuy chon "Internet Access Priority" danh cho cac tmg dung voice va
media trong mg dung tuong tmg tir danh sach sé xudng (drop-down list).

3.5.2. Uu tién héa tai goi dir licu

Ban c6 thé t6i wu cho goi di liéu giri nhan thong qua thiét 1ap trén Rounter.
Ban c6 thé chon "High", "Medium", "Normal" hay "Low" tuy theo d0 uu tién ban

muon gan cho gobi dit li¢u, sau do nhan nut "Add".
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Hinh 3.6. Téi wu cho géi dir liéu guri nhdn thdng qua thiét Idp tren Rounter

Ban c6 thé vu tién cho hoat dong hoi thoai trén mang bang cach cip quyén wu tién
"Low" cho cac dich vu download khac nhu BitTorrent hay IDM va cdp quyén uu
tién "High" cho dich vu VolP.
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Hinh 3.7. Cap quyén uu tién
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3.5.3. Tat Wi-Fi khi khong dung dén

biéu nay s€ ngan chan viéc ban vo tinh két ndi vao cac diém truy cap doc hai
va no ciing gitip kéo dai thoi gian sir dung pin cho laptop. Mot vai san phAm may
tinh xach tay c6 nit trén than may dung dé lam viéc nay (thuong 1a phim may xanh
hién chit Fn va mang biéu tuong angten phat thu song). Ban ciing c6 thé tit Wi-Fi
bing cach nhan phai 1én biéu tuong két ndi khong day ¢ System tray va chon

"Disable"

Status
Repar

View Avalatie Vireiess Networs
Change Windows Frawal setings

Open Netwerk Cormectens

Hinh 3.8. Tdt Wi-Fi khi khong ding dén

Dé bat lai két ndi Wi-Fi, ban chi can vao Control Panel va nhép dap chudt
1én biéu tuong két ndi.

3.5.4. Theo d6i nhirng ngudi khong moi ma dén trén mang Wi-Fi cia
ban

Céc co ché ma hoa dic biét 1a WEP c6 thé bi bé gdy va tham chi vi¢c loc dia
chi MAC address cling co thé bi qua mit. Dé ngan cac cudc xam nhap la mat hay tai
vé va cai dat phién ban mién phi ciia phin mém Network Magic (tai tai
http://www.pcworld.com/downloads/file/fid,44361-order,1-

page,1/description.html). Chuong trinh s& v& ra mot ban db tat ca cac thiét bi dang
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hién dién trén mang bao gdm may tinh, mdy chi, may in va cac thiét bi ngoai vi
khac. Nho vy ban co thé dé dang xac dinh ké an danh.
Pé nhan duoc thong bao khi c6 mot thiét bi méi tham gia vao mang khong day
ban chon "Options" tur trinh don "Tools", nhan vao tab "Notifications" va danh

dau chon muc "A new device joins the network".

B Network Magic Options g

Network Magic Options

General NotiSicatons | Security Privacy Advanced
] Pay a sound when showng a notficaton

Desplay & notficaton when.,
(] The network connection £ lost or restored
(] A new foider is shared
l (¥} A new device joins the network ]
[0 Anonn device rezLrns 1o the network
(] 1 connect to a netwark other than my hame network
(¥} A Network Magic cpdate is avalatie [‘x

[ ok || concel

Hinh 3.9. Thiét ldp theo déi khdch khéng moi ma dén.
3.5.5. Loai b6 diém két ndi khong day an toan
Céc diém két ndi khong day cong cong 1a co hoi cho hacker bdi vi né dugce

md& cho moi nguoi tham gia.

(I Hotspot Sreid - Mo Eucor T . BEIW ==

file Edn View Hstory Bookmars Help

- 4 (L1 htpun27001898/contiy/ v Gl
( AnchorFree
State Connected

VPNIP Address.  10.175.160.124

Disconnect
S ——

i more Troutieshooting

Done

Hinh 3.10. Logi b6 diém két néi khéng ddy an toan
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Trir phi ban st dung mdt phan mém tao mang riéng a0 (VPN) néu khong thi bat cr
ai cling co thé théy duoc tt ca dit liéu cua ban bao gém mét khau va email.

Néu ban chua c6 mot phan mém VPN cho riéng minh thi hay sir dung ban
mién phi 1a Hotspot Shield cua hing AnchorFree (tai vé tai
http://www.hotspotshield.com/). Chi can tai vé va cai dat, trinh duyét cia ban s&
hién nhu hinh du6i day. Nhan vao "Run Hotspot Shield" vay la viéc bao vé di bat
dau.

Pé tit Hotspot Shield chi cidn nhin chudt phai vao biéu twong mau xanh &
System tray 13 chon "Disconnnect" biéu twong s& chuyén sang mau d6. Dé bat lai
chi viéc lam nhu trén va chon "Connect".

Trong khi dang két ndi, ban c6 thé chon "Properties" tur biéu tuong Hotspot

Shhield dé xem dia chi IP hién thdi caa minh.

3.5.6. Vo hi¢u héa Peer-to-Peer Wi-Fi
M cira s6 "Network Connections" trong Control Panel, nhin phai chudt vao

biéu tugng wireless va chon "Properties"

N Metwork Cannections e

Hinh 3.11. V6 hiéu hoa Peer-to-Peer Wi-Fi
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Chon tab "Wireless Networks" va nhan vao nat "Advanced"

<4 Wireless Network Connection Properties ? ['X |

!w —Wnbn !mw;c;_\ Advenced
[¥] Use Windows to corfigure my wroless natwork settngs

Fvalable networks

To connect 10, deconnect from. or find out more information
shout wirslass networks in range. click the button below

[ View Wieeless Networks |

Freforred notworka
Automabcaly connect to avalable networks in the order lsted
below
4 100gobI 2320067 (Automatic) ~l
A Del (Automatic) = |
% Cammasic (Atomatic] =
@ ArPot Extreme (Atomanc) 5

(e ][ Fomove || Propetes |
mmnmmm |lﬂ]
R—'|

ok J[ coce |

Hinh 3.12. V6 hiéu hdoa Peer-to-Peer Wi-Fi
Chon "Access point (infrastructure) networks only". Chic chin ring muc

"Automatically connect to non-preferred networks" khong duoc danh dau.

= _W'uﬂm;mwrk Connection Properties
2

’Ad\‘an{cd
Netwodks to access
O Any avalabie network {sccess port preferred)
Lg_Mmml fefrasructure) networks only. | P
Comousartocamoudar 3 hod) netons orly o)

] Automateally connect to nonprefemed netwodks l

R Del (Automatic) -
1 Cammadk (Automatic) |
{ AcPot Exreme (Atomanc) 3

Hinh 3.13. V6 hiéu hoa Peer-to-Peer Wi-Fi
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Nhu vay, véi viéc kiém soat cac dong thong tin ra vao, kiém tra tinh an toan

cua cac AP, ta co thé giam rui ro bi tan cdng bai cac hacker.
3.6. TAn cong Website — Cach xir Iy.

V61 sy phat trién cta Internet_hién nay, vi¢c mot cong ty hay mat td chirc tao
cho minh mdt website khong con 1a mot chuyén kho khan nira. Chi vo1 mdt khoan
chi phi khong 16n ho di c6 dugc mot website dé giao dich cling nhu quang ba
thvong hiéu cta minh trén toan thé gi6i thong qua mang internet.
Ta c6 thé thiy rd loi ich ciia website mang lai cho cong ty hay t6 chic. D6 13 noi ma
khach hang trén toan thé gidi biét dén cong ty ctia ban, biét duoc linh vuc hoat dong
clia cong ty cuia ban dé c6 quyét dinh hop tac 1am an. Chinh cac doanh nghiép Viét
Nam ciing d3 timg ky két dugc nhidu hop dong voi cac ddi tic nude ngoai qua tim

hiéu céc thong tin trén website cua ho va kip thoi lién hé.

Véi su phat trién ram 1o cla thuong mai di¢n tur thi cac hoat dong kinh doanh
trén mang cling kha 1a phat trién va mang lai loi nhuan khong nho cho nha cung cip

dich vu truc tuyén.

Tuy nhién, song song véi nhitng thuan lgi va tién ich ma website cua ban co
duoc thi ban ciling gap khong it kho khan trong hoat dong cia minh li€n quan tdéi
website d6. Pon gian nhat 1a viéc duy tri, cdp nhat thong tin di khién ban tn kha

nhiéu thoi gian va thudong phdi c6 mot ngudi chuyén lam cong viéc nay.

Vay thi website c6 anh huéng gi cho cong ty ciia ban khong? Tat nhién 1a co roi,
cong ty cua ban cang phat trién thi website chinh 1a bo mit ctia ban dé moi ngudi
truy cap vao tim hiéu théng tin. Do d0, s& c6 nhiéu ngudi mudn canh tranh khong
lanh manh, mubn pha hoai website cua ban. Ho co thé nho cic hacker mii den tim

cach xam nhap trang web cua ban, pha hoai trang web cua ban
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« Ho thay dbi thong tin trang web, dwa nhitng thong tin khéng dung vé cong ty
ctia ban khién ddi tac hiéu nham va khong hop tac véi cong ty ciia ban.

« Ho tim cach tin cong trang web cta ban, khién trang web truy cép rat cham
khién ngudi truy cdp chan nan va khong truy cép trang web nita, mot phuong
thire tan cong dién hinh d6 1a DDOS.

 Danh sip trang web cta ban, néu ban khong backup dit liéu thi viéc khoi

phuc lai website 1a cad mot van deé.
Vay, khi website cia ban c6 hi¢n tugng bi tan cong thi ban phai lam gi ?

o Luu lai hét cac file log truy cap vao website dé tién cho viéc truy tim ké tan
cong.

o Thiét lap tuong lira bang phan mém dé giam bt su qua tai cho website. Néu
ban du kha ning tai chinh thi hdy trang bi cho minh thiét bi phat hién va
phong chdng tan cong.

o Néu viéc tin cong 1 lién tuc thi hiy bdo v6i cac co quan chirc ning nhu
C15, Vncert (http://vncert.gov.vn) hay Bkis dé ho c6 phuong an truy tim tha
pham tin cong website. Trudc ddy, cac co quan nay dd phdi hop voi nhau dé
tim ra thu pham tdn cong cho dién tir d6 1a Huy remy hay viéc DanTruongX

tan cong DDOS cong ty Viét Co.

Theo t6i duoc biét thi cic co quan lién quan dang phdi hop v6i nhau dé dua ra
cac khung hinh phat cho cac loai t0i pham nay, ké ca viéc xur 1y hinh su dbi voi cac
hanh vi phd hoai an toan an ninh mang. Chi c6 cac hinh phat thich dang thi méi du
stc ran de cac hanh vi pha hoai do.

3.7. Tong két.

Chuong nay da gioi thiéu viéc ung dung cong nghé mang vao xay dung hé
thong mang Internet khong day tai truong CDCN Viét Pirc Thai Nguyén noi toi
cong tac. Truong CDCN Viét Pac Thai Nguyén mdi dua vao thir nghiém hé thong

mang Internet khong day tir thang 01/2009 nén van con rat nhiéu khé khin vé ha
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tang, co s& vat chat. Van dé an ninh, bao mat trong hé thong mang khong dy nay
dugc dua ra va 1a mot phan hét stc quan trong khong thé thiéu dugc trong cong tc
duy tu bao tri hé thong mang Internet khong ddy. Véan dé nay s& duoc trién khai khi
nha truong trang bi hé théng céc thiét bi an ninh, bao mat cho mang Internet khong
day.

Ngoai ra chuong nay ciing dé cip dén mot sé ki thuat bao vé may tinh an toan

khi may tinh két ndi Internet khong day va cach xu 1i khi Website bi tan cong.
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KET LUAN

Van dé bao mat cho hé thong mang Internet khong day ludn 13 mot van dé hét
stc kho khan va dugc dit ¢ vi tri rat quan trong trong hau hét cac ban thiét ké mang.
Tuy nhién, dé c6 thé c6 dugc mot giai phap hoan hao cho moi tinh hudng 13 mot
diéu gan nhu rt kho. Chinh vi vay, khi thiét ké hé thong mang Internet khong day,
chung ta phai dya trén co sé, yéu cau thuc té caa hé théng, can nhic gitra cac loi hai
clia cac phuong phap dé dua ra cac chinh sach an ninh, bao mat hop 1y nhét. Trong
thue té xay dung hé théng mang Internet khong diy cho nha trudng déu c6 sy tham
gia cua cac thanh phan khac nhau va c6 nhimng yéu cau bao mat khac nhau. Phan
tich k¥ ludng cac didu nay giup ta quyét dinh bién phap nao 1a phu hop nhat véi hé
théng.

1. Két qua dat dwoc.

Véi mong mudn gitp cac nha quan trj mang c6 thé xay dung duoc cac giai phap
bao mat t6t hon cho hé théng mang Internet khong day, trong su phat trién manh mé
cua cong nghé Internet khong day hién nay va trong tuong lai, ludn van "Nghién
ctru van dé an ninh mang Internet khong day va tng dung" ctia em di nghién ctru va
dat dugc mot s6 két qua sau:

- Tim hiéu tong quan vé hé thong mang khong day, mang Internet khong day,
cac chuén giao tiép méi, cac giao thuc, cach truyén dan dit liéu, kha ning chéng
nhidu, dai tan, ciing nhu mot s6 vin dé vé ki thuat ciia hé théng mang khong day.

- Trinh bay dugc cac dic diém vé mang Internet khong day va mot s6 cac diém
yéu trong an ninh, bao mat ciing nhu cic hé thong bao mat sin co cia hé thong
mang Internet khong day.

- Tim hiéu mét sd cac phuong phéap tan cong co ban trong hé théng mang
Internet khong day. Tur d6 xay dung cac giai phap pht hop cho hé thong.

- Nghién ctru mot sé phuong phap da duge sir dung dé cai thién tinh bao mat
ctia hé thong mang Internet khong day, dé xuat st dung cac phuong phap trong viéc

thiét ké hé thong mang.
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- Pi tmg dung thyc t& mot phan van dé an ninh trong hé thong mang Internet
khong day tai truong Cao dang Cong nghiép Viét Ptric Thai Nguyén, di dem lai két
qua tét.

2. Han ché.

Trong khuén kho cua luan vin ndy, viéc nghién ctru méi chi dimg lai & mirc
phan tich va dua ra mot s6 cac nhan xét vé cac bién phap va cong cu an ninh, bao
mat d c¢6 cling nhu cic phuong thirc biao mat dang dugc phat trién va st dung voi
hé thong mang Internet khong day. Nham cung cip thém cho nguoi quan tri mang
c6 cai nhin téng quan hon vé cac cong nghé hién hanh va kha ning bao mat that su
ctia hé théng mang Internet khong ddy, tir d6 ra quyét dinh lya chon phuong an an
ninh, bao mat cho hé théng ctia minh.

Tuy nhién do thoi gian ¢6 han va con nhiéu han ché vé kién thirc ciing nhu
diéu kién, moi trudng dé tmg dung hé théng mang Internet khong day nén trong qué
trinh thyc hién ludn van, khong tranh khoéi c6 nhiing sai s6t nhu: nhu chua tién hanh
thuc nghiém dugc cac hé théng thuc t& nhat 1a ddi véi kién trac hoat dong cua
WAP, WAP Gateway va cac huong bao mat cia WAP.

Em mong rang s& nhan duoc nhimg ¥ kién dong gop cua cac thiy ¢ va cac ban
dé luan van hoan thién hon, c6 ich hon trong thuc té va trong céng viéc hang ngay

cuae.
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PHU LUC
B0 cong cu Nokia Mobli Toolkit

1. Nokia Mobli Internet Toolkit v4.1

a. Giéi thiéu

Nokia Mobli Internet Toolkit (NMIT) bao gdm mot tdp hop céc trinh soan thao
dung dé tao nén nhiéu loai nodi dung khac nhau trén moi truong Internet di dong.
NIMT cho phép hién thi cac nodi dung nay trén nhiéu bd SDK cua dién thoai.

Nhitng bd nhéd SDK cua di¢n thoai dugc cai dat riéng 1€. Khi khéi dong NMIT
s€ ty dong do tim, nhiing bo SDK dién thoai duogc hd tro s& duoc thém vao bang
danh sach trong phan SDK Control Pannel ctia né. Bang danh sach nay co thé dugc
hién thi phan noi dung chi nhap chudt vao nit Show trén trinh soan thao.

Nhiéu trinh soan thao NMIT duoc dung dé tao ra nhiing nd1 dung dva trén
XML dugc dinh nghia béi Document Type Defnition (DTDs). Nhitng trinh soan
thdo nay thuc hi¢n vi¢c xadc nhan ndi dung dé kiém tra chung vé1 DTD va con cung
cap nhimg tinh ning cho viéc chon lya cac phan tir mot cach d& dang va cac chirc
nang cho viéc chén thém duya trén vi tri hi¢n tai cua con tro. Thém vao d6, NMIT
con cung cip mot trinh quan 1y DTD ma qua no ban c¢6 thé nhap thém vao cac DTD
mai dung cho cac trinh soan thao NMIT.

b. Cac chirc nang

Céc chirc ning chinh cia NMIT bao gom.

Mot tap céc trinh soan thao hd trg cho viéc tao 1ap va sta ddi noi dung Internet
trén di dong. Nhiing tinh ning nay c6 thé duoc truy xuit bang cach sir dung léch
File > New hoic File > Open. Bang sau ddy md ta mot cach ngan gon vé cac trinh
soan thao nay.

Browsing Editor

Tao 1ap mot tai lisu WML. Ho tro WML 1.3 DTD tuong thich véi dic ta WAP
thang 6/ 2000. C6 hd tro cac tai lisu WML 1.1 va 1.2.

WML Script.
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Tao lap no1 dung WML Script, WML Script bét nguén tr ECMA Script va
dugc dung dé thém céc luan 1y logic vao mot WML Deck, vi du nhu cac tinh toan.

WBMP Image

Tao lap mot hinh anh Wireless Bitmap (WBMP). Ciing giéng nhu hau hét cac
trinh xtr ly anh, trinh soan thio WBMP cho phép tao 1ap va chinh stra cac hinh dnh
dang WBMP, ciing nhu chuyén d6i nhimg hinh anh sin c6 tir dinh dang GIF va
JPEG sang WBMP.

XHTML - MP

Tao 1ap mot tai licu XHTM dya trén XHTML Moble Profile DTD

XHTML — MP + CHTML

Tao 1ap mdt tai licu XHTML dya trén XHTML Moble Profile DTD vdi céac
phan tr ca thudc tinh cong thém Compact HTML.

CSS

Tao 1ap mét bang mau Cascading Style Sheet (CSS). CSS chua cac kiéu mau
dinh dang s€ duoc 4p dung cho cac ph'?m tir duogc chi ra trong mot tai licu XHTML.

Select DTD From List

Tao 1ap mat tai liéu dua trén mot hé théng DTD da duoc chon lya, d6 chinh la
mot DTD tir mot danh sach kém theo 1a do ban tu tao ra.

Push Content Editors

Service Indication (SI)Editor

Tao mot thong diép Service Indication Push, thong diép nay duoc goi dén
ngudi dung thong bao rang ndi dung méi da duoc san sang.

Service Loading (SL)Editor

Tao mot thong diép Service Loading (SL)Editor, thong diép nay dugc goi dén
dé bat budc mét dich vu nguodi dung dang chay trén thiét bi khach can phai tai vé

ndi dung moi (khong thong bao cho nguoi dung).

Cache Operation (CO) Edtor
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Tao mot thong digp Cache Operation Edtor, thong diép nay dugc goi di nham
1am mat hiéu lyc ndi dung ndm trong cache cua dich vy ngudi dung ( vi thé budce
phai nap lai ndi dung néu ngudi ding yéu cau noi dung dé lan tiép theo).

Multipart Message Editor

Tao mot théng diép da phan, day 13 mot loai ctia théng diép Push chira nhiéu
hom mot phén, mdi mot phﬁn dugc thyc thi riéng 1¢ bdi dich vu ngudi dung . Trinh
soan thao s& tap hop va sip xép lai nhitng phan c6 sin (cac tip tin) vao trong mot
thong diép da phan.

Messaging Editor

MMS Wizard

Tao tap tin thong di¢p da phuong tién (Multimedia Messging) chrta mot hay
nhiéu phan, mdi phan bao gdm vin ban, hinh anh, hodc 4m thanh.

MMS Messag Edior

Tao 1ap hodc stra d6i mot thong diép MMS. cac chic niang chinh cho phép ban
thém, xo04 hodc sip xép lai cac phan truyén thong, sira ddi cac tiéu d& MMS va tiéu
dé cua cac phan riéng; sau d6 day thong diép nay cho b SDK dugc lwa chon.

SMIL Editor

Tao mdt tap tin SMIL (Synchronized Multimedia Integration Langue), cho
viéc chi ra cac tuy chon trinh dién ctia mot thong diép MMS.

Deployment Editor

DRM Editor

Tao mot thong di€p DRM va cac thi tu ctua no.

Right Editor

Soan thdo cac thi ty trong mot trinh soan thao XML

Download Descriptor Editor

Tao nén mdt Download Descriptor, dung dé mé ta ndi dung dé ngudi str dung
dién thoai c6 thé quyét dinh xem liéu ndi dung ndy cé thé duoc tai 1én dién thoai

hay khong.
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SDK Control Panel dugc dung, dén khi ban mudn chon mot hay nhiéu bod
SDK dién thoai dugc cai dit sin dé hién thi ndi dung tor mdt trinh soan thao hay tur
Internet. Pannel 1a mot thé ndm trén cira sd chinh va dwoc hién thi nhu bén dudi

day.

%1 Nokia Mobile Internet Toolkit
Fle Edt windows Tools Hep

| SOK Pane! |

|

‘;Wdcome Page and SDi Control Panel
i ?}JGO,[ «Type url here»

croinlonn

|| Create a new file or gpen an
i existing one Authoring MMS,
l XHTML-MP and VML content
|l ara just some of your options !
1) Or create Digital Rights content
|| to protect your mobiie content

|| for deptoyment

|| Preview Content

{| Send content to any or all of the
1| available SDKs, You can even

{1 have multiple instances of the

:| same SDK for side-by-side

|| comparison Diagnostics

i information (such as

n’ client-server traflic and history |
Hintormation)is aownadafeash YO |

[memmanna |

Hinh PL1. Nokia Mobile Internet Toolkit

2. Nokia WAP Gateway Simulator

Nokia WAP Gateway Simulator, sau ddy dugc dé cip dén dudi tén NWGS, 1a
mot WAP Gateway nguoi dung don dua trén Nokia Active Server da nguoi dung,
khong dugce tich hop chung voi NMIT . Khi dugc cai dét trén mdt may tinh, NWGS
cho phép nguoi dung trén may tinh d6 c6 thé truy cap vao mang Internet trén di
dong thong qua cac chuong trinh giao tiép st dung giao thitc WAP vi du nhu Nokia
Mobile Browser Simulator 4.0 SDK.

NWGS bao gébm mét trinh giai mi cac yéu cau dén tir cac dich vu WAP khéch,
ching han nhu cac trinh gia 1ap dién thoai di dong (SDKs) dé sau d6 chung c6 thé

duoc goi tiép qua giao thic HTTP dén céc server Internet. N6 ciing gdbm mdt trinh
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mi hod duoc ding dé ma hoa céc tra 10i tir server (HTTP) trude khi goi ching vé
cho yéu cau cia céc client.
Luc bat dau chay chuong trinh, NWGS hién thi ca ctra s6 quan tri va ung dung

cha dang chay trong ctra s6 Command Prompt, nhu hinh bén duéi day.

| 71 Nokia WAS Gatesody Simlitor 2=+ o CEEEEEEE 10 x;
GEnsrs Semngs  log  Hsb
gl Eolre- i Sl G0
g, WD Nokia WAP Gateway Simulator
Status Beares
& RIS X L8 Pattiog - W
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N pue -ﬂfu' LL

‘ w,.,.n,‘.. Jooit g bivingg AT N8
rr Initiulidutive of Subwor cunpovonty '“"‘I L"l

Ay - XTAP
erver inilialised, clartinyg teallde

© nmponenl 1|nllllp Faileil

L -d'tu i y 17 cuteanukis  vap yu. e sty Pesai !
\nn(-r‘r nEaree ’

172.4%.168, 136° {luwall
AT 6B TR

Hinh PL2. Nokia WAP Gateway Simulator
Tuy thudc vao cAu hinh mang cua minh, ban co thé phai chi ra mot HTTP
proxy server. Chang han nhu néu may tinh ciia ban nam bén trong mot nhom,
Intranet st dung HTTP proxy server nhu 13 gateway dé ra Internet. Néu nhu thé,
chon trén menu cia NWGS tuy chon Setting > Proxy va sau d6 nhap vao tén host va

cong cho proxy trong dialog hién thi nhu bén duéi dy.
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Hinh PL3. Nokia WAP Gateway
Néu ban can thém thong tin vé NWGS, tham khao trong Nokia WAP Gateway
Simulator User’s Guide.

3. Nokia Browser Simulator.

Hinh PL4. Nokia Browser Simulator
NMB 1a mdt cong cu dugc phét trién nham dén cac nha phat trién noi dung
Internet trén di dong, ho mong mudn xem trudc phan ndi dung ciia ho tréng nhu thé

nao trude khi né duge thir trén mot dién thoai cam tay that.
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Sir dung NMB, céc nha phat trién ndi dung c6 thé hién thi bat ky ndi dung
Internet trén di dong nao duoc phat trién dung Nokia Mobile Internet Toolkit
(NMIT), ciing nhu ndi dung tap tin tai cuc b va ndi dung thudng tra trén cac server
Internet va truy cdp vao thong qua ndi két WAP. Céc ndi két WAP c6 thé dugc hinh
thanh thong qua WAP Gateway server hodac qua trinh gia 1ap WAP gateway cua
Nokia (NWGS).

NMB sir dung phan mém Nokia Mobile Browser, phan mém nay dugc Nokia
phat trién dung cho vi¢c trién Kkhai trén cac dién thoai cam tay that. Tuy nhién,
NMB khéng duge thiét ké trong tng véi chirc nang cua bat ky mot thiét bi cam tay
riéng biét ndo ma né chi mé ra mot pham vi méi cho cac nha phat trién Internet trén
di dong theo cong nghé hi¢n nay.

Nokia Mobile Browser c6 thé dugc su dung trong mdt moi truong doc lap dé
nap ndi dung cuc bd hay trén Internet di dong. N6 c6 thé quan 1y tat ca cac dang noi
dung c6 thé duogc tao ra trong NMIT ngoai trir thong diép da truyén thong MMS.
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