QUAN TRI - QUAN LY

AN NINH MANG TRONG KY NGUYEN AI:
RUI RO, NGUYEN NHAN
VA GIAI PHAP POI VI NGUGI DUNG
TRONG DOANH NGHIEP

® PHAM TUAN TRINH
Khoa Cong nghé - Ky thudt, Trudng bai hoc Ba Rja - Vung Tau

TOM TAT:

Trong nhitng nim gin day, tri tué nhan tao (ti€ng Anh 1a artificial intelligence, viét tit 12 AI)

da trd thanh dong luc quan trong thic ddy chuyén ddi s6 trong doanh nghiép, giip ning cao ning
suat, t8i uu hda chi phi va cdi thién trdi nghiém khach hang. Bai viét phan tich cic nguy cd an ninh

mang lién quan Al, dong thdi dé xuat cdc gidi phdp phong ngira. Bao gom ning cao nhin thitc va

dao tao dinh ky cho ngudi dung, xay dung chinh sich st dung Al ro rang, tng dung cong nghé
phong thii thong minh va kiém tra bio mat dinh ky. Su k&t hop giita con ngudi, quy trinh va cong
nghé dudc xé4c dinh 1a chién ludc hiéu qué gitip doanh nghiép chli ddng bdo vé ngudi dung, gidm
thi€u thiét hai va duy tri hoat dong dn dinh trong mdi trudng s6 hda, dap ng thach thic va co hoi

ctiia ky nguyén Al

Tu khéa: an ninh mang doanh nghiép, tri tué nhan tao, rdi ro mang Al, quén tri rdi ro cong

nghé, dao tao nhan thic an ninh.

1. Dit van dé

Trong nhitng nim gan day, tri tué nhan tao (Al)
ndi 1én nhu mot dong lvc quan trong thic diy
chuyén d6i s6 trong doanh nghiép. Cac khio sit
qudc t&€ cho thdy, hon 70% doanh nghiép da tng
dung Al vao nhi€u quy trinh vin hanh nhim ning
cao ning suat, gidm chi phi va cdi thién trdi
nghiém khach hang (McKinsey, 2023). Tai Viét
Nam, B6 Khoa hoc va Cong nghé xdc dinh Al 1a
cong nghé trong tim trong chién lugce chuyén ddi
s6 qudc gia, gép phdn ddi méi mo hinh kinh doanh

va toi wu héa hoat dong doanh nghiép (Bo Khoa
hoc va Coéng nghé, 2023). Tuy nhién, bén canh lgi
ich, Al cling md ra nhiéu rlii ro mdi cho an ninh
mang. Khé ning tao sinh ndi dung, mé phdng hanh
vi va tuf dong phan tich clia Al ¢6 thé bi toi pham
mang 16i dung d€ thuc hién cdc cudc tdn cong tinh
vi hon. Bdo cdo ctia Cuc An toan thong tin (NCSC)
ghi nhin sy gia ting rd rét cia cdc hinh thic tin
cong st dung AI nhu deep fake, email lira ddo cé
nhin héa hay mi doc tw bi€n ddi (NCSC, 2024).
Trong bdi cidnh d6, ngudi dung trong doanh
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nghiép, tf nhan vién vin phong dén cdn bd quéin
ly tré thanh muc tiéu tAn cong hang dau. Sy tinh vi
clia cdc chiéu thitc 1gi dung Al khi€n ngudi dung
dé bi danh lira, dAn dé&n 1o ri dit liéu, gidn doan
hoat dong va thi€t hai tai chinh.

2. Céc rui ro an ninh mang mdéi doi véi nguoi
dung doanh nghiép trong ky nguyén Al

2.1. Deep fake - gia mao giong noi, hinh dnh

Su phat trién manh mé clia cong nghé Al tao
sinh trong nhitng nim gin diy di lam gia ting dang
ké cdc cudc tin cong deepfake nhim vao doanh
nghiép. Cdc md hinh AI hién cé thé tao ra giong
nd6i, khudn mit hodc toan by doan video gia mao
v6i dd chan thuc rit cao, khi€n ngudi ding khé
phén biét that - gid (Chesney & Citron, 2019). Dua
trén cong nghé nay, tdi pham mang trién khai hinh
thiic tAn cdng mao danh lanh dao (CEO Fraud),
trong d6 chding st dung video hoidc cudc goi
deepfake d€ yéu cau nhan vién chuyén tién, cung
cAp thong tin ding nhap hoic chia sé tai liéu mat.
Ngoai ra, deepfake con bi Igi dung d€ tao ra cic
video hoic ndi dung truyén thong gid mao, trong d6
lanh dao hodc doanh nghiép bi gan ghép phat ngon,
hanh vi sai l&ch, tir d6 gay ton hai nghiém trong t6i
uy tin va hinh dnh thuong hiéu trén thi trudng. Mot
s0 bdo cdo an ninh toan cau ghi nhan nhiéu doanh
nghiép da thiét hai tif vai trim nghin d€n hang triéu
USD bdi cac vu lira ddo st dung deepfake nhim
thao ting nhén vién tai chinh hodc nhan vién quan
tri hé thong (Symantec, 2023).

Tai Viét Nam, Cuc An toan thdng tin cling canh
bdo mifc do gia ting clia tAin cong deepfake, dic
biét trong bdi canh cdc nén tdng mang xa hoi va
tng dung Al tao sinh dugc st dung rong rai. Theo
cdc chuyén gia, rli ro nay sé ti€p tuc ting khi tdi
pham mang ngay cang dé dang ti€p cin cdng cu
tao giong ndi va video gia mao (NCSC, 2024). Vi
vay, ngudi dung trong doanh nghiép trd thanh muc
tiéu dic biét dé bi khai thac do thudng xuyén phai
XU 1y céc yéu cAu tir cAp quan 1y va nhitng thong tin
nhay cam.

2.2. Spear-phishing Al

Su phat trién clia cdc md hinh ngdén ngit 16n
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(LLMs) di lam thay ddi dang ké mifc do tinh vi ctia
céc cudc tAn cong spear phishing. Thay vi cac email
lira ddo c6 ndi dung don gidn, sai chinh td va dé
nhédn dién nhu true day, t6i pham mang ngay nay
c6 thé sir dung Al d€ tao ra email v6i vin phong tu
nhién, ngit nghia logic va boi cdnh phit hdp vdi vi tri
cdng viéc cua tling ngudi nhan (Europol, 2023). Mot
s6 mo hinh AI thAm chi c¢6 kh4 ning phan tich hanh
vi ngudi dung, lich st tuong tac hodc dit liéu cong
khai trén mang x3 hdi d€ c4 nhian héa nodi dung
email, tir d6 ting dang k& x4c suit thanh cong cia
cudc tan cong (IBM Security, 2024). Bén canh do,
Al ciing gitp tin tac tu ddong hda quy trinh gii hang
loat email nhim t6i tirng nhém ngudi ding cu thé
trong doanh nghiép ma chi phi gin nhu bang khong.
Diéu nay khi&n s6 lugng va mic do tinh vi clia cdc
cudc tAn cong spear phishing gia ting manh trén
toan ciu. Tai Viét Nam, Cuc An toan thong tin
(NCSC, 2024) ciing canh bao xu huéng lam dung Al
tao sinh d€ san xuit email mao danh bd phan tai
chinh, nhan sy hodc d6i tic nhim danh lira nhan
vién doanh nghiép.

2.3. Tdn cong tu dpng quy mé lon

Su phat trién clia tri tué nhan tao (Al) di gitp
t0i pham mang niang c4p khad ning tdn cong tu
dong héa trén quy mo 16n. Nhd Al hacker c6 thé
tu dong do quét cic di€m y&u trong hé thong, du
dodn mat khau dua trén hanh vi va théi quen cua
ngudi dung, ciing nhu phdt hién sai sét trong cdu
hinh hé thdng nhanh hon nhiéu 1an so véi con
ngudi (Symantec, 2023; Gartner, 2023). Cac cOng
cu Al nay cho phép thyc hién cdc cudc tin cong
lién tuc, c6 muc tiéu cu thé va da dang héa
phuong thifc xAm nhdp ma khong cin sy can thiép
truc ti€p cda hacker, din d&€n nguy cd thong tin
nhay cdm clia ngudi diing bi ddnh cdp hoic bi khai
thdc, ngay cd khi ho tuidn thi ddy di cdc quy tic
bdo mat coban (IBM Security, 2024).

Tai Viét Nam, cdc bdo cdo ciia Cuc An toan
thong tin (NCSC, 2024) cling ghi nhdn xu hudng
ting cdc cudc tdn cong tw dong hda, dic biét nhim
vao hé thong doanh nghiép vira va nhd, ndi cic
bién phdp ki€m sodt an ninh con han ché. Piéu nay
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nhdn manh nhu ciu 4p dung céc gidi phdp phong
thii thong minh, nhu gidm sat hanh vi ngudi duing va
kiém tra 16 hdng dinh ky, nhim gidm thi€u rdi ro tir
céc cudc tdn cong Al quy mo 16n.

2.4. Ro ri dit liéu ti viec sit dung Al thiéu
kiém sodt

Viéc 4p dung cidc cong cu Al, dic biét la
chatbot va nén tdng tao sinh noi dung, dang trd nén
phd bién trong doanh nghiép, hd tr¢ soan thio
email, phan tich tai liéu va tém tit dif liéu ndi bo.
Tuy nhién, néu khong cé co ché kiém sodt chit
ch&, thong tin nhay cdm cta doanh nghiép c6 thé
bi chia sé vd tinh cho c4dc nén ting Al bén ngoai
(Microsoft Security, 2024; Gartner, 2023). Nhiéu
nghién cttu chi ra, viéc nhap dit liéu nhay cdm vao
cdc cong cu Al cong cong cé thé tao ra rii ro ro ri
dit liéu, tir thong tin khach hang d&€n k& hoach kinh
doanh, dic biét khi nén tdng luu trit va xi 1y dir
li€u trén dién todn ddm may hodc bén thit ba (IBM
Security, 2024).

Tai Viét Nam, Cuc An toan thong tin (NCSC,
2024) cing canh bdo nhin vién doanh nghiép
thudng chua dudc dao tao day di vé quy tic sk
dung Al an toan, din d&n nguy cd v tinh ti€t 16 dit
liéu ndi bo. Do d6, doanh nghiép cin thiét 1ap cic
chinh sdch va huéng din rd rang vé viéc st dung
Al dong thdi 4p dung cdc gidi phap kiém sodt dit
liéu, gidm sét truy cAp va ma héa d€ gidm thi€u rii
ro ro ri thong tin nhay cam.

2.5. Tan cong bang md dic duoc tao béi Al

Su phat trién clia AI da lam thay ddi ding ké
céch thiic tao ra va phan phdi ma ddc. Cac cong cu
Al cho phép tin tic tao ma doc nhanh hon, da dang
hon va khé bi phét hién bdi cac hé théng phong vé
truyén thdng (Symantec, 2023). Nhd kha niing
phan tich miu va tw dong hoc tir dif lieu, Al c6 thé
tao ra nhitng bi€n thé ma doc lién tuc thay ddi chir
ky, tr d6 vugt qua céc cd ché phat hién dya trén
mAu (signature based detection) dang dugc nhiéu
doanh nghiép st dung (IBM Security, 2024).

DPic biét, mot s& mod hinh Al ddc hai con c6 kha
ning tu hoc tir cdc ban vd bdo mat va ky thuit phat
hién mdi, tir d6 tao ra bi€n thé ma doc tdi vu d€ né

trdnh co ch€ phong thl cia doanh nghiép (Gartner,
2023). Diéu nay khi€n tdn cong bing ma doc ngay
cang tinh vi, c6 kha ning ty ddng md rong quy md
va tAn cong ddng thdi nhiéu hé thong.

Tai Viét Nam, Cuc An toan thong tin (NCSC,
2024) ghi nhan xu huéng gia ting cdc chién dich
phat tin ma ddc c6 tng dung Al, dic biét trong linh
vuc tai chinh, thuong mai dién t& va doanh nghiép
vira va nhd, nhitng noi thudng c6 hé thdng phong vé
chua dG manh. Cac chuyén gia cinh bdo ma doc do
Al tao ra sé ti€p tuc trd thanh mdi de doa hang diu
néu doanh nghiép khong cap nhat kip thdi cac gidi
phédp an ninh mang hién dai.

3. Nguyén nhan khi€n ngudi dung doanh
nghiép dé bi tdn thuong

3.1. Thiéu nhdn thiic vé riii ro tit AI

Mot trong nhitng thach thitc 16n nhit doi véi
doanh nghiép trong ky nguyén Al 1a nhén thiic han
ch& clia nhin vién vé cdc rii ro an ninh mang lién
quan dén Al Nhiéu nghién ctu chi ra phin 16n
nhan vién chua dugc dio tao bai ban dé nhan biét
va xtt 1y cdc moi de doa tir Al bao gdm deepfake,
lira ddo spear-phishing do Al tao ra, hodc cac
phuong thitc khai thiac dir liéu nhay cdm qua cong
cu Al tao sinh (Europol, 2023; IBM Security, 2024).

Sy thi€u hiéu bi€t nay din d&€n nguy cd nhin
vién vo tinh tré thanh mit xich y€u trong chudi an
ninh mang, dé bi lira ddo, chia sé thong tin nhay
cam hodc thuc hién cdc hanh dong lam ting rdi ro
bdo mat. Tai Viét Nam, Cuc An toan thong tin
(NCSC, 2024) ciing cinh bio nhiéu nhin vién
doanh nghiép chua nim dudc cdch sit dung Al mot
cich an toan, tir viéc ki€m sodt dir liéu nhdp vao
cdc nén tdng Al d€n nhan dién email hoic cudc goi
gid mao. Viéc ning cao nhan thic va dao tao bai
ban vé rdi ro Al trd thanh yéu cau cap thi€t d€ gidm
thiéu cdc sy ¢d an ninh mang lién quan Al trong
doanh nghiép.

3.2, Ap luc cong viéc va su phu thudc vao
cong nghé

Trong moi trudng doanh nghiép hién dai, ap
luc cong viéc cao khi€n ngudi dung thudng phai
Xt 1y thong tin nhanh chéng, din dén viéc khong
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dd thdi gian d€ xdc thuc noi dung va d& tin vao
cdc email, cong vian hodc thong bdo “trong cé vé
chinh x4dc” (Europol, 2023). Su phu thudc ngay
cang ting vao cong cu sd va Al tao sinh con lam
gia ting tinh thuyé&t phuc clia cdc thong tin gid
mao, tr d6 gidm khé ning nhan dién rdi ro cla
nhan vién (IBM Security, 2024; Microsoft
Security, 2024).

Céc nghién cttu chi ra ring khi ngudi dung phdi
xtr 1y khdi lugng 16n thdng tin trong thdi gian
ngin, kh4 niing nhin biét cdc dau hiéu cdnh bdo
nhu email gid mao, ndi dung deep fake hoic cdc
yéu cau truy cip trdi phép s& gidm ding ké
(Symantec, 2023). Tai Viét Nam, Cuc An toan
thong tin (NCSC, 2024) ciing nhan manh 4p luc
cong viéc k&t hop véi thi€u dao tao vé Al va bio
mat 1a nguyén nhan khi€n ngudi ding dé rd
thanh muc tiéu tdn cong mang, tir d6 1Am ting
nguy co 1o i dit liéu va tdn that tai chinh trong
doanh nghiép.

3.3. Thiéu quy trinh qudn tri riii ro lién quan AI

Mot thiach thic quan trong khiac trong doanh
nghiép 1a thi€u cdc quy trinh quén tri rii ro cu thé
lién quan d&n Al Nhiéu doanh nghiép hién nay chi
4p dung chinh sidch bdo mat truyén thdng, tip trung
vao kiém sodt truy cap, bdo vé hé thong va dit lieu
theo cdc tiéu chuén cii, ma chua xiy dung huéng
din chi ti€t vé viéc sit dung Al trong cong viéc,
kiém sodt dit liéu dwa vao cac cdng cu tao sinh, hay
qudn 1y rai ro tir tw dong héa (Gartner, 2023; IBM
Security, 2024).

Theo bdo cdo ciia Cuc An toan thong tin (NCSC,
2024), viéc thi€u quy trinh quén tri rii ro Al din
dén nhiéu hé qud nhu ro i dit liéu nhay cdm, tdn
cong spear-phishing hiéu qua hon, va ma doc Al
khé phét hién. Pong thdi, Europol (2023) ciing chi
ra ring cdc doanh nghiép khong c6 chinh sich Al o
rang thudng trd thanh muc tiéu ctia cic chi€n dich
tdn cong ty dong héa va mao danh. Do dé, viéc xay
dung huéng dan, chinh sich va quy trinh quan 1y rdi
ro Al 1a budc cin thi€t d€ bdo vé ngudi ding va
giam thiéu thiét hai tiém &n tir cic cudc tin cong
mang hién dai.
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4. Giai phap nang cao an ninh mang cho ngudi
dung doanh nghiép trong ky nguyén AI

4.1. Dao tao nhdn thiic an ninh mang gdn
voi Al

D& giam thiéu rti ro tir cac mdi de doa Al, doanh
nghiép can trién khai chuong trinh dao tao nhan thic
an ninh mang chuyén biét, tich hgp cac ndi dung lién
quan dé&n Al Céc ndi dung can bao gom:

< Nhan dién deepfake: huéng din nhan vién
phén biét video, hinh dnh va giong néi gid mao do
Altaora.

# X ly email ho#c tin nhin nghi ngd st dung
Al: cung cip k¥ ning phin tich va ki€m chiing
thong tin trudc khi thyc hién hanh dong.

% Nguyén tic st dung Al an toan: xac dinh
pham vi va céch thiic st dung ciac cong cu Al
trong cong viéc, tranh lam dung hodc nhap dir liéu
nhay cam.

% Quy tic bdo mat khi nhap dir liéu vao
chatbot/Al: huéng din cdch bdo vé thong tin nhay
cam, ma héa dit licu va kiém sodt truy cap.

% Pao tao dinh ky va md phdng tin cong: t&
chifc cdc bai tap thuc hanh, gid 1ap tinh huéng tin
cong Al d& ning cao kha ning phan tng va nhin
dién moi de doa cta nhan vién (IBM Security,
2024; NCSC, 2024; Europol, 2023).

Viéc dao tao lién tuc va thyc hanh dinh k¥
khong chi nidng cao nhén thic, ma con gidp xay
dung vidn héa an ninh mang trong doanh nghiép,
gidm nguy co rd i dit liéu, tAn cong spear#phishing
va céc hinh thifc tAn cong dua trén Al

4.2. X4y dung chinh sdch sit dung Al trong
doanh nghi¢p

Pé quan tri rGi ro lién quan dén Al, doanh
nghiép can thiét 1ap chinh sach st dung Al rd rang
va chi ti€t, bao gdm cic ndi dung chinh sau:

< Danh muc cong cu Al dudc phép st dung: xac
dinh cdc nén tdng, phan mém hoic dich vu Al dugc
phé duyét dé€ ddm bio an toan va tuin thi phap luat.

% Quy dinh vé dit lieu nhap vao Al: néu rd loai
dir liéu nhay cdm hodc ndi dung bi mat khong dugc
phép dua vao cic cong cu Al, nhim trdnh ro ri
thong tin doanh nghiép.
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% Kiém sodt, luu trit va theo ddi truy cap: 4p
dung cdc bién phdp gidm sit, phAn quyén va mi
hoéa dir liéu khi st dung Al, ddm bao chi ngudi ding
dugc phép méi c6 thé truy cap va chinh sira dit lidu.

% Quy trinh x{¥ 1y su ¢d: xAy dung huéng din chi
tiét vé cach phan tng khi x4y ra ro ri dit liéu hoic
cdc sy ¢ an ninh lién quan dén Al, bao gdm thong
béo, danh gid rii ro va khic phuc (Gartner, 2023;
IBM Security, 2024; NCSC, 2024).

Viéc dp dung chinh sidch nay giip doanh
nghiép gidm thi€u rii ro bdo mat, ki€m sodt viéc
st dung Al trong mdi trudng 1am viéc, dong thdi
ning cao hiéu qua van hinh ma vin dim bdo an
toan thong tin.

4.3. Ung dung AI dé phong thii

Trong bdi cdnh cdc mbi de doa mang st dung Al
ngay cang tinh vi, doanh nghiép c6 thé tin dung Al
nhu mot cong cu phong thi chi dong. Céc gidi phap
phong thi dya trén Al bao gom:

< Hé thong phat hién bat thudng dua trén hanh
vi (Behavioral Analytics): st dung cdc mo hinh
AI/ML @& phan tich hanh vi truy cAp, nhan dién céc
hoat dong bat thuding hoic ddng ngd trong hé thdng
(IBM Security, 2024).

% Cong cu kiém sodt truy cip thong minh: 4p
dung AI dé phan quyén tu dong, theo doi truy cap
va phdt hién truy cap trdi phép nhim ngén chin rti
ro tir bén trong (Gartner, 2023).

< Hé thong cdnh bio sém tdn cong (Early
Threat Detection): tri€n khai Al d€ nhan dién cdc
ddu hiéu tdn coOng mang, spear-phishing hodc ma
ddc true khi ching giy ra thiét hai thuc t&
(Symantec, 2023; Microsoft Security, 2024).

St dung Al cho phong thi khong chi 1a giai phdp
k§ thuat cAn thi€t, ma con 1a xu huéng tit yéu khi
céc cudc tan cong dua trén Al ngdy cang manh mé
va da dang. Viéc tich hgp Al vao hé thong phong
vé gitp doanh nghiép ting khd ndng phan wng,
gidm thiéu thiét hai vA ning cao mic do bdo mat
tong thé.

4.4. Tang cuong xdc thuc da lop (MFA)

Viéc trién khai xdc thuc da 16p (Multi-Factor
Authentication - MFA) 1a mot trong nhitng bién

phdp bdo mat cd ban nhung cuc ky hiéu qua. MFA
gitip gidm dang ké i ro tlf cac cudc tAn cong dodn
mit khiu, ddnh cip danh tinh hodc truy cip trdi
phép, ngay cé trong bdi canh cdc mdi de doa dua
trén Al ngay cang tinh vi (IBM Security, 2024;
Gartner, 2023). Biing cdch yéu cau nhiéu yé&u t&
xdc thuc - ching han mat khiu, ma OTP, sinh tric
hoc, MFA ddm bdo ring chi ngudi dung hdp phéip
m&i c6 thé truy cip hé thdng, ning cao mifc do bio
vé ditliéu va thong tin nhay cdm cla doanh nghiép.

4.5. Kiém tra, ddnh gid bdo mat dinh ky

P& duy tri an ninh hé théng, doanh nghiép
cAn thuc hién kiém tra va danh gid bdo matdinh ky,
bao gom:

% Ra soat 186 hong hé thong dé€ phat hién cic
diém y&u mdi.

% Kiém tra quyén truy cip va xdc nhin ngudi
diing chi ¢6 quyén can thiét.

< Pdnh gid nhat ky hoat dong nhim phét hién
cac hanh vi bat thudng.

« Thir nghiém tin cong gid 1ap (penetration
testing) d& mo phdéng cic kich bdn xAm nhap thuc
t€ va ki€m tra kha ning phong thi cta hé thong
(Symantec, 2023; Microsoft Security, 2024).

Hoat dong ki€m tra dinh ky khong chi gitp phat
hién va khic phuc 18 hdng kip thdi, ma con ting
khd niing tng phé trudc cdc cudc tin cong dya trén
Al bdo vé ngudi dung va dir liéu nhay cdm trong
doanh nghiép.

5.Kétluan

Trong ky nguyén tri tué nhan tao (AI), doanh
nghi€p dang ding trudc cd hdi va thach thic song
song. Al mang lai nhiéu 1¢i ich quan trong, gitp
t6i wu héa quy trinh van hanh, nAng cao ning suit
lao dong, gidm chi phi va cai thién trdi nghiém
khach hang. Cic cong cu Al tao sinh, phan tich
dit liéu I6n va ty dong héa cho phép doanh nghiép
ra quyét dinh nhanh chéng va chinh x4c hon, tir d6
thic diy qud trinh chuyén d6i s6 va nang
cao ndng lyc canh tranh. Tuy nhién, bén canh
nhitng 1¢i ich nay, Al cling tao ra cdc rdi ro an ninh
mang v6i mic do tinh vi chua tiing c6. Nhitng
cudc tin cong dua trén Al, bao gdm deepfake,
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spear-phishing dugc cd nhan héa, ma ddc ty hoc
va tin cdng tu dong hdéa quy mo 16n, dang gia ting
manh mé, tdc dong truc ti€p d€n ngudi dung trong
doanh nghiép - nhitng nhan vién truc ti€p thao tac
dit liéu va vin hanh hé thong. Nhan vién tr§ thanh
“mit xich y&€u” néu thi€u nhin thic vé cic rii
ro nay, din dén khd ning bi lira ddo, ro ri dir
liéu nhay cdm hodc gidy gidn doan hoat dong
doanh nghiép.

DPé& chii dong bdo vé ngudi dung va gidm thiéu
thiét hai, doanh nghiép can trién khai chién lugc
toan dién, k&t hgp gilta con ngudi, quy trinh va
cong nghé.

Truéc hét, ning cao nhin thic clia nhan vién
thong qua dao tao dinh ky vé Al va an ninh mang,
huéng din nhan dién deepfake, xi ly email nghi
ngd st dung Al va 4p dung nguyén tic bdo mat khi
tuong tic v6i cong cu Al, 1a budc di quan trong dé
gidm thiéu rii ro.

Thit hai, xiy dung chinh sich st dung Al rd

TAILIEU THAM KHA O:

rang gitp ki€m sodt cong cu, dif liéu va quyén truy
cap, ddng thdi thi€t 1ap quy trinh x¥ 1y su c6 khi X3y
ra 1o ri hodc tdn cdng.

Thit ba, (ing dung cdng nghé phong thd dua
trén Al nhu hé thdng phdt hién bat thudng, cinh
bdo sém va ki€m sodt truy cap thong minh gitip
doanh nghiép phat hién va ngin chin cic mdi de
doa ty dong.

Cudi cing, viéc kiém tra, dinh gid bdo mat dinh
ky, bao gdm ra sodt 16 hong, thit nghiém tan cong
gid 1ap va ddanh gia nhat ky hoat dong, ddm bao céac
diém y&u mdi dugc phat hién va khic phuc kip thdi.
Thong qua viéc két hgp ddng bo cdc bién phip
trén, doanh nghiép khong chi gidm thi€u rii ro ma
con x4y dung vin héa an ninh mang bén vitng, duy
tri hoat ddng &n dinh va ning cao kha ning tng phé
trudc cdc mdi de doa Al ngay cang tinh vi, tir d6
ddm bédo an toan dit liéu va 1¢i ich 1au dai trong moi
trudng sd hda hién dai (IBM Security, 2024; NCSC,
2024; Gartner, 2023) ®
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ABSTRACT:

In recent years, artificial intelligence (Al) has emerged as a central driver of enterprise digital
transformation, enhancing productivity, optimizing costs, and improving customer experiences.
At the same time, the growing adoption of Al has introduced increasingly complex cybersecurity
risks related to data privacy, system integrity, and operational continuity. This study examines the
major cybersecurity risks associated with Al deployment in enterprises and analyzes
corresponding preventive approaches. The analysis emphasizes the importance of integrating
human awareness, organizational processes, and technological solutions, including user
education and training, clearly defined Al governance policies, the application of intelligent
security technologies, and regular security assessments. Such an integrated approach enables
organizations to proactively protect digital assets, reduce potential damage from cyber threats,
and maintain stable and resilient operations in an increasingly digitalized business environment.
By addressing cybersecurity challenges alongside technological innovation, enterprises can
better leverage Al while ensuring data protection and long-term business sustainability.

Keywords: enterprise cybersecurity, artificial intelligence, Al-related cyber risks, technology
risk management, security awareness training.
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