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VE TAC GIA

© Jimmy Chalk

i’”/ ,

Glenn Greenwald 1a tac gia ctia vai cudn sach ban chay nhat nudc My, bao gdm Thé nao 1a Luat
Yéu nudc? (How Would A Patriot Act) va Di san Bi thuong (A Tragic Legacy). Pugc to Atlantic
dua 1én nhu mdt trong 25 nha binh luan chinh tri c6 dnh hudng nhét, Greenwald 14 cuu luat su vé
lut hién phap va cac quyén dan sy. Ong timg phuy trach mot chuyén muc cho to Guardian va céc tac
pham cta ong dd xut hién trén vo sd bao va tap chi tin tirc chinh tri, bao gdm ca to New York
Times va Los Angeles Times. Vao thang 02/2014 6ng di khoi xuéng mot t6 chirc phuong tién méi,
Fist Look Media.

Hay theo ong trén Twitter tai @ggreenwald.

CUNG CUA GLENN GREENWALD
+  Luat Yéu nudc 1a thé nao?
* Di san bi thuong
* Nhiing ké dao duc gia 16n nguoi My

+  Véi tu do va cong 1y cho mot sd
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Cudn sach nay danh cho tat ca nhirng ai d tim cach roi
anh sang vao cac h¢ théng giam sat 6 at bi mat cua
chinh phit My, dic biét cho nhitng nguoi thoéi coi diing
cam d3 mao hiém sy tu do cta ho dé lam thé.
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Chinh phu My da lam hoan hao mdt kha nang cong
ngh¢ cho phép chung ta theo do1 cac thong di€p di qua
khong trung... Kha nang d6 bat ky lac nao ciing co thé
quay lai v61 nhitng ngudi My, va khong ngudtr My nao
c6 thé c6 dugc bat ky tinh riéng tu nao duoc dé lai, thi
do 1a kha nang theo doi moi diéu - cac cudc hoi thoai
qua dién thoai, khong 1a van dé gi. C6 1& khéng con co
noi ndo dé an nap nira.

- Thuong nghi s§ Frank Church, Chu tich, Uy ban Bau
chon Thuong vién vé Nghién ctru cac Hoat dong cua
Chinh phu véi Luu ¥ vé cac Hoat dong Tinh bao, 1975
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GIOI THIEU

Vao mua thu nim 2005, khong c6 nhiéu ky vong 16n lao trén duong di, t6i dd quyét dinh tao ra mot
blog chinh tri. T6i dd c6 mét it y twong khi d6 vé viée liéu quyét dinh nay cudi cung co thé thay d6i
cudc sdng cua t6i dugc bao nhiéu. Pong luc co ban cua toi timg 13 t6i dd ngdy cang tré nén bj canh
béo tir cac 1y thuyét ctia nhitng ngudi cuc doan va cip tién rang viée viét vé cac van dé nhu vay co
thé cho phép t6i thuc hién anh huong rong 16n hon ma ti c6 thé trong sw nghiép sau nay cia toi
nhu mot luat su theo hién phap va cac quyén dan su.

Chi 7 tuan sau do6 t6i di bat dau viét blog, khi t& New York Times da 1am xon xao du ludn: vao nim
2001, nd dd néu, chinh quyén Bush di bi mat ra 1énh cho Co quan An ninh Qudc gia - NSA
(National Security Agency) dé nghe 1én céc giao tiép truyén thong dién tir ciia nhitng ngudi My ma
khong ¢ 1énh cho phép duogc luat chdng toi pham phit hop yéu cau. Vao thoi diém ma didu do6 bi
tiét 10, viéc nghe 1én khong c6 Iénh cho phép nay da va dang tién hanh duoc 4 nam rdi va di nhim
vao it nhit vai ngan nguodi M.

Chu dé do tung 1a mdt sy hdi tu tuyét voi ddi v6i niém dam mé cua toi va su tinh thong cua toi.
Chinh phu d3 c6 chimg minh chuong trinh bi mat cia NSA bang viéc vién t6i chinh xac dang ly
thuyét cuc doan vé sttc manh thue thi ma di tao dong luc cho t61 dé bét dau viét: luu v réng mbi de
doa cta chu nghia khiung b6 da trao cho tong théng hau nhu quyén khong han ché dé lam bat ky
diéu gi dé “giir cho dan tdc dugc an toan”, bao gdm ca quyén dé vi pham luat. Cudc tranh luan tiép
theo di kéo theo nhitng cau hoi phuc tap vé ludt theo hién phap va su giai nghia theo luat dinh, ma
co s& phap 1y cua t6i di trao cho t6i co hdi phu hop dé dé cap toi.

T6i d3 bo ra 2 nam tiép sau dé cdp toi timg khia canh cta vu lam xum nghe 1én khong c6 1énh cho
phép ciia NSA, trén blog ciia t6i va trong mot cudn sach ban chay nhat nim 2006. Quan diém cia
t6i timg thang than: bang viéc ra 1énh nghe 1én bat hop phép, tong théng da pham t6i va nén bi truy
clru trach nhiém vi chiing. Trong khong khi chinh tri hiéu chién va ngdt ngat ngay cang gia ting &
My, diéu nay da chimg minh 1a mét 1ap trudng giy tranh cdi manh mé.

Chinh nén tang co so nay da nhéc nhé Edward Snowden, vai nim sau, chon t6i nhu 1a nguoi lién hé¢
dau tién cua anh ta cho viéc tiét 16 nhiing viéc lam sai trdi cia NSA trong mdt pham vi tham chi con
b at hon. Anh ta d4 néi anh ta da tin tuong 14 toi c6 thé dugc tinh t6i dé hiéu dugce nhimg mdi nguy
hiém cua su giam st d at va bi mat nha nudc cuc doan, va khong 1ui budc khi ddi mat vai ap luc tur
chinh phti va nhiéu dong minh cta chinh phu trong gi6i truyén thong va ca ¢ nhimg noi khac nita.
S6 luong phi thuong céc tai liéu tuyét mat ma Snowden da chuyén cho t6i1, cung véi bi kich cao do
xung quanh ban than Snowden, di tao ra sy tha vi chua ting thay khip thé gidi trong méi de doa
giam sat dién tir 6 at va gia tri cta tinh riéng tu trong ky nguyén sb. Nhung nhiing vin dé nim bén
dudi di va dang mung mu tir nhidu nim, phan 16n trong bong tdi.

Chéc chén, s& c6 nhiéu khia canh doc nhat vo nhi dbi voi sy tranh cai hién hanh vé NSA. Cong
nghé by gio da cho phép mot dang giam sat tran ngdp khip moi noi ma trude d6 chi co trong lanh
dia ctia nhitng nha van viét chuyén khoa hoc vién tuwong giau tri tuong twong nhat. Hon nita, su
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stng kinh an ninh trén hét cta nhitng nguoi My sau su kién ngay 11/09 da tao ra mot moi trudng
didc biét thuan loi dé lam dung strc manh. Va nho su diing cdm ctia Snowden va su loi 16ng tuong
dbi cua viéc sao chép cac thong tin s, chung ta c6 mdt cai nhin truc tiép khong gi bang vao cac chi
tiét vé cach ma hé théng giam sat do thuc té van hanh.

Hon nita, trong nhiéu luu ¥ cac van dé ma cdu chuyén cua NSA di lam ddy 1én duoc cong hudng
v6i vo sb cau chuyén tir qua khir, kéo nguoc lai xuyén khap cac thé ky. Qua thuc, phan d6i vé su
can thiép cua chinh phu ddi voi tinh riéng tu timg 13 mot yéu td chinh trong sy thiét 1ap ban than
nuéc My, nhu nhitng nguoi thue dan My timg phan ddi ludt cho phép cac quan chirc Anh luc soat
bat ¢ lic nao bat ky ngdi nha nao ma ho mudn. Piéu d6 timg 14 hop phap, nhitng ngudi thuc dan
da dong y, cho nha nuéc co duge cac 1énh cho phép dic biét, co chu dich dé luc soat cac ca nhan
khi c6 bang ching d¢ thiét 1ap 1y do c6 thé dbi véi viéc 1am sai trdi cua ho. Nhung céc 1énh cho
phép chung chung - vén di 13 bat hop phap.

Stra d6i bd sung sé 4 da luu giir y tuong nay trong luat M. Ngon ngit cia né 1a 16 rang va co dong:
“Quyén cua moi nguoi ¢6 an ninh dbi voi than thé, nha cura, giéy t& cia ho, va két qua, chéng lai
nhiing lyc soat va bat giir khong c6 1y do, s& khong bi vi pham, va khong 1énh cho phép nio s& ban
hanh, ma dwa vao 1y do c6 thé, duoc 10i tuyén thé hodc khang dinh hd tro, va ddc biét mo ta noi s&
bi luc soat, va nhiing ngudi hoac dd vat b bét gitt”. Trén tat ca, da tung ¢6 y dinh bai bé vinh vién &
nuéc My sitc manh cua chinh phu dé bét cic cong dan ciia minh chiu su giam sét suy rong, khong
¢o tinh nghi.

Su xung dot vé giam st trong thé ky 18 da tap trung vao luc soat nha cira, nhung khi cong nghé da
tién hoa, thi sy giam sat da tién hoa cung voi nd. Vao gitra thé ky 19, khi sy lan tran cua duong sat
d3 bat dau cho phép phan phdi thur ré va nhanh, thi viéc mé thu 1én lat cia chinh phu Anh di gy ra
mot vu lum xum chinh & nude Anh. Vao cac thap ky dau cua thé ky 20, Cuc Diéu tra cia My (US
Bureau of Investigation) - tién than cua Cuc Piéu tra Lién bang - FBI (Federal Bureau of
Investigation) ngay nay - tung sir dung nghe 1én, cung vdi viée theo doi thu va nhiing nguodi cung
cAp tin, dé kiém soat chat ch& nhitng nguoi chong lai cac chinh sach cua chinh phit My.

Bit ké ky thuat dic biét gi co lién quan, sy giam sat d at theo lich sir da ¢ vai thudc tinh bat bién.
Ban ddu, né ludn 1a nhitng ngudi bat dong chinh kién va duoc cach li ra khoi sy phat trién xa hoi
ctia nude d6, nhimg ngudi mang ganh ning cta sy giam sat, dan dit nhimg ngudi ma tng ho chinh
phu hodc chi 1a thd o tin tudng sai 1am 14 ho dwoc mién trir. Va lich st chi ra rang chi 1a sy ton tai
cua mot b may giam sat b at, bat ké cach ma no duoc st dung, ban than no 1a du dé bop nghet sy
bét déng chinh kién. Toan thé cong dan ma nhan thic dugc viéc ludn bi theo ddi s€ nhanh chong tré
thanh toan thé cong dan phuc ting ménh 1énh va so hii.

Cuoc diéu tra gitta nhitng nam 1970 cua Frank Church trong viéc gian di¢p cua FBI da théy mot
cach sbc rang co quan d6 dd gan nhin cho mot nira triéu cong dan My nhu 13 “c6 tinh 1at d6” tiém
ning, thuong xuyén gian diép moi ngudi thudn tay chi dua vao niém tin chinh tri caa ho. (Danh
sach cac muc tiéu cua FBI da trai tor Martin Luther King cho t&i John Lennon, tir phong trao tu do
ctia phu nir cho t6i X3 hoi chéng cong san ctia John Birch). Nhung bénh dich lam dung giam sat 1a
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duy nhét khic nghiét ddi véi lich sir cua nhitng nguoi My. Nguoc lai, gidm sat d at 14 sy cam dd van
ning ddi voi bat ky sirc manh vo luong tdm ndo. Va trong timg truong hop, dong luc 13 y hét nhau:
dan 4p bat dong chinh kién va ap dit tuan th.

Giam sat vi thé hop nhat cac chinh phu ciia cac tin diéu chinh tri khac nhau dang ké. Vao dau thé ky
20, cac dé quéc Anh va Phap da tao ra cac cuc giam sat dac biét dé 1am viéc véi cac mbi de doa cua
cac phong trao chéng thuc dan. Sau Chién tranh Thé gi6i 2, B6 An ninh Nha nuéc Pong Dtc, ndi
tiéng dugc biét nhu 1a Stasi, di tré thanh biéu twong véi su tham nhap trai phép ctia chinh phu vao
cudc sdng ca nhan. Va gan day hon, khi cac cudc chong dbi ctia nhan dan trong Mua xuén A rap da
thach thirc tiém quyén cta cac nha ddc tai, thi cac ché do & Syria, Ai cap, va Libya tit ca déu tim
cach gian diép bang viéc sir dung Internet dbi nhitng nguoi bat dong chinh kién trong nude.

Céc diéu tra nghién ctru ciia Bloomberg News va Tap chi Phé Uon (Wall Street Journal) da chi ra
rang khi cac ché do doc tai d6 bi nhimg ngudi phan d6i 14n at, ho theo nghia den da di mua sam cac
cong cy giam sat tir cac cong ty cong nghé phuong Tay. Ché do Assad cua Syria dd cdy nho t6i cac
nhan vién tir cong ty gidm sat Area SpA ciia Y, nhitng ngudi dugc néi rang nhitng ngudi Syria “cip
béach can theo ddi moi nguoi”. Tai Ai c@p, canh sat bi mat cua Mubarak da mua céc cong cu dé tham
nhdp ma hoa Skype va nghe 1én céc cudc goi ciia cac nha hoat dong xa hoi. Va ¢ Libya, nhu Tap chi
Ph6 Uon da néu, cac nha bao va nhiing nguoi ndi diy di vao duwoc mot trung tdm giam sat cua
chinh phu trong nam 2011 va di thay “mot birc twong céc thiét bi mau den co kich thude bang chiée
ta lanh” tir cong ty giam sat ciia Phap Amesys. Thiét bi “da kiém tra giao thong Internet” ctia nha
cung cép dich vu Internet chinh cua Libya, “mé& cac thu dién tir, doan cac mat khéu, rinh mo cac
cudc chat truc tuyén va 1ap ban dd cac két ndi giita nhitng nguoi bi tinh nghi khac nhau”.

Kha ning nghe 1én cac giao tiép truyén thong ctia moi ngudi trao sttc manh bao la cho nhitng ngudi
tién hanh no. Va trir phi sttc manh nhu vay nam trong su kiém tra véi su hiéu thiu va trach nhiém
giai trinh manh 1iét, n6 hau nhu chic chin s& bi lam dung. Ky vong viéc chinh pha M§ van hanh bo
may giam sat O at trong su bi mat hoan toan ma khong c6 con mdi nio roi vao su cam db cia no 1a
nguoc voi moi vi du lich sir va tit ca cac bang ching san co vé ban chét ty nhién ciia con ngudi.
Qua thyc, tham chi trude cd nhitng tiét 16 ctia Snowden, d3 1a o rang roi réng viée ddi xir voi nude
M§¥ vi bat ky 1y do gi nhu mot ngoai 1é vé van dé giam sat 1a mot quan diém ngiy tho cao d9. Vao
nam 2006, trong mot cudc diéu tran cua quéc héi mang tén “Internet ¢ Trung Quéc: Mot cong cu
cho Ty do hay Pan 4p?”, cac dién gia da lan luot 1én 4n cac cong ty cong nghé My vi gitp Trung
Qudc dan ap bat dong chinh kién trén Internet. Christopher Smith (R-NJ), nghi s§ qudc hoi chu tri
cudc diéu tran, da so sanh tap doan Yahoo! véi canh sat mat cua Trung Quéc dé trao Anne Frank
cho bon Phat xit. D6 timg 1a mot bai dién thuyét trudc dam déng, mot trinh dién dién hinh khi cac
quan chirc My néi vé mot ché do khong phu hop véi nude My.

Nhung thdm chi nhitng ngudi tham dy cta qudc hoi ciing khong thé giup luu ¥ duoc rang cude didu
tran ngdu nhién da dién ra chi 2 thang sau khi t& New York Times da tiét 10 viéc nghe 1én khong 16 &
trong nuéc ma khong c6 1énh cho phép duge chinh quyén Bush trién khai. Cling v6i nhiing tiét 10
d6, viéc vach mat cac nudc khac vi trién khai giam sat trong nudc cia riéng ho xem ra kha 13 rdng
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tuéch. Pai dién Brad Sherman (D-CA), ndi sau Dai dién Smith, da luu y rﬁng cac cong ty cong nghé
dang duoc noi dé phan khang lai ché d6 ctia Trung Qudc ciing nén than trong luu ¥ chinh phu cia
riéng ho. “Néu khac”, 6ng di canh bao trude, “trong khi nhirg ngudi ¢ Trung Quéc co 18 thiy tinh
riéng tu ctia ho bi vi pham theo nhiing cach thirc tan ac nhit, thi ching ta ¢ day & nudc My co 18
cling thay rang c6 18 mot sé tong thong trong twong lai s& khang dinh nhiing giai thich rat rong d6
ctia Hién phap 13 duoc doc thu dién tir cia chiing ta, va t6i thich nd khong xay ra hon khi khong c6
Iénh cia mdt toa an”.

Vai thap ky qua, ndi so hii chu nghia khung bd - duoc d6t 1én nho nhitng théi phong kién dinh
trude sau nhu mot vé mdi de doa thue sy - dd duge cac nha lanh dao nude M7 khai thac dé ching
minh cho mét dai rong 16n cac chinh sach cuc doan. Piéu d6 da dan tdi cac cude chién tranh xam
lwge, mot ché do tra tin khap thé gidi, va sy cam tu (va tham chi 4m sat) ca nhimg ngudi cua cac
nude khac va cac cong dan My ma khong c6 bat ky su két an nao. Nhung hé thdng giam sat khong
can nghi ngd, bi mat va ¢ dau cling 6 ma né da sinh soi ndy nd c6 thé rat tot hoa ra 1a di san dai lau
nhit ctia nd. Diéu nay 1a nhu vay vi, bat chip tt ca cac twong dong lich st, ciing ¢ mot kich c&
moi thye sy cho vy lum xum gidm sat hién hanh cia NSA: bay gio vai tro duoc Internet dong trong
cudc séng hang ngay.

Dic biét dbi voi thé hé tré hon, thi Internet khong chi 1a thir gi d6 dung mot minh, mdt mién céach li
noi ma mot it chirc ndng cta cude séng duoc trién khai. N6 khong chi 1a cai buu dién cia chung ta
va dién thoai cta ching ta. Thay vao do, no6 la tam chin thé gidi cua chling ta, 1a noi ma hau hét moi
didu duoc thuc hién. D6 1a noi ma ban bé duge hinh thanh, 12 noi ma cac cudn sach va cac b phim
s& duoc chon, 13 noi ma cac hoat dong chinh tri xa hoi s& duoc t chirc, 13 noi ma hau hét cac dix
liéu riéng tu dugc tao ra va luu trit. N6 14 noi ma ching ta phat trién va thé hién ca tinh va sy tu
giac cua chung ta.

Bién mang d6 thanh mot hé thong giam st O at ¢6 nhimng tic dong khong gidng nhu nhiing tac dong
cua bat ky chuong trinh giam sat nha nude trude d6 ndo. Tat ca cac hé thdng giam diép trude kia
nhat thiét ting bi han ché hon va c6 kha ning tranh dugc. Pé cho phép giam sat nim dugc gbc ré
trén Internet ¢ thé c6 nghia 14 phai chiu hau nhu tit ca cac dang tuong tac clia con ngudi, viée 1én
ké hoach, va tham chi tu nghi vé su kiém tra ctia nha nudc mot cach toan dién.

Tir thoi diém ma no 1an dau bat dau duoc st dung rong rai, Internet da duoc nhiéu nguoi xem nhu
1a viéc chiém hitu mot tiém ning to 16n khac thuong: kha ning giai phong hang trim tridu nguoi
bang viéc dan chi héa dam luan chinh tri va tan dung san choi binh dang giita c6 quyén va khong
¢6 quyén. Tu do Internet - kha ning dé str dung mang ma khong c6 cac rang budc, kiém soét xa hoi
hodc nha nudc, va ndi s¢ hai tran lan - 1a trong tam dé hoan thanh 161 htra 6. Viéc bién Internet
thanh mot hé thong gidm sat vi thé lay di tiém ning c6t 18i cua né. T¢é hon, diéu d6 bién Internet
thanh mot cong cu dan &p, de doa tao ra vii khi thim nhap cua nha nudc dan &p va cuc doan nhat ma
lich str loai nguoi timg thay.

D6 1a nhitng gi ma cac tiét 16 cia Snowden 1a quéa gy choang vang va qui quan trong song con.
Bang viéc dam tiét 16 cac kha ning giam sat dang kinh ngac ctia NSA va tham chi nhitng tham vong
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gdy kinh ngac nhét cta nod, anh ta da 1am 16, voi nhitng tiét 16 do, rﬁng chung ta hdy dung lén & mot
giao 19 lich sir. Ky nguyén sb s& dan dét t6i sy giai phong ca nhan va cac quyén ty do chinh tri ma
Internet 14 doc nhat c6 kha ning dan dit hay khong? Hay nd s& mang lai mot hé théng giam sat va
kiém soat c6 mat & khép moi noi, vugt ra khoi nhitng giéc mo thdm chi cua nhiing tén bao chtia 16n
nhat trong qua khu? Ngay bay gio, ca 2 con duong d6 déu c6 thé. Cac hanh dong cia ching ta s&
xéc dinh chiing ta s& két thuc ¢ dau.
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Chuong 3. Thu thap tat ca

Kho luu trit cac tai liéu ma Edward Snowden di swu tip da gdy choang vang ca vé kich ¢& 1an pham
vi. Tham chi nhu ai d6 da trai qua nhiéu nim viét vé cac mébi nguy hiém cua giam sat bi mat My, t6i
thiy su ménh mong khong 16 ctia hé thong gian diép that su gdy sdc, tit ca con hon thé vi né rd rang
ting dugc trién khai hau nhu khong c6 trach nhiém, khong c¢é sy minh bach, va khong c6 gi6i han.
Hang ngan chuong trinh gidm sat riéng r&€ dugc kho dir li€éu mo ta ting chua bao gid dugc nhiing
ngudi da trién khai chiing ¢6 y dinh dé tr thanh tri thirc cong khai ca. Nhiéu chuong trinh d3 nham
vao dan chung My, va hang ta cac nudc trén khip thé gisi - bao gdm ca cac nén dan chu thuong
dugc coi nhu 13 ddng minh ctia My, nhu Phép, Brazil, An D9, va Puc - cling ting 1 cac muyc tiéu
cua sy gidm sat d at bat phan biét do.

Kho luu trit ciia Snowden dd duge t6 chire tao nha, nhung kich c& va sy phuc tap cua n6 1am cho no
cuc ky kho xir y. Hang chuc ngan tai liéu cia NSA trong d6 hdu nhu d duoc timg don vi va don vi
con truc thudc bén trong co quan rong 16n nay tao ra, va né cling bao gém ca mot vai tép tur cac co
quan tinh bdo dong minh nudc ngoai gan giii. Cac tai liéu 1a gan day mot cach ngac nhién: hau hét
tir 2011 va 2012, va nhiéu tai liéu tir 2013. Mot s6 tham chi dé ngay tir thang 3 va 4 nam d6 [2013],
chi vai thang trude khi chiing t61 da gap duge Snowden & Hong Kong.

Pai da s6 cac tép trong kho luu tritr d6 da dugc chi dinh 1a “tuy¢t mat”. Hau hét chung da dugc danh
dau 12 “FVEY”, nghia 1a chung di dugc phé chuan dé phan phdi chi cho 4 ddng minh giam sat gan
nhét cia NSA, lién minh “5 cap mét” noi tiéng Anh bao gém Anh, Canada, Uc va New Zealand.
Céc tai liéu khac timg ¢6 ¥ chi cho cac cip mat cua My, duge danh dau 1a “NOFORN” nghia 13
“khong phan phdi ra nudc ngoai”. Céc tai liéu nhat dinh, nhu 1énh toa an FISA cho phép thu thap
cac cudc ghi dién thoai va chi thi cua tong thong Obama dé chuan bi cac tac chién tan cong khong
gian mang, d3 nam trong sb cac bi mat duogc giir chit ché nhit cua chinh phit My.

Viéc giai ma kho Iuu trit va ngon ngit cia NSA c6 lién quan t6i nd luc hoc tap 16n. Co quan nay
giao tiép voi ban than nd va voi cac dbi tac ciia no theo mot ngdn ngit v6i phong cach dic thu cua
riéng n6, mot th tiéng 16ng vira quan liéu vira tit nguyén, vang nhiéu luc khoac lac va tham chi
quai go. Hau hét cac tai liéu con day rdy ky thuat, ddy rdy cac tir dong nghia va cac tén ma ghé
g6m, va doi luc doi hoi ring cac tai liéu khac phai duge doc trude khi chung c6 thé dugc hiéu.
Nhung Snowden d biét trude duoc van dé, dua ra cac chi giai cac tir dong nghia cho cac khai niém
dic thi. Hon nita, mot sd tai liéu da khong thé hiéu duoc trong 1an doc thar nhat, thtr 2, hodc thaim
chi thir 3. TAm quan trong ciia chiing da noi 1én chi sau khi toi di dat cung voi cac phan khac cia
cac tai lidu khac va tu vin véi mot sd chuyén gia 15i lac nhét thé gioi vé giam sat, mat ma, dot nhap,
lich st NSA, va khung phép 1y diéu chinh viéc gian diép ctia nguoi My.

Téng hop cac kho khan thyc té 13 hang nui céac tai liéu thuong duoc t6 chirc khong theo chu dé ma
theo nhanh cua co quan d6, noi ma ching dugc tao ra, va nhitng tiét 16 kich tinh da duoc tron vao
v6i s6 lugng 16n cac tu liéu k§ thudt cao hodc sdo rdng. Du t& Guardian di sang ché ra mot chuong
trinh dé tim kiém qua cac tép bang tir khéa nhu mot tro thu dic luc, thi chuong trinh d6 con xa mai
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1a tuyét hao. Qua trinh phan loai kho luu trit timg 13 chdm va can trong, va nhiéu thang sau khi
chung t61 lan dau tién nhan dugc cac tai liéu, mot sb khai niém va chuong trinh van con doi hoi viéc
bao cao tiép trude khi chung co thé duoc tiét 10 mot cach an toan va mach lac.

Bét chip cac van dé nhu vy, cac tai liéu cia Snowden hién nhién da dit ra trin trui mot bién tinh vi
phtrc tap sy giam sat nham vao nhitng ngudi My (nhimg ngudi rd rang nim ngoai nhiém vu cla
NSA) va tyong ty nham vao nhitng ngudi khong phai 1a nguoi My. Kho luu trit da tiét 1o cac
phuong tién k¥ thuat duoc str dung dé can thiép vao cac giao tiép truyén thong: viéc nghe 1én cua
NSA dbi v6i cac may chu Internet, cac vé tinh, cac cap quang ngam dudi bién, cac hé thong dién
thoai ndi dia va nudc ngoai, va cac may tinh ca nhan. N6 di nhan dién cac ca nhan bi ngdm dich
cho cac dang gian diép cuc ky tran lan, mot danh sach trai tir nhitng tén dugc cho 1a khing bd va
cac nghi pham t01 pham cho to1 cac lanh dao dugc bau mot cach dan cha cua cac quéc gia déng
minh va thdm chi ca cac cong dan My binh thudng. Va né di roi 4nh sang vao toan bd cac chién
lroc va muc ti€u cia NSA.

Snowden di dit cac tai liéu cdt tir, bao quat ¢ phia truée kho luu trit, danh dau ching nhu 13 dic
biét quan trong. Cac tép d6 da tiét 10 tim véi cuc ky ciia co quan ny, ciing nhu sy lira dbi va tham
chi sy pham tdi cia nd. Chwong trinh NGUOI CUNG CAP TIN KHONG GIOI HAN
(BOUNDLESS INFORMANT) tirng 14 mdt trong nhiing tiét 16 dau tién nhu vay, chi ra ring NSA
tinh t6i tat ca cic cudc goi dién thoai va cac thu dién tir dugc thu thap hang ngay tir khap thé giGi
voi do chinh xac toan hoc. Snowden da dat cac tép do ndi bat t&i murc khong chi vi ching da lugng
héa duge sd lugng céc cudc goi va céc thu dién tir dugc NSA thu thdp va luu trir - theo nghia den
t6i hang ty cudc mdi ngdy - ma con vi chung di chimg minh ring ldnh dao Keith Alexander va cac
quan chirc khac cua NSA da lura dbi Quéc héi. Lap di 1dp lai, cdc quan chirc cia NSA da néi réng ho
ting khong c6 kha ning cung cip cac con sb cu thé - chinh xac cac dit lieu ma BOUNDLESS
INFORMANT timg duoc xay dung dé thu thap.

Vi du, trong giai doan mot thang ké tir 08/03/2013, mét slide cia BOUNDLESS INFORMANT da
chi ra rang chi mot don vi ctia NSA, Tac chién Truy cap Toan cau (Global Access Operations), da
thu thap cac dir liéu ctia hon 3 ty cudc goi di¢n thoai va thu dién tr ma da di qua hé théng vién
thong My. (“DNR”, hoic “Thira nhan S6 Quay s6” (Dialed Number Recognition), tham chiéu toi
cac cudc goi dién thoai; “DNI” hodc “Tinh biao Mang S6” (Digital Network Intelligence), tham
chiéu t6i cac giao tiép truyén thong dwa vao Internet nhu cac thu dién tir). Didu d6 da vuot qua su
thu thap tir cac h¢ théng tor tung nude nhu Nga, Mexico, va hau nhu tit ca cac nudc chau Au, va
tuong duong véi sy thu thap dit liéu tir Trung Qudc.

Téng thé, chi trong 30 ngay, don vi d6 da thu thdp dir liéu hon 97 ty thu dién tur va 124 ty cude goi
dién thoai tir khip thé giéi. Mot tai liéu khac cia BOUNDLESS INFORMANT di chi tiét cac dir
liéu quéc té duoc thu thap trong giai doan chi 30 ngay tir Buc (500 triéu), Brazil (2.3 ty), va An Do
(13.5 ty). Va con cac tép khac di chi ra sy thu thap siéu dir lidu két hop véi cac chinh phu ctia Phéap
(70 triéu), Tay Ban Nha (60 triéu), Y (47 triéu), Ha Lan (1.8 triéu), Nauy (33 triéu) va Pan Mach
(23 triéu).
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Bt chép trong tam dugc xac dinh theo qui dinh phap ludt cia NSA vao “tinh bado nudc ngoai”, cac
tai liéu da khang dinh rang dan ching My timg 1a mot dich ngdm quan trong ngang bang cho su
giam sat bi mat. Khong diéu gi dugc thuc hién ma rd rang hon bang 1énh tuyét mat ngay 25/04/2013
tir toa an FISA khi thuyét phuc Verizon chuyén cho NSA tit ca cic thong tin vé& cac cudc goi dién
thoai cac khach hang My cua hang, “cac si€u dir liéu dién thoai”. Pugc danh dau 1a “NOFORN?”,
ngon ngit cia 1énh do timg rd rang mot cach tuyét ddi:

IT IS HEREBY ORDERED that, the Custodian of Records shall produce to the
National Security Agency (NSA) upon service of this Order, and continue production
on an ongoing daily basis thereafter for the duration of this Order, unless otherwise
ordered by the Court, an electronic copy of the following tangible things: all call detail
records or “telephony metadata” created by Verizon for communications (i) between
the United States and abroad; or (i) wholly within the United States, including local

telephone calls.

Telephony metadata includes comprehensive communications routing information,
including but not limited to session identifying information (¢.g, originating and
terminating telephone number, International Mobile Subscriber Identity (IMSI) numbes,
International Mobile station Equipment Identity (IMEI) number, etc.), trunk identifier,

telephone calling card numbers, and time and duration of call.

Chuong trinh d6 so thu thap dién thoai nay ting 13 mot trong nhitng phat hién quan trong nhét trong
mot kho luu trit tran ngdp vai tat ca cac dang chuong trinh giam sat gidu giém - tir PRISM pham vi
rong (co lién quan téi thu thap dir liéu truc tiép tir cac may chu cia cac cong ty Internet 16n nhét thé
gidi) va DU AN BULLRUN, mét nd luc chung gitta NSA va d6i tic nudc Anh cta nd, S& Chi huy
Truyén thong cta Chinh pha - GCHQ (Government Communications Headquarters), dé danh bai
hau hét cac dang ma hoda thong thuong dugc st dung dé bao vé cac giao dich truc tuyén, td1 cac
doanh nghiép muc d6 nhé hon véi nhiing cai tén ma phan anh duoc tinh than khinh thuong va
khoac lac vé sy siéu viét dang sau ho: CON HUOU CAO CO ICH KY (EGOTISTICAL
GIRAFFE), n6 nham vao trinh duyét Tor, phuong tién dé cho phép su nic danh trong duyét truc
tuyén; MUSCULAR, phuong ti¢n dé dot nhdp vao cac mang riéng cia Google va Yahoo!; va
OLYMPIA, chuong trinh ciia Canada dé giam sat Bo Mo va Ning lugng cta Brazil.
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Mot vai sy giam sat bé ngoai chuyén tdm vao cic nghi pham khing bd. Nhung s luong 16n cac
chuong trinh 16 rang hién nhién khong c6 gi lam véi an ninh qubc gia ca. Cac tai liéu dé lai sy
khong nghi ngo ring NSA timg co lién quan ngang bang trong gian diép kinh té, gian diép ngoai
giao, va giam sat khong nghi ngo gi nham vao toan bd dan chung.
Tinh tong s, kho luu trir ctia Snowden d3 din t6i mot két ludn tuyét dbi don gian: chinh phu My da
xdy dung mot hé théng ma nd c6 muc tiéu loai bo hoan toan tinh riéng tu dién tir trén toan cau.
Thoat ra khoi su khoac lac, diéu theo nghia den, rd rang da néu 1én muc tiéu ctia nha nudce giam sat:
dé thu thap, luu trit, theo ddi, va phan tich tat ca cc giao tiép dién tir cta tat ca moi ngudi khip thé
gidi. Co quan ndy chuyén tim vao mot nhiém vu xuyén sudt: dé ngan chin lat mong nhat cta giao
tiép dién tir khoi viéc tranh duoc sy chop lay mot cach co hé thong cia no.
Ménh 1énh tu dat ra nay doi hoi viéc md rong bat tAn sy vuon toi cia NSA. Mbi ngay, NSA lam
viéc dé nhan dién cac giao tiép dién tir ma khong dang duogc thu thap va luu trit va sau d6 phat trién
cac cong nghé va phuong phap méi dé stra cho c6 hiéu qua. Co quan nay tu coi ban thdn minh nhu
1a can thiét khong bao chira dic biét dé thu thap bat ky giao tiép dién tir dic biét ndo, khong bét ky
nén tang nao cho viée coi cic muyc tiéu cta nd co sy nghi ngd. Nhing gi NSA goi 1 “SIGINT” - tat
ca tinh bao dau hiéu - 1a myc tiéu ciia n6. Va chi 1a thyc té rang viéc nd c¢6 kha ning thu thap cac
giao tiép d6 da tro thanh didu can ban dé 1am thé.

sesksk
Déi v6i nhanh quan sy ciia Lau 5 goc, thi NSA 1a co quan tinh bao 16n nhét thé gidi, voi da sb cong
viéc giam sat cua nd dugc tién hanh thong qua lién minh 5 cip mat. Cho téi mua xuin nim 2014,
khi su tranh cii vé cac cdu chuyén ctiia Snowden dd ngdy cang tré nén cing thang, co quan ndy timg
duoc vi tudng 4 sao Keith B. Alexander 1anh dao, nguoi da trong nom néd ca 9 nam trude do, hung
hang gia tang kich c& va anh hudng cia NSA trong nhi¢m ky cua ong ta. Trong qua trinh do,
Alexander da tré thanh nhiing gi dugc nha bado James Bamford da mo t4 nhu la “lanh dao tinh béo
manh nhét trong lich sir qudc gia”.
NSA “tirng 1a con vat kéch xu vé dit liéu rdi khi Alexander 1én ndm quyén”, nha bao cia t& Chinh
sach Péi ngoai (Foreign Policy) Shane Harris di luu ¥, “nhung dudi su chim séc cia ong ta, thi bé
rong, pham vi, va tham vong vé nhi¢ém vy cia né da md rong vugt ra khoi bat ky diéu gi nhitng
ngudi tién nhiém cua éng ta ting dy lidéu”. Chua bao gio trude dé ¢6 “mot co quan chinh phu My
timg c¢6 kha ning, nhu mot nha chirc trach vé phép 1y, dé thu thap va luu trit qua nhiéu thong tin
dién tr nhu thé”. Mot cyu quan chire hanh chinh tirng 1am vi¢e véi 1anh dao NSA da noi cho Harris
rang “chién lugc ciia Alexander” timg rd rang: “Toi can c6 tat ca cac dir lieu”. Va, Harris di bo
sung, “Ong ta mudn bam vao né cang lau cé thé cang tot”.
Khéu hiéu c4 nhan cua Alexander, “Hay thu thap tat ca”, tuyét voi truyén dat muc dich trong tam
ciia NSA. Ong ta 1an dau tién da dit ra triét Iy ndy vao thuc té vao nim 2005 khi viéc thu thap tinh
bao dau hiéu co lién quan t6i su chiém dong Iraq. Nhu to Washington Post d3 néu trong nam 2013,
Alexander da tr¢ nén khong thoa man véi trong tdm c6 gidi han cua tinh bao quan sy My, no6 chi
nham vao nhitng nguoi ndi loan bj tinh nghi va céc mbi de doa khac dbi véi céc luc luong My, mot
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tiép can 1anh dao méi dugc bd nhiém duoc xem 1a qua ép budc. “Ong ta dd mudn moi diéu: ting
thong di¢p van ban cuia Iraq, cudc goi dién thoai, va thu dién tir ma cé thé bay vao chan khong véi
cac may tinh manh cua co quan nay”. Vi thé chinh phu da trién khai cac phuong phap cong nghé
bira bii dé thu thap tat ca cac dit liéu truyén thong tir toan bo dan chung Iraq.

Alexander sau d6 da truyén dat viéc ap dung hé thdng giam sat khap moi noi nay - ban dau duogc tao
ra cho dan chiing nuéc ngoai trong mot ving chién sy dang hoat dong - t6i cac cong dan My. “Va,
nhu ong ta d3 1am & Iraq, Alexander di thic cat luc vi bat ky didu gi ong ta c6 thé co”, to
Washington Post d3 néu: “cac coéng cu, cac tai nguyén, va quyén phap 1y dé thu thap va luu trix
luong khong 16 cac thong tin thd vé cac giao tiép truyén thong cua nude ngoai va My”. Nhu vy,
“trong 8 nam ctia ong ta & trén dinh clia co quan giam sat dién tir qudc gia, Alexander, 61 tudi, da
am tham diéu khién qua mot cudc cach mang trong kha ning cta chinh phi dé nao vét thong tin
nhan danh an ninh qudc gia”.

Uy tin ctia Alexander nhur mot ké cuc doan giam sat duge ghi chép lai t6t. Trong viéc mo ta “chi sy
dan dit phéap 1y cua 6ng ta dé xay dung bd may gian diép 16n nhat”, bao Chinh sich Péi ngoai da
goi Ong ta 1 “tén cao bdi cia NSA”. Tham chi lanh dao NSA va CIA thoi tong thong Bush, tudéng
Michael Hayden - ngudi ban than minh trong coi sy trién khai chuong trinh nghe 1én khong dam
bao va bat hop phap cta Bush va 13 hién nhién d6i v6i cha nghia quan phiét hung hing cta ong - da
thudng co “chimg ¢ néng” vé tiép can khong cam nén duogc cua Alexander, theo bao Chinh sdch
Péi ngoai. Mot cyu quan chire tinh bao dic ta quan diém ciia Alexander: “Hay dung lo vé luat. Hay
chi ra cach dé cong viéc duge hoan thanh”. To Washington Post cling da luu ¥ twong tu rang “thdm
chi nhirng nguoi bao v¢ 6ng ta noi tinh hung hang cua Alexander do6i khi Iam cho 6ng ta di qua gidi
han quyén phap 1y cta 6ng ta”.

Du mot s tuyén bd cuc doan hon tir Alexander - nhu ciu hoi 16 ming cta 6ng ta “Vi sao khong thé
thu thap tat ca cac du hiéu, tit ca moi luc?”, ma ong ta duoc cho la da hoi trong chuyén Viéng tham
nam 2008 té61 GCHQ cua Anh - tirng dugc ngudi phat ngén cua co quan nay bo qua nhu chi 1a sy
cham biém vui vé nim ngoai ngir canh, thi cic tai liéu ciia riéng co quan nay trinh bay rang
Alexander da khong dua. Mot trinh chiéu tuyét mat cho hoi nghi thudng nién nim 2011 cua lién
minh 5 ¢dp mat, vi du, chi ra ring NSA d3 rd rang 6m lay khau hiéu ctia Alexander vé moi su nhu 1a
muc tiéu cbt 15i cua no:
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Mot tai liéu nam 2010 da trinh bay cho hdi nghi cta 5 cdp mit tir GCHQ - tham chiéu t6i chuong
trinh dang dién ra dé can thiép cac giao tiép truyén thong vé tinh, c6 tén ma la TARMAC - 1am 13
rang co quan gian diép Anh ciing sir dung ciu nay dé mé ta nhiém vu cia né:

TOP SECRETHCOMINTREL TO USA, FWEY

FR% Why TARMAC?

* MHS has a growing FORNSAT mission.
= SHAREDVISION mission.
— SigDev ("Difficult Signals collection”).
__— ASPHALT ("Collect it AII" proof-of-concept system). |

Tham chi cdc ban ghi nhd thuong 1€ trong ndi bd NSA ciing vién dan khau hiéu d6 dé minh ching
cho viéc mé rong cac kha ning cua co quan nay. Mot ban ghi nhé nim 2009 tir giam doc ki thuat
cac Téac chién Nhiém vu cia NSA, vi du, dong cham téi cac cai tién g?m day ddi vai site thu thap
cua co quan nay & Misawa, Nhat Ban:

Future Plans (U)

(TS/SIVREL) In the fuiure, MSOC hopes to expand the number of WORDGOPHER platforms to
enable demodulation of thousands of additonal low-rate carriers,

These
targets are ideally suited for software demodulation, Additionally, MSOC has developed a
capability to automatically scan and demodulate signals as they activate on the satellites, There are
amultilude of possibilities, bringing our enterprise one step closer o "collecting it all"

Ngoai mét 161 chadm biém phu phiém, “thu thap tit ca” xac dinh khat vong cua NSA, va nd 13 muc
tiéu ma NSA dang ngay cang gén dat dugce téi. SO luong céac cudc goi dién thoai, thu di¢n tir, hoi
thoai tirc thoi (chat) truc myén, cac hoat dong truc myén, va cac siéu dir liéu dién thoai dugc co
quan nay thu thap l1a lam choang ngudi. Qua thuc, NSA thuong xuyén, nhu mot tai liu dua ra, “thu
thap ndi dung nhiéu hon nhiéu so véi 20 ty su kién truyén thong (ca Internet va dién thoai) tir khap
thé gi6i méi ngay”:
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Déi véi timg qubc gia riéng 18, NSA ciing tao ra mot ky luc hang ngay bang viéc dinh luong sd
lugng cac cudc goi va thu dién tur thu thap dugc. Do thi bén dudi, d6i véi Balan, chi ra nhiéu hon 3
tri¢u cudc goi dién thoai trong vai ngay, cho téng sb 30 ngay la 71 tri¢u cudc:
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Tong cong cac cude trong nodi dia dugc NSA thu thap giy choang vang ngang bang. Tham chi trude
ca cac phat hién cua Snowden, t& Washington Post di néu trong nam 2010 rang “mdi ngay, cac hé
théng thu thap & NSA can thiép va luu trit 1.7 ty thu dién tir, cac cudc goi dién thoai, va cac dang
giao tiép truyén thong khac” tir nhitng nguoi My. William Binney, mot nha toan hoc timg 1am viéc
cho NSA 3 thap ky va da tir nhiém trong lan séng ngay 11/09 dé phan ddi su tap trung ngay mot gia
tang vao ndi dia cua co quan ndy, ciing da dua ra vo s cac tuyén bd vé sd lugng cac dir liéu My
dugc thu thap. Trong mdt cudc phong van nam 2012 v6i Ddn chi Bdy gio: (Democracy Now!),
Binney di noi rang “ho da thu thap khoang 20 ngan ty giao dich ctia cac cong dan M¥ véi cac cong
dan My khac”.

Sau nhiing tiét 10 cta Snowden, T ap chi Phé Uén (Wall Street Journal) da néu réng toan by hé
thdng can thiép trong NSA “c6 kha ning dat duoc khoang 75% tit ca giao thong Internet ciia My
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trong cudc sin lung tinh bao nudc ngoai, bao gdm mot dai rong 16n cac giao tiép truyén thong cia
nhiing ngudi nude ngoai va nhitng ngudi My”. Noi mot cach nac danh, cadc quan chirc NSA trudce
kia va hién nay d4 no6i cho tap chi ring trong mot s6 truong hop NSA “giir cac ndi dung van ban cac
thu dién tor dugc gui gitra cidc cong dan bén trong nudc My va cling loc cac cude goi dién thoai ndi
dia dugc thuc hién voi cong nghé Internet”.

GCHQ cua Anh thu thap tuong tu sb lugng 16n nhu vay cac dit liéu truyén thong ma no cé thé hoan
toan luu trtr dugc nhitng gi n6 ¢6. Nhu mot tai liéu ndm 2011 duoc nude Anh chuén bj da dua ra:

Knowing what we have - Guiding Light

* GCHQ has massive access to international
internet communications

* We receive upwards of 50 Billion events per day
(...and growing)

NSA 14 qué gin b6 voi viée thu thap tat ca nhitng gi ma kho luu trit ciia Snowden réc ra véi cac ban
ghi nh¢ ky niém trong ndi by bdo trudc cac cot mbc thu thap dac biét. Mot khoan vao thang
12/2012 tr mot bang thong di€p ndi bd, vi du, tg hao tuyén bd réng chuong trinh
SHELLTRUMPET da xtr Iy ban ghi thir 1 ngan ty cta no:

(S//SI//REL TO USA, FVEY) SHELLTRUMPET Processes it's One Trillionth
Metadata Record

By_ on 2012-12-31 0738

(S//SI//REL TO USA, FVEY) On December 21, 2012 SHELLTRUMPET processed its
One Trillionth metadata record. SHELLTRUMPET began as & near-real-time
metadata analyzer on Dec 8, 2007 for a CLASSIC collection system, In its
five year history, numerous other systems from across the Agency have come
to use SHELLTRUMPET's processing capabilities for performance monitoring,
direct E-Mail tip alerting, TRAFFICTHIEF tipping, and Real-Time Regienal
Gateway (RTRG) filtering and ingest. Though it took five years to get to
the one trillion mark, almost half of this velume was processed in this
calendar year, and half of that volume was from 550°s DANCINGOASIS.
SHELLTRUMPET is currently processing Two Billion call events/day from
select 550 (Ram-M, OAKSTAR, MYSTIC and NCSC enabled systems), MUSKETEER,
and Second Party systems. We will be expanding its reach into other 550
systems over the course of 2813, The Trillion records processed have
resulted in over 35 Million tips to TRAFFICTHIEF.

X X %

Dé thu thap sb luong cac giao tiép truyén thong nhiéu khong 16 nhu vay, NSA dua vao vo sb cac
phuong phap. Chung bao gdm viéc ap tryc tiép vao cac dudng cip quang (bao gdm ca cac cap
ngam dudi ddy bién) duoc st dung dé truyén cac giao tiép truyén thong qudc té; tai dinh tuyén cac
thong diép vao trong cic kho ctia NSA khi chiing truyén ngang qua hé thong ciia My, nhu hau hét
cac giao tiép truyén thong trén thé gidi lam; va cong tic véi cac co quan dich vu tinh bao & cac
nuée khac. Voi tan suat ngdy mot gia ting, co quan nay ciing dwa vao cic cong ty Internet va vién
thong, ho nhat thiét truyén thong tin ma ho di thu thap dugc vé cac khach hang cia riéng ho.

Trong khi NSA chinh thirc 1a mot co quan nha nuéc, thi né dang c6 vo sb cac ddi tac chong chéo
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v6i céac tap doan khu vuc tu nhan, va nhiéu trong sb cac chuc nang cdt 161 cua no di duge dua ra
thué ngoai lam. Ban than NSA thué gan 30.000 ngudi, nhung co quan ciing da ky hop dong voi
khoang 60.000 nhan vién cta cac tap doan tu nhan, nhitng ngudi thudng cung cép cac dich vu co
ban. Ban than Snowden thuc su tung dugc thué khong phai do NSA ma do tap doan Dell va nha
thau quan su 16n Booz Allen Hamilton. Hon nita, anh ta, giéng nhu nhiéu nha thau tu nhan khac, da
lam viéc trong cac vin phong ciia NSA, trong cac chiic ning cdt 15i ciia nd, véi su truy cap téi cac
bi mat cua nd.

Theo Tim Shorrock, ngudi tir 1au ghi chép bién nién st méi quan hé véi cac tap doan cua NSA thi
“70% ngan sach tinh bao qudc gia dang duogc chi cho khu vuc tur nhan”. Khi Michael Hayden noi
rang “su tip trung 16n nhét sirc manh khong gian mang trén thé giGi 1a su giao cit cia Baltimore
Parkway va Maryland Route 327, thi Shorrock di luu y, “ong ta tirng tham chiéu khong phai toi ban
than NSA ma toi cong vién cac doanh nghiép nam cach khoang 1 dim xudng phia dudng tir cong
trinh x4y dung den khong 16 ma s& chi huy ctia NSA nam tai Fort Meade, Md. O d6, tat ca cac nha
thau chinh cua NSA, tir Booz t6i SAIC t6i Northrop Grumman, trién khai cong viéc giam sat va
tinh bao cua ho cho co quan nay”.

Cac mdi quan hé tip doan d6 mé rong vuot ra khoi cic nha thau tinh bao va qubc phong dé bao
gdm céc tap doan Internet va vién thong quan trong nhét va 16n nhét thé giéi, chinh xéac cac cong ty
d6 didu khién phan 16n cac giao tiép truyén thong thé gidi va co thé tao thuan loi cho su truy cap t6i
thi truong chung khoan tu nhan. Sau viéc md td cadc nhiém vy cua co quan vé “Phong v¢ (Bao vé
cac Hé thong Vién thong va May tinh My Chdng lai sy Khai thac)” va “Tan cong (Can thiép va
Khai thac cac Dau hiéu Nudc ngoai)” (Defense (Protect U.S. Telecommunications and Computer
Systems Against Exploitation)” and “Offense (Intercept and Exploit Foreign Signals), mdt tai li¢u

tuyét mat cia NSA liét ké mdt vai dich vu dugc cac tap doan nhu vay cung cép:

@ _NSA Strategic Pé.ttnerships |

Alliances with over 80 Major Global Corporations
Supporting both Missions A&
AaT T Qwest

Telecommunications &  EDS
Network Service Providers HP ' Motorola

Network Infrastructure / eisco \
Hardware Platforms  Qualcomm

Desktops/Servers

Operating Systems -] Intel

Applications Software ‘N - —
Security Hardware & Software @1 Microsoft
System Integrators Verizon

Céc mdi quan hé tap doan d6 cung cap cic hé thong va sy truy cap ma NSA phu thude vao, dugc
don vi Tac chién Ngudn Dic biét - SSO (Special Sources Operations) bi mat cao do cia NSA quan
1y, bd phén trong nom cac mbi quan h¢ tap doan.
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Snowden da mo ta SSO nhu 1a “vién ngoc trén vuong mién” cua to chirc nay.

BLARNEY, FAIRVIEW, OAKSTAR, va STORMBREW la vai trong sb cac chuong trinh dugc SSO
trong nom bén trong hd so Truy cip Pdi tic Tap doan - CPA (Corporate Partner Access) clia minh.

Special Source Operations
rtn ss

y

G |

Nhu mot phan cta cac chuong trinh d6, NSA khai thac su truy cdp ma cac cong ty vién thong nht
dinh c6 d6i voi cac hé thong quéc té, tham gia vao cac hop dong voi cac nha vién thong nude ngoai
dé xay dung, duy tri va nang cip cac mang cta ho. Cac cong ty My sau do tai dinh tuyén céac dit liéu
cac giao tiép truyén thong cuia cac qudc gia dich tdi cac kho ciia NSA.

Muc dich cdt 16i cia BLARNEY duoc miéu ta trong mot ban tom tat cua NSA:

Relationships & Authorities

* Leverage unique key corporate partnerships to gain access to
high-capacity international fiber-optic cables, switches and/or
routers throughout the world

BLARNEY da dya vao mot mdi quan hé dic biét - mbi quan h¢ dai 1au véi AT&T Inc., theo béo cdo
cta Tap chi Phé Udn vé chuong trinh nay. Theo cic tép cia riéng NSA, trong nim 2010 thi danh
sach cac qudc gia bi BLARNEY ngam dich gém c6 Brazil, Phap, Puc, Hy Lap, Israel, Nhat,
Mexico, Han Qudc va Venezuela, ciing nhu Uy ban chau Au va Lién hiép quéc.

FAIRVIEW, mdt chuong trinh khac ctia SSO, cling thu thdp nhiing gi NSA dong t6i nhu 1a “lugng
dir liéu khéng 16” tir khip thé gidi. Va no, ciing vdy, dya phan 16n vao “ddi tac tip doan” duy nhét
va, dic biét, rang su truy cap ciia ddi tac toi cac hé thong vién thong cac qudc gia nudc ngoai. Tom
tit noi bd cia NSA vé FAIRVIEW la don gian va 13 rang:
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Access to massive amounts of data

Controlled by variety of legal authorities

Most accesses are controlled by partner

(TSI/SI) US-990 (PDDG-UY) - key corporate partner with
access to international cables, routers, and switches.

(TSIISI) Key Targets: Global

Theo cac tai liéu ctia NSA, FAIRVIEW “thudng nam trong 5 chuong trinh hang dau & NSA nhu 1a
mot nguén thu thap cho san xuét dugc tuan ty hoa” - nghia la sy giam sat lién tuc - “va 1a mdgt trong
nhirng nha cung cip 16n nhét cac siéu dit liéu”. Su nuong twa ap dao ciia nd vao mot nha vién thong
duoc mo ta véi tuyén b rang “khoang 75% bao cdo 1a ngudn duy nhét, phan anh sy truy cap duy
nhat ma chwong trinh thu huéng ddi voi su da dang 16n cac giao tiép truyén thong dich”. Du nha
vién thong d6 khong duoc nhan dién, thi mot mo ta ddi tac cia FAIRVIEW lam 13 sy say mé ctia nd
dé hop tac:

FAIRVIEW = Corp partner since 1985 with access to int. cables, routers,
switches, The partner operates in the U.5., but has access to information
that transits the nation and through its corporate relationships provide
unigue accesses to other telecoms and ISPs, Aggressively involved in
shaping traffic to run signals of interest past our monitors.

Cam on sy hop tac nhu vay, chuong trinh FAIRVIEW thu thap s6 lugng khéng 16 thong tin vé cac
cudc goi di¢n thoai. Mot dd thi dé cap to1 giai doan 30 ngay bat dau tir 10/12/2012, chi ra réng chi
mot minh chwong trinh ndy timg c6 trach nhiém vé sy thu thap khoang 200 triéu ban ghi mdi ngay
trong thang do, trong tong sé 30 ngay véi hon 6 ty ban ghi. Cac thanh sang mau 1a cac thu thip cua
“DNR” (c4c cudc goi dién thoai), trong khi cac thanh t6i mau 1a “DNI” (hoat dong Internet):
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FAIRVEW - Lat 30 Can A= O= .

R R e N e N HHELOUDHNH R RHHN -l

Dé thu thap hang ty ban ghi dién thoai d6, SSO hop tac voi cac ddi tac tap doan ctia NSA ciing nhu
v6i1 cace co quan chinh pht nude ngoai - vi dy, co quan dich vu tinh b4o Balan:

(TS//SI//NF) ORANGECRUSH, part of the OAKSTAR program under 550°s
corporate portfolio, began forwarding metadata from a third party partner
site (Poland) to NSA repositories as of 3 March and content as of 25 March.
This program is a collaborative effort between 550, NCSC, ETC, FAD, an NSA
Corporate Partner and a division of the Polish Government. ORANGECRUSH is
only known to the Poles as BUFFALOGREEN. This multi-group partnership
began in May 2009 and will incorporate the OAKSTAR project of ORANGEBLOSSOM
and its DNR capability. The new access will provide SIGINT from commercial
links managed by the NSA Corporate Partmer and is anticipated to include
Afghan National Army, Middle Edst, limited African continent, and European
comsunications. A notification has been posted to SPRINGRAY and this
collection i5 available to Second Parties via TICKETWINDOW.

Chuong trinh OAKSTAR tuong tu khai thac sy truy cip ma mot trong sd cac ddi tac tap doan cua
NSA (tén ma STEELKNIGHT) c6 ddi véi cac hé thong vién thong nudc ngoai, bang viéc sir dung
su truy cap do6 dé tai dinh tuyén cac dir liéu vao trong cac kho ctia riéng NSA. Mot dbi tac khac, tén
mi la SILVERZEPHYR, xuét hién trong mot tai li¢u dé ngay 11/11/2009 mé ta cong viéc dugc thyc
hién vé6i cong ty dé gianh duoc “cac giao tiép truyén thong ndi bo” tir ca Brazil va Colombia.

SILVERZEPHYR FAA DNI Access Initiated at NSAW (TS//SI1//NF)

By on 2009-11-26 0918

(TS//SI//NF) On Thursday, 11/5/09, the SS0-0AKSTAR
SILVERZEPHYR (5Z) access began forwarding FAA DNI records
to NSAW via the FAA WealthyCluster2/Tellurian system
installed at the partner's site, S50 coordinated with the
Data Flow Office and forwarded numerous sample files to a
test partition for validation, which was completely
successful. 5SSO will continue to monitor the flow and
collection to ensure a ny anomalies are identified and
corrected as required. SILVERZEPHYR will continue to
provide customers with authorized, transit DNR collection.
SS0 is working with the partner to gain access to an
additional 8@Gbs of DNI data on their peering network,
bundled in 10 Gbs increments. The OAKSTAR team, along with
support from NSAT and GNDA, just completed a 12 day SIGINT
survey at site, which identified over 20@ new links. During
the survey, GNDA worked with the partner to test the output
of their ACS system. OAKSTAR is also working with NSAT to
examine snapshots taken by the partner in Brazil and
Colombia, both of which may contain internal communications
for those countries.

Trong khi d6, chuong trinh STORMBREW, dugc tién hanh trong “mdi quan hé ddi tac gan giii voi
FBI”, trao cho NSA su truy cdp t6i giao thong Internet va dién thoai ma di vao nudc My & “cac
diém nghén” khac nhau trén dat My. N6 khai thac thuc té rang da s 16n giao thong Internet thé gidi
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& mot vai diém chay qua ha ting truyén thong ctia My - mot phan du sét lai theo san pham cua vai
tro trung tim ma nudc My di dong trong viéc phat trién mang. Mot sb trong s6 d6 da chi dinh cac
diém nghén duogc céc tén bao trum nhan dién:

TOR SECRET f COMINT ¥ NOFORNS069( 130

STORMBREW At a Glance

*Transy FISAFAA

+ DXIDNR fontent & metadata)
* Dumestic infeastactune only

+ Cable StaonSwitchesRowers (IF

TP SECRET i COMINT / NOFORN 89100

Theo NSA, STORMBREW *“hién bao gom cac mdi quan hé rat nhay cam véi 2 nha cung cép vién
thong My (cac diéu khoan bao truim ARTIFICE va WOLFPOINT)”. Ngoai su truy cip ctia né toi
cac diém nghén nim & My, “chuong trinh STORMBREW ciing quan 1y 2 site truy cp rai cap tau
ngam; mot & bo bién phia tiy cia nudc My (khai niém bao trim, BRECKENRIDGE), va cai kia ¢
b bién phia déng nuéc My (khai niém bao trim QUAIL-CREEK)”.

Khi ¢6 nhiéu tén bao trim lam chung, thi sy nhan dién cac ddi tac tap doan cua n6 1a mot trong
nhiing bi mét dugc canh phong can mat nhat & NSA. Céc tai liéu chira dung khoa t6i cac tén ma do
dugc co quan nay bao vé can mat va Snowden timg khong thé c6 dugc nhidu trong s6 chung. Tuy
nhién, nhiing tiét 10 cua anh ta dd 16t bo mat na mot sb cong ty hop tac vai NSA. No6i tiéng nhét,
kho luu trir ctia anh ta da bao gém cac tai liéu PRISM, chung da chi tiét hoa cac thoa thuén bi mat
giita NSA va cic cong ty Internet 16n nhét thé gidi - Facebook, Yahoo!, Google - ciing nhu nhiing
nd lyc cia Microsoft dé cung cap cho co quan niy sy truy cdp téi cac nén tang giao tiép truyén
thong ctia hang nhu Outlook.

Khong giéng nhu BLARNEY, FAIRVIEW, OAKSTAR, va STORMBREW, ching kéo theo viéc ap
vao cac cap quang va cac dang ha ting khac (giam sat “nguoc 1én dong trén”, theo cach néi cua
NSA), PRISM cho phép NSA thu thap dit lidu truc tiép tir cac may chu cua 9 trong sb cac cong ty
Internet 16n nhat:

Vin phong Phéi hop Phat trién Mbi truong Khoa hoc & Cong nghé, Bo Khoa hoc & Cong nghé Trang 23/101



Khong noi an nap, Glenn Greenwald. Chwong 3: Thu thap tat ca; & Chwong 4: Tac hai ctia sy giam sat; Thang 05/2014

¥ AET S LOROON ‘nm“ *0ak :
“YaHOO i ;
: (TSISUNE) FAA702 Oper‘dtions

Two Types of Collection
.
Upstream

+ Collection of communications on fiber cables
7 and infrastructure as data flows past.
- (FWEW mam BLARNEY, OAKSTAR)

-"'r ,??f‘ \ .f

PRISM

« Gollection directly from the servers of these U.S. u
Servios Providers: Miciosoft, Yahoo, Google
Facebook, PalTalk, AOL, Skype, YouTube

“_Apple.

Céc cong ty dugc liét ké trong slide PRISM da khudc tir viéc cho phép NSA sy truy cap khong han
ché t6i cac may chu cua ho. Facebook va Google, vi du, da néu réng ho chi trao cho NSA thong tin
theo d6 co quan nay c6 mot 1énh cho phép, va di cd giang miéu ta PRISM it hon 1a mot chi tiét ky
thuat tim thuong: mot hé thong phan phdi duoc ning cap mot chit noi ma NSA nhan duoc cac dir
liéu trong mot “hdp khoa” (lockbox) ma céc cong ty bi ép budc vé phap 1y phai cung cap.

Nhung 1y 1& ctia ho dugc tin twong véi vo s6 diém. Thir nhat, chung ta biét 1a Yahoo! da chién dau
ménh liét & toa chdng lai nhitng nd lyc cia NSA dé ép hang tham gia PRISM - mot nd lyc khong
chic c6 thyc néu chuong trinh d6 don gian chi 1a mot sy thay d6i v& véan téi hé thong phan phdi.
(Nhitng yéu ciu cia Yahoo! di bi toa 4n FISA tir chdi, va hing di bi ra 1énh phai tham gia vao
PRISM). Thtr 2, Bart Gellman cta t& Washington Post, sau khi nhan dugc sy chi trich nang né vi
“noi qua” vé tac dong ciia PRISM, di diéu tra lai chwong trinh va da khang dinh rang ong bao luu
tuyén bd trong tm cua t& Washington Post: “Tir cac may tram cuia ho & bat ctr dau trén thé gidi, cac
nhan vién chinh phii dugc phat quang cho sy truy cap ctia PRISM ¢6 thé 'giao nhiém vy' cho hé
théng” - do 1a, chay mot sy tim kiém - “va nhan duoc céac két qua tir mdt cong ty Internet ma khong
can tuong tic xa hon v&i nhan vién cua cong ty do”.

Thir 3, nhitng 10i tir chdi ciia cac cong ty Internet dugc dién dat theo cach lang tranh va mang tinh
phap 1y, thuong 1am ti mu hon 13 1am 13 rang. Vi du, Facebook dd néu khong cung cip “su truy cip
truc tiép”, trong khi Google da tir chdi dd tao ra mot “cira hau” cho NSA. Nhung nhu Chris
Soghoian, chuyén gia cong nghé cua ACLU, d néi cho bao Chinh sdch Poi ngoai, chung 1a cac
khai niém nghé thuat k¥ thuat cao biéu thi y nghia rat dic thu c6 dugc trong thong tin. Cac cong ty
1ot cude da khong tir chdi rang ho da lam viée voi NSA dé thiét 1ap mot hé thong qua d6 co quan
nay cé thé truy cap truc tiép duogc to1 cac dir liéu khach hang cta ho.

Cudi cung, ban than NSA timg tung ho lap di 1ap lai PRISM vé cac kha thu thap ning doc nhat vo
nhi ctia n6 va di luu ¥ rang chuong trinh d6 timg 1 sdng con cho viéce gia ting sy giam sat. Mot
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slide ciia NSA chi tiét hoa strc manh giam sat dac biét cia PRISM:

| 108 sECRETSSI |:5.:|‘--\ NOFQEN :‘:muul Go Qe g m (21 ® wil)
o M m 5:1*1‘1-100.rl 'S T
assonn FAAT02 Operations
Why Use Both: PRISM vs. Upstream
PRISM Upstream
DNI ‘:J/I’}S.hsfsdnm J mde
DNR Selectors () Coming won Rty
Access to Stored
Communications v ®
(Search)
ReakTime Colect
Do) 7 v
“Abouts” Collection N v
Voice Collction /Voice over IP v
rc’:“mfﬁ"?“"l' Puih  Qonlytrough P81/
TOP SECRETISIOROON/NOFORN
Mot slide khac chi tiét hoa dai rong 16n céc giao tiép truyén thong ma PRISM cho NSA truy cap:

TOR SECRET/SHORCON \.n_'- A : Hotmadl' Uk'—‘.rgi\.’ 3 \l'"."‘_; " m Nm
Gm |.g YaHoO! ‘ ' AOL 3 mat &

asssn PRISM Collection Details

Current Providers What Will You Receive in Collection

(Surveillance and Stored Comms)?
It varies by provider. In general:
» E-mail
|+ Microsoft (Hotmail, ctc.) 2 5:““4'“*
la GW@G '
|+ Yahoo! ity
| + Stared data
* Facebook Volp
| = PalTalk « Fllo wansies
|* YouTube = Video Conferencing
|* Skype * Notifications of target activity - logins, esc.
s AOL * Online Social Networking details
|+ Apple + Special Requests
Cormplete list and details on PRISM wib page:
o PRISMFAA TOP SECRET/SHORCON NOFORN

Va mot slide khac ciia NSA chi tiét hoa cach chuong trinh PRISM d3 gia tang viing chic va can ban
su thu thdp ctia co quan nay:
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(TS/SUNF) Unique Selectors Tasked to
PRISM (US-984XN) in FY2012

- All Providers 32%

mFY12

L # Over 45,000 Selectors on
" Task at End of FY12
. - ~ I Toul Selectors
- Strong Growth in FY12 Tasking: |

» m Uﬂm I New Selecuns
e ¥ Facebook  up 131%
- »Googe  upf3% |

TR R

TOP SECRET/SIORCON NOFORN

Trén bang diéu khién thong diép nodi bd ctia minh, bd phan Tac chién Ngudn Pic biét thudng xuyén
tung ho gié tri thu thap 6 at ma PRISM d3 cung cap. Mot thong diép, tir ngay 19/11/2012, ¢6 dau dé
“PRISM M6 rong Anh hudng: Do dém nim tai chinh 2012 (FY12)”:

(TS//SI//NE) PRISM (US-084XN) expanded its impact an NSA's reparting
nission in FY12 through increased tasking, collection and operational
improvesents. Here are sone highlights af the FY12 PRISM program:

PRISM is the most cited collection source in MSA 1st Party end-product
reparting. More NSA product reparts were based on PRISM than on any other
single SIGAD for all of NSA's 1st Party reparting during FY12: cited inm
15.1% of all reports (up from 14% in FY11). PRISM was cited in 13.4% of all
1st, 2nd, and 3rd Party NSA reporting (up from 11.9% in FY11), and is alse
the top cited SIGAD overall

Nusber of PRISM=based end=product reports issued In FY12: 24,096, up
2% from FY11

Single-source reporting percentage in FY12 and FY11: 74w

Number of product reports derived from PRISM collection and cited as
sources in articles in the President's Dally Brief in FY1Z: 1.477 (18w of
all SIGINT reports cited as scurces in PDB articles - highest single SIGAD
for NSA); In FY11: 1,152 (15% of all SIGINT reports cited as sources in PDB
articles - highest single SIGAD for NSA)

Nusber of Essential Elesents of Informatiom contributed te im FY12:
4,186 (32% of all EEIs for all Information Metd)]; 228 EEIs addressed
solely by PRISN

Tasking: The nusber of tasked selectors rose 32% n FY12 to 45,406 as
of Sept 2812

Great success in Skype collection and processing; unique, high value
targets acquired

Expanded PRISM taskable e-mail donains from only 48, to 22,000

Nhimng khang dinh chiic mimg nhu vy khong ting hd y niém cta PRISM chi nhu 1d mét chi tiét ky
thut tim thuong, va ching dua ra sy lra dbi d6i voi nhitng tir chdi cua cac tap doan Thung liing
Silicon. Qua thyc, to New York Times, néu vé chuong trinh PRISM sau cac tiét 16 cuia Snowden, da
mo ta mot viing bun cac thuong thao bi mat giita NSA va Thung liing Silicon vé viéc cung cap cho
co quan ndy sy truy cdp khong bi cum xiéng t&i cac hé thdng cua cac cong ty d6. “Khi cic quan
chtc chinh pha t6i Thung ling Silicon dé yéu cau cac cach thuc d& dang hon cho cac cong ty
Internet 16n nhat thé giéi chuyén qua cac dit liéu nguoi sir dung nhu mot phan cua chwong trinh
giam sat bi mat, cac cong ty da xu 16ng”, t& Times da néu. “Cudi cing, du vy, nhiéu cong ty da hop
tac it nhat 1a mot chut”. Pgc biét:
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Twitter da tir chdi 1am cho dé dang hon cho chinh phu. Nhung céc cong ty khac da tuan tha
hon, theo nhitng ngudi da tom tat vé cac thuong thao d6. Ho da mé ra cac thao luan voi cac
quan chirc an ninh quéc gia vé viéc phat trién cac phuong phap ky thuat dé chia sé duoc co
hi€u qua hon va an ninh hon cac dit li€u ca nhan cia nhitng nguoi st dung 1a nguodi nudc
ngoai dé dap lai cac yéu cau phu hop luat ciia chinh phi. Va trong mét s6 truong hop, ho da
thay ddi cac hé théng may tinh cua ho dé lam duoc nhu vay.

Céc thuong thao do, t& New York Times nodi, “minh hoa cach ma chinh phu va céc cong ty cong
nghé lam viéc cung nhau mdt cach phuc tap, va do sau cua cac giao dich déng sau hau trudng cua
ho”. Bai béo ciing tranh lun vé cac tuyén bd ciia cac cong ty rang ho cung cip cho NSA chi véi su
truy cap bi ép budc theo phéap luat, luu y rang: “Trong khi viéc trao cac dir liéu dé dap Gmg yéu cau
theo luat FISA 1a mot yéu cau hop phap, thi viéc 1am cho dé dang hon cho chinh phu dé c6 duogc
thong tin 1a khong phai thé, no giai thich vi sao Twitter ¢6 thé tir chdi lam nhur thé”.

Tuyén bd cta cac cong ty Internet rang ho chuyén cho NSA chi cac théng tin ma ho dugc yéu cau
phai cung cip theo phap luat ciing dic biét 1a co ¥ nghia. Do 1a vi NSA chi can c¢6 duge mot 1énh
cho phép riéng r& khi n6 mudn nham dic biét t6i mot ngudi My. Khong co su cho phép dic biét
nhu vay dugc yéu cau ddi v6i co quan nay dé co duoc cac dir liéu giao tiép truyén thong cia bat ky
ai khong phai ngudi My trén dat cua nudc ngoai, thdm chi khi ngwoi dé dang giao tiép véi nhiing
nguwoi My. Tuong ty, khong ¢ su kiém tra hodc han ché trong thu thap hang dbng siéu dir liéu cua
NSA, nho su can thiép ciia Luat Yéu nuéc cia chinh phii - mot su dién gidi qua rong ma tham chi
cac tac gia gdc ban dau cia ludt nay ting bi soc khi biét 1am thé nao ma n6 da duoc sir dung.

Su cong tac chit ché gitra NSA va céc tdp doan tu nhan cé 1€ dugc coi la tdt nhat trong cac tai li¢u
¢6 lién quan t&i Microsoft, né tiét 16 nhitng nd lyc manh mé cua hing nay dé trao cho NSA su truy
cap téi vai trong s6 cac dich vu truc tuyén duoc su dung nhiéu nhét cua hang, bao gém ca
SkyDrive, Skype, va Outlook.com.

SkyDrive cho phép moi ngudi luu trit cic tép cua ho trén truc tuyén va truy cap chiing tir cac thiét
bi khéc nhau, c6 hon 250 triéu ngudi st dung trén toan thé gidi. “Chung t6i tin tuong diéu quan
trong 1a ban cé dugc sy kiém soat d6i véi nhitng ai c6 thé va khong thé truy cép toi cac dir li¢u ca
nhan ctia ban trong dam may”, website SkyDrive ctia Microsoft tuyén bé. Vang nhu mot tai liéu cua
NSA chi tiét héa, Microsoft di bo ra “nhiéu thang” lam viéc dé cung cip cho chinh phu su truy cap
dé dang hon t6i cac dit liéu do:
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(T5//51//NF) 550 HIGHLIGHT - Microsoft Skydrive Collection Now Part of
PRISM Standard Stored Communications Collection

By | NAMEREDACTED | on 2013-83-08 1500

(TS//SI//NF) Beginning on 7 March 2013, PRISM now collects Microsoft
Skydrive data as part of PRISM's standard Stored Communications collection
package for a tasked FISA Amendsents Act Section 702 (FAATE2) selector,
This means that analysts will no longer have to make a special reguest to
§50 for this - a process step that many analysts may not have known about.
This new capability will result in a much more complete and timely
collection response from 550 for our Enterprise customers., This success is
the result of the FBI working for many months with Microsoft to get this
tasking and collection solution established. "SkyDrive is @ cloud service
that allows users to store and access their files on a variety of devices.
The utility also includes free web app support for Microsoft Office
programs, so the user is able to create, edit, and view Word, PowerPoint,
Excel files without having MS Office actually installed on their device.”
(source: 5314 wiki)

Vao cudi nam 2011, Microsoft di mua Skype, dich vu chat va di¢n thoai dua vao Internet v6i hon
663 triéu nguoi sir dung c6 dang ky. Vao thoi diém hing mua nd, Microsoft ¢i dam bao véi nhiing
ngudi sir dung rang “Skype cam két ton trong tinh riéng tu va tinh bi mat cua cac dir liéu ca nhan,
giao théng, va ndi dung cac giao tiép truyén thong ctia ban”. Nhung trong thyc té, cac dit liéu do,
cling vy, timg sin sang ngay cho chinh phi. Vao dau nim 2013, di c6 nhiéu thong di¢p trong hé
thong ctia NSA chao mimg sy truy cip duoc céi tién ving chic ciia co quan nay déi voi cac giao
tiép truyén thong cua nhitng ngudi st dung Skype:

(TS//S1//NF)} New Skype Stored Comms Capability For PRISM
By on 2013-04-03 0631

(TS//SI//NF) PRISM has a new collection capability: Skype stored
compunications.  Skype stored communications will contain unique data which
is not collected via normal resl-time surveillance collection. 550 expects
to recelve buddy 115ts, credit card info, call data records; user account
info, and other material, On 20 March 2013, 550 forvarded approximately 2000
Skype selectors for stored communications to be adjudiceted in SV41 and the
Electronic Communications Surveillance Unit (ECSU) at FBI. SV41 had been
working on adjudication for the highest priority selectors ahead of time and
had about 108 ready for ECSU to evaluate, It could take several weeks for
S¥41 to work throwgh all 2000 selectors to get them approved, and ECSU will
Likely take longer to grant the approvals. As of 2 April, ES(U hod spproved
over 30 selectors to be zent to Skype for collection. PRISM Skype collection
has carved out a wital niche in NSA reporting in less than two years with
terrorisn, Syrien oppesition end regime, and exec/special series reports
being the top topics. Over 2800 reports have been fssued since April 2011
based on PRISM Skype collection, with 76% of them being single source.

(T5//S1//NF) S50 Expands PRISM Skype Targeting Capability

By on 2013-04-03 0629

(TS//S1//NF) On 15 March 2013, 550°s PRISM program began tasking all
Microsoft PRISM selectors to Skype because Skype allows users to log in
using account identifiers in addition to Skype usernames. Until now, PRISH
would not collect any Skype data when a user logged in wsing anything other
than the Skype username which resulted in missing collection; this action
will mitigate that. In fact, & user can create a Skype account using any
e-nail address with any domain in the world. UTT does not currently allow
analysts to task these non-Microsoft e-mail addresses to PRISM, however,
$50 intends to fix that this summer. In the meantime, NSA, FBI and Dept of
Justice coordinated over the last six months to gain spproval for PRINTAURA
to send all current and future Microsoft PRISM selectors to Skype. This
resulted in about 98B0 selectors being sent to Skype and successful
collection has been received which otherwise would have been missed.

Khong chi tat ca su cong tac nay duoc tién hanh khong c6 sy minh bach, ma n6 dbi 1ap véi nhiing
tuyén bd cong khai ma Skype da thyc hién. Chuyén gia cong nghé cia ACLU Chris Soghoian noi
nhing tiét 16 c6 thé lam ngac nhién nhiéu khach hang ciia Skype. “Trong qué khtr, Skype da khang
dinh nhing hira hen d6i voi nhitg nguoi st dung vé su khong c6 kha niang cua ho dé tién hanh cac

Vin phong Phéi hop Phat trién Mbi truong Khoa hoc & Cong nghé, Bo Khoa hoc & Cong nghé Trang 28/101



Khong noi an nap, Glenn Greenwald. Chwong 3: Thu thap tat ca; & Chwong 4: Tac hai ctia sy giam sat; Thang 05/2014

vu nghe 1én”, 6ng noéi. “That kho dé song ph'fmg vé su cong tac bi mat ctia Microsoft véi NSA vai
nhitng nd Iyc cao cua hiang dé canh tranh vé tinh riéng tu voi Google”.

Trong nam 2012, Microsoft da bat dau viée nang cép cé)ng thu dién tir cia hang, Outlook.com, dé
tron tat ca cac dich vu giao tiép truyén thong ciia hing - bao gdm ca Hotmail duogc str dung rong rai
- thanh mot chwong trinh tip trung. Hang di chao Outlook méi bang viéc hira hen cac muc d6 ma
hoa cao dé bao vé tinh riéng tu, va NSA di nhanh chong c6 quan ngai 16n rang sy ma héa ma
Microsoft chao cho cac khach hang Outlook c6 thé khoa co quan nay khoi viée gian diép trong cac
giao tiép truyén thong cta ho. Mot ban ghi nhd ctia SSO tir ngay 22/08/2012, buc boi rang “viée sir
dung céng nay c6 nghia la viéc tron thu tr n6 s€ bi ma héa voi thiét lap mac dinh” va re‘ing “cac
phién chat duoc tién hanh bén trong cong d6 ciing s& duoc ma hoa khi ca nhitng nguoi giao tiép
cling s€ st dung mot trinh chat dugc ma hoa cia Microsoft cho may tram”.

Nhung lo ling d6 di séng duogc khong l1au. Trong vong it thang, 2 thuc thé dé di lam viéc cing
nhau va da tao ra cac phuong phap dé NSA pha v& duoc cic bio vé mi hdéa ma Microsoft timg
quang cdo cong khai 14 sdng con cho viée bao vé tinh riéng tu:

{TS/F51//NF) Microsoft releases new service, affects FAA 782 collection

By | MAME RECACTED : on 2012-12-26 0811

(TS//SI//NF) On 31 July, Microsoft (MS) began encrypting web-based chat
with the introduction of the new outlook.com service. This new Secure
Socket Layer (SSL) encryption effectively cut off collection of the new
service for FAA 702 and likely 12332 (to some degree) for the Intelligence
Community (IC). MS, working with the FBI, developed a surveillance
capability to deal with the new SSL. These solutions were successfully
tested and went live 12 Dec 2012. The SSL solution was applied to all
current FISA and 782/PRISM requirements - no changes to UTT tasking
procedures were required. The SSL solution does not collect server-based
voicefvides or file transfers. The M5 legacy collection system will remain
in place to collect voice/video and file transfers. As a result there will
be some duplicate collection of text-based chat from the new and legacy
systems which will be addressed at a later date. An increase in collection
volume as » result of this solution has already been noted by CES.

Mot tai liéu khac mo ta sy cOng tac xa hon gitta Microsoft va FBI, khi co quan nay cling tim cach
dam bao rang cac tinh ning mdi cta Outlook khong can thiép v6i nhimng thoi quen giam sat ciia
hang: “ddi cia Pon vi Cong nghé Can thi¢p Dt li€u - DITU (Data Intercept Technology Unit) cta
FBI dang lam viéc v6i Microsoft dé hiéu mot tinh ning b sung trong Outlook.com ma né cho phép
nhirng nguoi sir dung tao cac tén hiéu (aliases) thu dién tir, diéu c6 thé anh huéng t6i qui trinh tac
nghiép cua chiing ta... Co cac hoat dong dugc ngin cach va cac hoat dong khac dang dién ra dé
giam nhe cac van dé do”.

Tim thiy luu y nay d6i véi sy giam sat ciia FBI trong kho luu trit cia Snowden vé céc tai lidu noi
bd ciia NSA timg khong phai 1a mot su viée bi cach 1i. Toan b cong dong tinh bao c6 kha ning truy
cap thong tin ma NSA thu thap: n6 déu dan chia sé kho dir liéu khong 16 ctia minh véi cac co quan
khac, bao gdm ca FBI va CIA. Mt muc tiéu co ban cta cudc vui 16n ctia NSA vé thu thap dit lidu
ting chinh xé4c 13 thuc day sy lan truyén thong tin xuyén khap ban lanh dao. Qua thyc, hau nhu timg
tai liéu gan lién véi cac chuong trinh thu thap khic nhau nhic t6i sy tham gia cta cac don vi tinh
bao khac. Khoan nay ctia nam 2012 tir don vi SSO cua NSA, vé viéc chia sé cac dit liéu PRISM,
han hoan cong b rang “PRISM 1 mot ddi thé thao!”:
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(TS//51//NF) Expanding PRISM Sharing With FBI and CIA

oy (ERRAETD) on 2012-08-31 0947
|

(TS//S1//NF) Special Source Operations (SS50) has recently
expanded sharing with the Federal Bureau of Investigations
(FBI) and the Central Intelligence Agency (CIA) on PRISM
operations via two projects. Through these efforts, SSO has
created an environment of sharing and teaming across the
Intelligence Community on PRISM operations. First, S50's
PRINTAURA team solved a problem for the Signals
Intelligence Directorate (SID) by writing software which
would automatically gather a list of tasked PRISM selectors
every two weeks to provide to the FBI and CIA. This enables
our partners to see which selectors the National Security
Agency (NSA) has tasked to PRISM. The FBI and CIA then can
request a copy of PRISM collection from any selector, as
allowed under the 2008 Foreign Intelligence Surveillance
Act (FISA) Amendments Act law. Prior to PRINTAURA's work,
SID had been providing the FBI and CIA with incomplete and
inaccurate lists, preventing our partners from making full
use of the PRISM program. PRINTAURA volunteered to gather
the detailed data related to each selector from multiple
locations and assemble it in a usable form. In the second
project, the PRISM Mission Program Manager (MPM) recently
began sending operational PRISM news and guidance to the
FBI and CIA so that their analysts could task the PRISM
system properly, be aware of outages and changes, and
optimize their use of PRISM., The MPM coordinated an
agreement from the SID Foreign Intelligence Surveillance
Act Amendments Act (FAA) Team to share this information
weekly, which has been well-received and appreciated. These
two activities underscore the point that PRISM is a team
sport!

Thu thdp “ngugc 1€n dong trén” (tir cac cap quang) va hudng sy thu thdp tir cdc may chu cua cac
cong ty Internet (PRISM) tinh t6i hau hét cac hd so duge NSA thu thap. B6 sung vao sy giam sat
quét sach nhu vy, NSA ciing trién khai nhiing gi n6 goi 1a Khai thac Mang M4y tinh - CNE
(Computer Network Exploitation), dit cac phin mém doc hai vao cac may tinh riéng 1é dé giam sat
nhitng ngudi st dung chung. Khi co quan nay thanh cong trong viéc chén vao cac phan mém doc
hai nhu vy, c¢6 kha ning, theo thuit ngit cia NSA, dé “so hiru” may tinh d6: dé xem moi ¢l gb ban
phim dugc nhip vao va mdi man hinh duoc xem. Bo phan Tac chién Truy cap Tuy bién - TAO
(Tailored Access Operations) c6 trach nhiém cho cong viéc nay, trong thuc té, 1a don vi céc tin tic
tu nhan cia riéng co quan nay.

Thuc t& dot nhép do6 1a hoan toan lan rong theo quyén cta riéng minh: mat tai liéu ctia NSA chi ra
rang co quan nay di thanh cong trong viéc gy lay nhiém it nhat 50.000 may tinh c4 nhan v&i mot
dang phén mém ddc hai duge goi la “Cheén Quantum” (Quantum Insertion). Mgt ban dd chi ra céac
noi cac tac chién nhu vay tung dugc thuc hién va ) luong cac vu chen thanh cong:
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Driver 1: Worldwide SIGINT/Defense Cryptologic
Platform

CNE
50,000 World-wide
Implants

Str dung céc tai liéu ciia Snowden, to New York Times di néu rang NSA trén thuc t& da cai cam
phan mém dic biét nay “vao gan 100.000 may tinh khap thé gi¢i”. Du phan mém doc hai d6 thuong
dugc cai dit bang “viéc c6 duoc su truy cip toi cac mang may tinh, thi NSA ngdy cang tién hanh st
dung mot cong nghé bi mat ma cho phép noé nhap vao va sua cac dir liéu trong cac may tinh tham
chi chung khong dugc két ndi v6i Internet”.

skeksk

Ngoai cong viéc clia minh véi cac cong ty Internet va vién thong phuc ting, NSA ciing di thong
ddng voi cac chinh pht nudc ngoai dé xay dung hé thong giam st siu rong ctia minh. Néi mot cach
rong rai, NSA c6 3 loai khac nhau céac mbi quan h¢ nudc ngoai. Trudc hét 1a voi nhom 5 cap mét:
My¥ gian diép voi cac nudc do, nhung hiém khi gian diép ho, trir phi dugc yéu cau tir cic quan chirc
cua riéng cac nudc do. Vong 2 lién quan tdi cdc nudc ma NSA lam viéc véi vi cac dy an gidm sat
dac bi¢t trong khi cling gian di¢p ho tich cyc. Nhom thur 3 bao gém cac nudc trong d6 My thuong
xuyén gian diép nhung voi nhitng ai ma My hau nhu khong bao gid hop tac.

Trong nhém 5 cip mat, ddng minh gan nhat ciia NSA 1a GCHQ ciia Anh. Nhu to Guardian da néu,
dua vao cac tai liéu do Snowden cung cép, “Chinh phit My dé chi it nhat 100 triéu £ cho co quan
gian diép GCHQ cua Anh trong vong 3 nim qua dé dam bao anh ninh truy cip toi va giy anh
huong dbi voi cac chuong trinh thu thap tinh bédo cia Anh”. Nhirng khoan thanh toan d6 timg 1a mot
su khich 1& cho GCHQ dé hd trg cho chwong trinh hanh dong gidm sat cia NSA. “GCHQ phai kéo
cing sirc cia minh va duge coi 1a di kéo cing stc ciia minh”, mot tom tit chién luge bi mat cua
GCHQ da néu.

Céc thanh vién ciia 5 cdp mat chia s¢ hau hét cac hoat dong giam sat ctia ho va gap nhau hang nim
& mot hoi nghi Phat trién Dau hiéu (Signals Development), noi ma ho khoe khoang vé sy mé rong
va nhimg thanh céng nim trude cua ho. Cyu Pho giam déc NSA John Inglis di noi vé lién minh 5
cdp mit rang ho “trai nghiém tinh bao trong nhiéu diéu quan tAm theo mot cach thirc tong hop - co
ban chic chan rang ching ta tan dung duoc cac kha ning ctia nhau vi loi ich cua cac bén”.
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Nhiéu chuong trinh gidm séat hang hai nhét duoc cac ddi tac cua 5 cap mét trién khai, mot sd luong
dang ké chung co lién quan t6i GCHQ. Luu y dic biét 1a cac nd luc chung cua co quan nudc Anh
v6i NSA dé pha cac ki thuat md héa chung ma sé& duoc sir dung dé bao vé cac giao dich c4 nhan
trén Internet, nhu dich vu ngan hang truc tuyén va truy xuit cic hd so y té. Thanh cong cia 2 co
quan nay trong viéc thiét 1ap truy cdp cac ctra hau tdi cac hé thong ma hoa d6 khong chi da cho
phép ho boc duoc cac mdi quan hé giao tiép riéng tu cia moi ngudi, ma da con 1am suy yéu cc hé
théng ddi véi timg nguoi, 1am cho ching c6 kha nang bj ton thwong hon dbi véi cac tin tic doc hai
va ddi vé6i cac co quan tinh bio nude ngoai khac.

GCHQ ciing da tién hanh sy can thiép 0 at cic dit liéu truyén thong tir cic cap quang ngam dudi
bién trén thé gidi. Dudi cai tén chuong trinh Tempora, GCHQ di phat trién “kha ning dé ap vao va
luu triv lwong khong 16 cac dit lidu dugc 1ay tir cac cap quang t6i 30 ngdy sao cho né co thé sang loc
va phan tich”, t& Guardian da néu, va “GCHQ va NSA vi vay c6 kha nang truy cédp va xu ly luong
khéng 16 cac giao tiép truyén thong trong toan bd nhitng ngudi vo t6i”. Cac dit lidu bi can thiép bao
gém tat ca cac dang hoat dong truc tuyén, bao gé)m “cac ban ghi cac cudc goi dién thoai, ndi dung
cac thong diép thu dién tir, cac ndi dung trén Facebook, va lich st ctia bat ky sy truy cap nao cua
nguoi st dung Internet toi cac website”.

Céc hoat dong gidm sat cia GCHQ 1a tirng bit mdt cach toan dién - va khong c6 trach nhiém - hét
nhu cia NSA. Nhu to Guardian da néu:

Pham vi khong 16 tham vong ctia co quan nay duoc phan anh trong cac dau dé 2 thanh phan
co ban cia né: Lam cha Internet va Khai thac cac hing Vién thong Toan ciu, nhim vao
viée xuc cang nhiéu giao thong truc tuyén va dién thoai cang tot. TAt ca diéu nay dang dugc
trién khai ma khong c6 bat ky dang thira nhan cong khai hay tranh luin nao.

Canada ciing 1a mot dbi tac rat tich cuc voi NSA va la luc luong giam sat day ning luc theo quyén
han cua riéng no. Tai hoi nghi SigDev 2012, Co sé Dich vu Truyén thong Canada - CSEC
(Communications Services Establishment Canada) da khoe vé viéc nham vao Bo M6 & Nang lugng
Brazil, co quan cua Brazil diéu chinh nén cong nghiép c6 loi ich nhét cho cac cong ty Canada:
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_ AND THEY SAID TO THE
\  TITANS: « WATCH OUT
~ OLYMPIANS IN THE
~ © HOUSE!»

CSEC - Advanced Network Tradecrall
@  SDConference June 2012

OLYMPIA & THE CASE STUDY

CSEC's Network Knowledge Engine

Various data sources
Chained enrichments
Automated analysia

Brazilian Ministry of Mines and Energy (MME)

New target to develop
Limited access/target knowledge

TOP SECRET v 81

C6 bang chimg hop tac rong khap cia CSEC/NSA, bao gdm ca cac nd luc ciia Canada dé thiét lap
cac tram gian diép dé giam sat cac giao tiép truyén thong khap thé gidi theo chi thi va vi loi ich cta
NSA, va viéc gian digp ddi véi cac ddi tac thuong mai ma co quan My niay nham vao.

TOP SECRET/SI/REL USA, FVEY

National Security Agency/ 3 April 2013
Central Security Service

Information Paper

I
Subject:  (UWFOUQ) NSA Intelligence Relationship with Canada's
Communications Security Establishment Canada (CSEC)
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TOF SECRETASUREL TOLUSA, CAN

(U) What NSA provides to the partner.

prmslng Mmﬂm: el'laﬂs U\mahlmu Tha intelligance mu:nangs wlh GSEC =F
worldwide national and izansnational fargets, No Consolidated Cryplologic Program (CCF)
wsmmmcsm.mlmmmmmmﬂmmm shared

piojects with CSEC

(V) What the partner provides to NSA:

(TSHSUNREL TO USA, CAN) CSEC offers resources ummmﬂmm and
analysis, and his opened cover sies al the request of C sl NSA thoir ‘
mwmwhbaounhﬂumuelohus and
provides cryplographic products gy, and L mcreased

s investment in RAD projects of mutusl nisres. |

Mdi quan hé ctia 5 cip mat gan giii toi mic ma cac chinh phu thanh vién dat cic mong mudn cia
NSA 1én trén ca tinh riéng tu cac cong dan cia riéng ho. TO Guardian da néu vé mot ban ghi nhé
nam 2007, vi dy, md td mot thoa thuan “ma da cho phép co quan nay 'l6t mat na' va gitr lai cac dir
liéu c4 nhan vé nhitng ngudi Anh, diéu trude do tung bi ngan cAm”. Hon nita, cac qui tac d3 duoc
thay doi trong nam 2007 “dé cho phép NSA phan tich va giir lai bt ky sb fax va dién thoai di dong
nao cua cac cong dan Anh, cac thu dién tir va cac dia chi IP ma mang luéi cua n6 quét duoc”.

Di thém mot budc xa hon, vao nim 2011 chinh pha Uc rd rang d bénh vuc dé NSA “mo rong”
quan hé ddi tac ctia ho va bét cac cong dan Uc phai chiu sy giam sat 16n hon. Trong mét buc thu dé
ngay 21/02, phé giam dbc diéu hanh Ban Giam déc Dau hiéu Phong vé Tinh bao (Intelligence
Defence Signals Directorate) Uc da viét cho Ban Giam déc Tinh bao Dau hiéu ctia NSA, néi rang
Uc “bay gio dang d6i mat voi mot mbi de doa doc ac va duoc xac dinh tir nhitng ké cuc doan 'phat
trién trong nudc' hoat dong tich cuc ca trong nude Uc va & nude ngoai”. Ong da yéu cau sy giam sat
gia ting ddi voi cac giao tiép truyén thong ciia cac cong dan Uc duge cho 13 bi chinh phu cua ho
nghi ngo.

While we have invested significant analytic and collection
effort of our own to find and cxploit these communications, the difficulties we face in
obtaining regulys and reliable access W such communications impacts on our ability to detect
and prevent terorist acts and diminishes our capacity to protect (he life and safety of
Australian citizens and those of our close friends and allies,

We have enjoyed a long ind very productive partnership with NSA in obtaining minimised
access to United States warranted collection against our highes! value teronist targets in
Indonesia. This access has been critical 1o DSD's efforts to disrupt and contain the operalional
capabilitics of terrorists in our region as highlighted by the recent arrest of fugitive Bali
bomber Umar Paick.

We would very much welcome the opportunity to extend that partnership with NSA 10 cover
the increasing number of Australians involved in international extremist metivilies = in
particular Australians involved with AQAP

Ngoai cac ddi tac cua 5 cip mit, mirc d6 hop tac tiép theo cia NSA 1a véi cac dong minh Lép B
(Tier B): cac nudc ma c6 vai hop tac c¢6 gidi han v6i co quan ndy va ban than ho ciing bi ngam dich
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d6i v6i sy giam sat hung hang, khong theo yéu cau. NSA 16 rang di vé ra 2 mirc dong minh do:

CONFIDENTIAL/NOFORN//20291123

TIER A Australia

Comprehensive Cooperation Canada
New Zealand

| United Kingdom
TIER B Austria

Focused Cooperation Belgium :
Czech Republic

Denmark
Germany
Greece
Hungary
Iceland
Italy

Japan
Luxemberg
Netherlands
Norway
Poland
Portugal
South Korea
Spain
Sweden
Switzerland
Turkey

Str dung céac phén loai khac nhau (tham chiéu t6i Lop B nhu 14 cac Bén ther 3), mot tai lidu gan day
ciia NSA - “Ra soat lai Ddi tac Nude ngoai” tr ndm tai chinh 2013 - chi ra mt danh sach m& rong
cac d6i tac ciia NSA, bao gém céc t6 chirc qudc té nhu NATO:

A, ALIS, CAN, GBR. NI

Approved SIGINT Partners ¥2.9)

Second Parties Third Parties

United Kingdom

Coalitions/Multi-lats

AFSC

NATO

Nhu dbi véi GCHQ, NSA thuong duy tri cic mdi quan hé di tic d6 bang viéc tra tién cho cac dbi
tac ciia minh dé phat trién cac cong nghé nhét dinh va tham gia vao sy giam sat, va c6 thé vi thé ra
Iénh cach ma vi¢c gian di¢p duogc trién khai. “Ra soat lai Péi tac Nudc ngoai” nam tai chinh 2012
tiét 16 vo s cac quéc gia ma da nhan dugc cac khoan thanh todn nhu vay, bao gém ca Canada,
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Israel, Nhat, Jordan, Pakistan, Pai Loan va Thai Lan:

o TOP SECRETICOMNTINOFORN o
Py,
\ L

~FAD FY 12 CCP Funding of Partners”

I 1

-._f\j APeS 1{’; P *;:F‘.,«' 77

TOP SECRETRCOMNTINOFORN

Dic biét, NSA c¢6 mdt mbi quan h¢ ddi tac giam sat vdi Israel ma thuong kéo theo sy cong tac chat
ch& nhu mdi quan hé ddi tac cua 5 cap mat, thdm chi doi lac con gﬁn glii hon. Mot Bién ban Ghi
nhé giita NSA va co quan dich vu tinh bao Israel chi tiét hoa cach ma nudc My tién hanh budc
khong binh thuong nay vé viéc thuong xuyén chia sé v6i Israel thong tin tinh béo thd, bao gdbm ca
cac giao tiép truyén thong cua cac cong dan My. Trong s cac dit liéu duoc trao cho Israel 1a “céc
ban sao, cac yéu diém, cac ban fax, telex, tiéng nodi, va siéu dit liéu va ndi dung Tinh bdo Mang Sb
(Digital Network Intelligence) khong dugc dinh gia va khong duoc giam thiéu”.

Nhitng gi lam cho viéc chia sé nay dac biét khac thuong 1a viéc tu li¢u d6 dugc gui cho Israel ma
khong phai trai qua qui trinh “t5i thiéu hoa” duoc yéu cau theo luat. Cac thu tuc tdi thiéu hoa dugc
dé xuat dé dam bao rang khi su giam sat 6 at ciia NSA quét qua mot sd dir liéu giao tiép truyén
thong tham chi cac chi din rat rong rii ctia co quan nay khong cho phép né duoc thu thap, nhu cac
thong tin s& dugc pha huy cang som cang t6t va khong dugce phd bién xa hon. Theo luat, cac yéu
cau toi thiéu hoa c6 nhidu 16 hong, bao gém ca cac mién trir vé “thong tin tinh bio nudc ngoai quan
trong” hodc bat ky “bang chimg mdt sy pham t6i nao”. Nhung khi n6 1 vé viéc phd bién dir lidu
cho tinh béo Israel, thi NSA hinh nhu da phan phéi voi sy hop phap cung nhu vay.

Ban ghi nhé thang thin néu: “NSA thudng xuyén giri cho ISNU [Pon vi Qudc gia SIGINT cia
Israel] bd suu tap thé dugce tbi thiéu hoa va khong tdi thiéu hoa”.

Nhin manh cadch ma mét nude co thé vira cOng tac trong giam sat va vura 1a mot myc ti€u cung mot
ltc, mot tai liéu cia NSA thudt lai lich str sy hop tac cia Israel da luu y “cac vén dé tin cay co lién
quan xung quanh céc hoat dong ISR trudc d6”, va da nhan di¢n Israel nhu mot trong nhiing co quan
dich vu giam sat hiang hai nhat hanh dong chdng lai nudc My:
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(TS//S1//REL) There are also a few surprises.. France targets the US DoD
through technical intelligence collection, and Israel also targets us, On the
one hand, the Israelis are extraordinarily good SIGINT partners for us, but
on the other, they target us to learn our positions on Middle East problems.
A NIE [National Intelligence Estimate] ranked them as the third most
aggressive intelligence service against the US.

Béo cao y hét da quan sat thay rang, bat chip mdi quan hé ddi tic gan giii gitra cac co quan tinh bao
My va Israel, thong tin mé rong duge My cung cap cho Israel da tao ra it sy hoan tra. Tinh bao
Israel chi quan tdm t&i1 viée thu thap cac dir liéu ma gitp dugc ho. Nhu NSA da kéu ca, mbi quan h¢
dbi tac d6 timg duogc gai sé “hau nhu hoan toan” cho cac nhu cau cua Israel.

Balancing the SIGINT exchange equally between US
and Israeli needs has been a constant challenge in the
last decade, it arguably tilted heavily in favor of Israeli
security concerns. 9/11 came, and went, with NSA's
only true Third Party CT relationship being driven
almost totally by the needs of the partner.

Mot mirc khac thap hon, theo cac ddi tac ctia 5 cip mat va cac nude 16p thir 2 nhu Israel, 16p thir 3
bao gdm cac nudc ma thuong 1a cac dich ngdm ma khéng bao gio 13 cac dbi tac cua cac chuong
trinh gian diép cia My. C6 thé doan trudc ching bao gom cac chinh phii duge xem nhur 14 dich thu,
nhu Trung Quéc, Nga, Iran, Venezuela va Syria. Nhung 16p thir 3 ciing bao gdm cac nudc trai tir
thuong 1a than thién téi trung 14p, nhu Brazil, Mexico, Argentina, Indonesia, Kenya va Nam Phi.

kK

Khi nhimg tiét 16 cia NSA 1an dau xuit hién, chinh phu My da cb ging bao vé cac hang dong cia
minh bang viéc néi rang, khong gidng cac qubc gia nudc ngoai, cic cong dan My duoc bao vé dbi
v6i su giam sat khong ¢ 1énh cho phép ctia NSA. Vio ngay 18/06/2013, Tong théng Obama di noi
cho Charlie Rose: “Nhiing gi t6i ¢6 thé noi khong thé 1ap 16 nude doi 1a néu ban 1a mot ngudi My,
thi NSA khong thé nghe cac cudc goi dién thoai cta ban... theo lut va theo qui dinh, va trir phi
ho ... di t61 mdt toa an, va c6 duge mot 1énh cho phép, va tim dugc ly do co thé, cach y hét ludn 1a
thé”. Chu tich ny ban Tinh bao Ha vién cua GOP, Mike Rogers, da noi tuwong tu véi CNN réng
NSA “dang khong nghe cac cudc goi dién thoai ciia nhitng nguoi My. Néu no lam thé, thi diéu 4o 1a
bat hop phap. N6 dang vi pham luat day”.

Diéu nay timg 1a mot dong bao vé kha ky la: trong thuc t&, n6 di noi cho phan con lai ctia thé gidi
rang NSA dang tan cong vao tinh riéng tu cua nhirng ai khong phai 1a ngudi My. Bao vé tinh riéng
tu, hinh nhu, chi 1a cho cac cong dan My. Thong diép ndy da nhic t6i sy xic pham quéc té nhu vay
ma tham chi CEO Mark Zuckerberg cua Facebook, da khong biét chinh xac vé sy bao vé manh mé
tinh riéng tu ctia anh ta, da than phién rang chinh phit My “da vi pham né” trong tra 10i ctia minh vé
vu lum xum ctia NSA béang viéc gdy nguy hiém cho céac loi ich cua cac cong ty Internet quoc té:
“Chinh phua da noi khong lo lang, chung t6i dang khong gian diép bat ky ngudi My nao. Tuyét voi,
diéu d6 thuc sy 13 hitu dung cho cac cong ty dang cd gang 1am viéc véi moi ngudi trén khap thé
gidi. Cam on vi di ra ngoai d6 va 1a rd rang. To6i nghi diéu d6 thuce sy 14 toi t6”.
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Ngoai viéc 1a mot chién lugc ky la, tuyén bd do cling rd rang la sai. Trong thuc té, d6i nghich véi
nhiing tir chdi duge lap di lap lai ciia Tong thong Obama va cac quan chirc hang dau ciia ong ta,
NSA tiép tuc can thiép vao cac giao tiép truyén thong cia cac cong dan My ma khéng co bat ky
1énh cho phép cho “Iy do ¢6 thé” riéng r& nao dé chimg minh cho sy gidm sat nhu vay.

Do 1a vi luat FISA nam 2008, nhu dugc néu trudc do, cho phép NSA - khong c6 mdt Iénh cho phép
riéng 1& - theo doi ndi dung cua bat ky giao tiép truyén thong cia bat ky nguoi My nao mién 1a cac
giao tiép truyén thong d6 duoc trao d6i voi mot qudc gia nudc ngoai bi ngdm dich. NSA gin nhin
cho diéu nay 1a thu thap “ngdu nhién”, nhu thé d6 1a vai dang sy ¢b nho ma co quan nay da va dang
gian diép nhitng ngudi My. Nhung ngu ¥ d6 1a déi tra. Nhu Jameel Jaffer, phé giam déc phap 1y caa
ACLU, da gidi thich:

Chinh phu thudng néi rang sy giam sat ndy dbi voi cac giao tiép truyén thong ciia nguoi
M5 1a “ching may”, diéu lam cho n6 nghe gidng nhu 14 su gidm sat caa NSA déi véi cac
cudc goi dién thoai va thu dién tir ctia nhitng ngudi My khong phai 1a ¢b ¥ va, tham chi tir
quan diém ciia chinh phu, that 1a déng tiéc.

Nhung khi cac quan chirc chinh quyén Bush dd yéu cau Qudc hoi vé strc manh giam sat
moi nay, thi ho di néi hoan toan rd rang rang cac giao tiép truyén thong clia nhimng nguoi
My timg 1a céc giao tiép truyén théng quan tim nhat ddi véi ho. Vi du, hidy xem FISA cho
thé ky 21, Diéu tran truéc Uy ban Thuong vién vé Phap luat, Qudc hoi phién 109 (2006)
(tuyén b ciia Michael Hayden), ring cac giao tiép truyén thong nhat dinh “véi mot dau &
nudc My” 1a cac giao tiép truyén thong “ma la quan trong nhat ddi v6i chung ta”.

Muc dich co ban cua luat 2008 timg 1a d¢ lam cho c6 kha ning déi v6i chinh phu dé thu
thap cac giao tiép truyén thong qudc té cua nhitng ngudi My - va dé thu thap cac giao tiép
truyén thong d6 ma khong co tham chiéu t6i viée lidu c6 bat ky bén nao dbi véi cac giao
tiép truyén thong do timg lam bat ky didu gi bat hop phap hay khong. Va nhiéu sy bao vé
ctia chinh phu ¢6 ngu y dé 1am mo di thyc té nay, nhung d6 1a mot diéu cdt tir: Chinh phi
khong can phai “ngim dich” nhitng nguoi My dé thu thap lwong khong 16 cac giao tiép
truyén thong cua ho.

Gido su Truong Luat Yale Jack Balkin cho rﬁng luat FISA nam 2008 trao mdt cach c¢o6 hiéu luc cho
tong théng quyén dé quan Iy mot chuong trinh “twong ty ¢6 hiéu luc ddi v6i chuong trinh giam sat
khong c6 1énh cho phép” ma tirng dugc George Bush trién khai bi mat. “Céac chuong trinh d6 c6 thé
khong tranh khoi bao gdm nhiéu cudc goi dién thoai c¢6 lién quan t6i nhitng ngudi My, nhitng ngudi
c6 thé tuyét dbi khong cd lién hé ndo véi khing bo hodc véi Al Qaeda”.

Nhitng dam bao 1am mat uy tin xa hon cia Obama 1a dang bo khim niim cta tda an FISA, né trao
cho hau hét timg yéu cau giam sat ma NSA dé trinh. Nhitng ngudi bao vé NSA thudng dua ra qui
trinh cta toa an FISA nhu 1a bang ching rang co quan ndy nam dudi sy giam quan co hiéu qua. Tuy
nhién, tda 4n d6 ting duoc thanh 1ap khong giéng nhu mot sy kiém tra thuc sy sitc manh cua chinh
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phu, ma nhu moét bién phép trang tri, cung cép chi vé bé ngoai cua cai cach dé xoa diu su tic gian
clia cong chung dbi véi cac lam dung giam sat duogc tiét 16 trong nhitng ndm 1970,

Su v6 dung cia co quan nay nhu mot sy kiém tra ding nhiing lam dung gidm sat 1a rd rang vi toa an
FISA thiéu gan nhu moi thudc tinh ctia nhimg gi ma xa hoi ctia chiing ta thuong hiéu nhu 1a nhiing
yéu td tdi thiéu ciia mot hé théng phap luat. N6 dap ung theo sy bi mat hoan toan; chi mot bén -
chinh phu - duogc phép tham dy cac cudc diéu tran va tao ra vu viéc cliia minh; va cac phan quyét
cua toa an ty dong duoc chi dinh 1a “Tuy¢t mat”. Bang chu y, nhiéu nim toa an FISA tung nam
trong B Tu phap, 1am rd vai trd clia nd nhu mot phan ctia nhanh hanh phép hon 1a nhu mét nhanh
tu phap doc lap tién hanh su giam quan thuc su.

Cac két qua timg chinh xac 13 nhitng gi ban c6 thé ky vong: toa an hau nhu khong bao gio tir chdi
cac d& nghi dic biét cuia NSA dé tién hanh gidm sat nham vao nhiing ngudi M. Ngay tir dau cua
n6, FISA da timg cht yéu nhu 14 céi trién cao su. Trong 24 nam dau ciia nd, tir 1978 t&i 2002, toa an
da tir chdi tong cong 0 (khong) dé xuét ciia chinh phu trong khi phé chuan nhiéu ngan dé xuat.
Trong thap nién tiép sau, qua ndm 2012, tda 4n da tir chdi chi 11 dé xuat cta chinh phu. Tong cong,
n6 da phé chuan hon 20.000 dé xuét.

Mot trong cac diéu khoan cia luat FISA 2008 yéu cau nhanh hanh phép thudng nién mé ra cho
Quéc hoi vé sb lugng cac dé xuét nghe 1én ma tdéa 4n nhén dugc va sau d6 phé chuén, sira d6i hodc
tir chdi. Sy mé ra d6 cho ndm 2012 da chi ra rang toa an d phé chuan timg don trong 1.788 dé xuét
vé giam sat dién tir ma n6 da can nhéc, trong khi “viéc stra doi” - d6 13, 1am hep lai pham vi hi¢u luc
cua Iénh - chi trong 40 truong hop, hodc it hon 3%.

Applications Made to the Foreign Intelligeace Surveillance Court During Calendar
Year 2012 (section 107 of the Act, 50 US.C. § 1807)

During calendar year 2012, the Government made 1,856 applications to the Foreign
Intelligence Surveillane Court (the “FISC™) for suthority to conduct electronic surveillance
andlor physical searches for foreign intelligence purposes. The 1,856 applications include
applications mad solely for electronic surveillance, applications made solely for physical search,
and combized applications requesting wuthority for electronic surveillance and physical search.
Of these, 1,789 applications included requests for suthority to conduct electronic surveillance.

Of these 1,789 epplications, one wes withdrawn by the Government. The FISC &d not
deny any applications in whole or in past.

Nhiéu diéu y hét timg 1a diing vao ndm 2011, khi NSA di néu 1.676 dé xuét; tda an FISA, trong khi
sira ddi 30 trong s6 d0, “da khong tir chdi tong thé hodc mot phan bat ky dé xuat nao”.

Su quy luy ciia toa 4n dbi véi NSA ciing duge thé hién bang cac con s thong ké. Vi du, day 1a phan
g ciia tda an FISA trong 6 nam vira qua ddi véi cac yéu cau khac nhau duge NSA thuc hién theo
Luat Yéu nudc (Patriot Act) dé c6 duge cac ban ghi ctia cac doanh nghi¢p - dién thoai, tai chinh
hodc y té - ctia nhitng ngudi My:
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Gov't surveillance requests to FISA court

0
0
0
0
0
0
0

ource: Documants relsased by ODNI, 18/Nov2013)

Vi vay, tham chi trong cac truong hop c6 gidi han d6 khi phé chuan tir toa an FISA 1a can thiét dé
ngam dich vao cac giao tiép truyén théng cua ai d6, thi qui trinh d6 nhu 1a mot vé kich cam nhiéu
hon 1a mot sy kiém tra c¢6 y nghia ddi véi NSA.

Mot 16p giam quan khac ddi voi NSA duogc cac uy ban tinh bao qudc hoi dua ra véi vé bé ngoai,
cling dugc tao ra sau hdu qua cua cac lum xum giam sat nhirng nam 1970, nhung chiing tham chi
con ué oai hon so voi toa an FISA. Trong khi chiing duoc dy kién dé tién hanh “su giam quan theo
luat dinh méot cach manh m&” d6i véi cong d@)ng tinh bdo, thi cac Gy ban nay trong thuc té hién
dugc hau hét cac nha van dong hanh lang chuyén tim ctia NSA cam dau & Washington: Dang vién
dang Dan chu Dianne Feinstein & Thuong vién va Pang vién dang Cong hoa Mike Rogers ¢ Ha
vién. Thay vi dua ra bat ky dang kiém tra d6i dau nao ddi vdi cac hoat dong cua NSA, cac iy ban
cua Feinstein va Rogers ton tai trude tién dé bao vé va bién ho bat ky diéu gi ma co quan nay lam.
Nhu Ryan Lizza ctia t& New York Times da dua diéu ndy ra trong bai bao thang 12/2013, thay vi dua
ra su giam quén, iy ban Thuong vién thudng “Gng xt nhiéu hon véi cac quan chire tinh bao cao cap
nhu 13 nhimg than tuong cua cac cude biéu dién”. Cac nha quan sat cac cudc diéu tran tai cac ty
ban vé cac hoat dong ctia NSA timg bi soc vi cach ma cac thugng nghi sy di tiép can khi thim van
cac quan chirc NSA vé viée ai dd xuat hién trude ho. “Cac cau hoi” thuong khong cé gi ngoai cac
doc thoai dai dong cua cac thuong nghi sy vé nhimng ky e clia ho vé cudc tn cong ngay 11/09 va la
song con nhu thé nao dé ngin chin cac cudc tan cong trong twong lai. Cac thanh vién Gy ban da bo
qua co hdi dé tra xét cac quan chirc do va thyc hién cac trach nhiém gidm quan cda ho, thay vi viéc
tuyén truyén theo sy phong vé ciia NSA. Kich ban d6 di chop lay tuyét voi chire ning dung dén cia
cac uy ban tinh bdo trong 1 thap ky qua.

Qua thuc, cac chu toa cua cac uy ban quéc hoi doi khi da bao vé NSA tham chi con manh mé hon
so v6i1 ban than cac quan chure cua co quan do da lam. Coé luc, vao thang 08/2013, 2 thanh vién cua
Quéc hdi - Pang vién dang Dan chi Alan Grayson tir Florida va Dang vién dang Cong hoa Morgan
Griffith tir Virginia - d4 tiép can t6i mot cach riéng r& dé phan nan rang Uy ban Bau chon Thuong
truc Ha vién vé Tinh bao (House Permanent Select Committee on Intelligence) timg co 1ap ho va
cac thanh vién khac khoi viéc truy cap thong tin co ban nhat vé NSA. Tung ngudi trong s ho da
trao cho t6i cac birc thu ma ho da viét cho cac nhan vién ciia Chu tich Rogers yéu cau cac thong tin
vé cac chuong trinh cia NSA dang duoc thao luan trong gidi truyén thong. Cac yéu cau dé timg bi
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khuée tir hét 1an nay toi 1an khéc.

Trong lan song céc cau chuyén Snowden cua chung t61, mdt nhém thugng nghi sy tir ca 2 dang tirng
¢ quan tam tir lau vé nhitng lam dung giam sat di bat ¢au nhitng nd luc dé phac thao luat c6 thé ap
dat nhirng gidi han thyc sy 1én sttc manh ciia NSA. Nhung céc nha cai cach do, dugc thugng nghi
sy Pang dan chu Ron Wyden tir Oregon dan dit, di di vao mot con dudng cut ngay lap tic: cac
phan nd lyc ciia nhitng ngudi bao vé NSA trong thuong vién dé viét luat co thé 1a cach duy nhét dua
ra sy hién di¢n cta cai cach, trong khi trong thuc té gitr lai hodc tham chi lam gia tang stc manh cua
NSA. Nhu Dave Weigel ciia to Slate d néu hoi thang 11:

Céc chi trich ddi v6i cac chwong trinh giam sat va thu thap dit lidu tran lan ciia NSA khong
bao gio lo lang vé sy khong hoat dong ctia qudc hoi. Ho da ky vong Qudc hoi ding 1én véi
thir gi d6 trong gidng nhu sy cai cach nhung thyc té da hé thong héa va di xin 15i cac thuc
tién dang dugc phoi bay va béu riéu. D6 1a nhitng gi luén xdy ra - mdi stra doi bd sung hoic
tai iy quyén cho Luat Yéu nuéc My niam 2001 di xay dyng nhiéu cira hdu hon 1a céc birc
tuong.

“Chung ta s& dung 1én chéng lai mot 'doanh nghiép thong thudong nhu mét lir doan' - da tao
thanh cac thanh vién cé anh huong d6i véi lanh dao tinh bao cua chinh phu, cic dong minh
ctia ho trong cac nhom nghién ciru chién lugce [thinktanks] va giéi han 1am, cac quan chirc
chinh phu da vé huu, va cac nha lam ludt c¢6 sy dong cam”, thuong nghi s§ bang Oregon
Ron Wyden da canh béo véao thang trudc. “Tro choi két thiic cia ho dang dam bao rang bét
ky céi cach giam sat nao ciing chi 1a 16p vo... Cac bao v¢ tinh riéng tu thuc sy khong béo vé
tinh riéng tu 1a khong dang dé ho in chung ra gidy”.

Phai “cdi cach rém” tung do Dianne Feinstein cAm dau, thuong nghi sy co trach nhiém véi viéc
thue thi sy gidm quan dau tién dbi véi NSA. Feinstein tir 1au da 13 mot ngudi trung thanh chuyén
tam cua gioi cong nghi€p an ninh quéc gia My, tir sy hd trg méanh liét ctia ba cho cudc chién & Iraq
cho t6i viéc tng ho kién dinh cua ba d6i véi cac chuong trinh cia NSA ky nguyén Bush. (Chong ba,
trong khi d6, c6 nhimg dong goép chinh trong nhiéu hop dong quan su khac nhau). R rang,
Feinstein tung 1a mot sy lga chon ty nhién dé ding dau mot uy ban ma noéi s€ trién khai su giam
quan d6i voi cong ddng tinh bao ma c6 nhiéu nim da thuc hién chirc nang chéng nguoc lai.

Nhu vay, dbi véi tat ca sy khudc tir ciia chinh phi, NSA khong c6 stc ép dang ké nao 1én nhing
ngudi ma né co thé gian diép va cach ma nd gian diép. Tham chi khi nhiing sirc ép d6 ton tai trén
danh nghia - khi cac cong dan M¥ 1a cac muc tiéu cia giam sat - thi qui trinh d6 phan 16n da tro
thanh rdng tuéch. NSA 14 co quan x¢ 14 dit khoat: duoc trang bi dé 1am bét ky didu gi né6 mudn véi
rat it sy kiém soat, sy minh bach, hodc trach nhiém giai trinh.

sksksk
N6i rat rong, NSA thu thap 2 dang thong tin: noi dung va siéu dir lidu. “Noi dung” & day tham chiéu
té1 viéc nghe thuc su cac cude goi dién thoai cua moi nguoi hoac doc cac thu dién tir va cac cude
chat truc myén cua ho, cling nhu viéc xem hoat dong Internet nhu viéc duyét céc lich str va cac hoat
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dong tim kiém. Thu thap “siéu dir li¢u”, trong khi do, co lién quan t4i viéc tich cop céac dir lidu vé
cac giao tiép truyén thong. NSA tham chiéu t6i diéu d6 nhu 1a “thong tin vé noi dung (nhung khong
phai 1a ban than ndi dung do)”.

Siéu dit liu vé mot thong di¢p thu dién tur, vi du, ghi lai ai da gui thu dién tir cho ai, khi nao thu
dién tr do duoc gui di, va vi tri ctia nguoi gui n6 di. Khi noi vé cac cude goi dién thoai, thi thong
tin bao gdm cac s6 dién thoai ctia ngudi goi va ngudi nhan, ho di néi véi nhau bao 1au, va thudng
cac vi tri cia ho va cac dang thiét bi ma ho da sir dung dé giao tiép. Trong mot tai liu vé céc cudc
goi dién thoai, NSA da phac thao siéu dir liéu ma no truy céap va luu trit:

R
o Communications Metadata Fields in
9 ICREACH @

(S/INF) NSA populates these fields in PROTON:

Alled & calling numbars, date, time & duration of cal

(SASUREL) ICREACH users will see lelephony metadata® in the following fields:

TRANSMITTIN
IMS

Chinh phi My d khing khang rang nhiéu sy gidam sat duoc tiét 10 trong kho luu trit cia Snowden
c6 lién quan t6i sy thu thap “céc siéu dit liéu, chir khong phai nodi dung”, cd ging ngu ¥ rang dang
gian diép nay khong phai 1a bira bai - hodc it nhat khong ¢ muc do y hét nhu viéc can thiép ndi
dung. Dianne Feinstein di 16 rang 1y luan trén t& Nude My Ngay nay (USA Today) rang thu thap
siéu dir liéu cia tat ca cac ban ghi dién thoai ctia ngudi My “khong phai 1 gidm sat” hoan toan vi
n6 “khéng thu thap ndi dung cta bét ky giao tiép truyén thong nao”.

Céc 1y 1& khong thanh that d6 1am mu mo di thuc té rang giam sat siéu dit liéu c6 thé it nhat bira bai
nhu 12 su can thiép ndi dung, va tham chi thudng hon thé. Khi chinh phu biét timg ngudi ma ban
go1 va tung nguoi ma goi cho ban, cong véi do dai chinh xac cua tAt ca cac hoi thoai dién thoai do;
khi ma n6 c6 thé liét ké tung trong s6 céc trao d6i thu dién tir cua ban va tung vi tri tr d6 cac thu
dién tir cua ban da duoc gui di, thi nd co thé tao ra mot buc tranh toan dién khac thuong vé cudc
séng cua ban, cac lién két cta ban, va cac hoat dong cua ban, bao gém ca mot sd thong tin riéng tu
va than thiét nhét cta ban.

Trong mdt ban khai c6 tuyén thé cua ACLU théach thirc tinh hop phéap ctia chuong trinh thu thap
siéu dit liéu cia NSA, gido su vé cac cong viéc cong va khoa hoc may tinh Princeton Edward Felten
da giai thich vi sao giam sat siéu dif liéu c6 thé 1a tiét 16 dac biét:
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Can nhéc vi du gia thiét sau: Mot phu nit tré goi cho bac si phu khoa ctia chi; sau d6 ngay
1ap tirc goi cho me chi; sau d6 mot nguoi dan 6ng ma, trong it thang trudc, chi da nodi
chuyén 1ap di 1ap lai trén dién thoai sau 11 gid dém; sau mdt cudc goi cho mdt trung tam Kké
hoach gia dinh ma ciing chdo sy phé thai. C6 kha niang mot dong cau chuyén ndi 1én c6 thé
khong hién nhién rd bﬁng viéc kiém tra hd so ciia mot cudc goi dién thoai duy nhét.

Tham chi di v6i mot cude goi dién thoai duy nhat, siéu dit liéu c6 thé c6 nhiéu thong tin hon so véi
ndi dung cudc goi d6. Viée nghe mot nguoi phu nit goi mot phong kham pha thai c6 thé khong hé 16
diéu gi so voi1 viéc ai do kh'flng dinh mét cudc hen vo1 mot sy xac minh nghe c6 vé chung chung
(“Phong kham Bo Pong” hodc “Vian phong Bac si Jones”). Nhung siéu dit lidu d6 c6 thé chi ra
nhiéu hon thé nhiéu: né c6 thé tiét 16 dinh danh cta nhimg nguoi da dugc goi. Piéu y hét 1a dung
ddi voi cac cude go1 td1 mot dich vy hen ho, mdt trung tam nhiing nguoi déng tinh nam va ntt, mot
phong khdm cai nghién ma tiy, mot chuyén gia HIV hodc mét duong day nong vé chuyén ty sat.
Siéu dir liéu co thé con 16t mdt na mot cude hoi thoai giita mot nha hoat dong xa hoi vé quyén con
nguoi va mot ngudi cung cép tin trong mot ché do ap ché, hodc mot nguén bi mat goi mot nha bao
dé tiét 16 nhimg viéc 1am sai mtrc do cao. Va néu ban thudng xuyén goi ai d6 mudn vao budi dém
ma ngudi d6 khong phai vo/chong ban, thi siéu dit liéu do6 ciing s& tiét 16 didu d6. Hon nita, no sé
ghi lai khong chi tat ca moi nguoi véi ai ban giao tiép va thuong xuyén nhu thé ndo, ma con tat ca
nhitng ngudi v6i ho cac ban bé va nhitng ngudi ¢6 lién quan cia ban giao tiép, tao ra mot buc tranh
toan dién vé mang céc lién hé cia ban.

Qua thyc, nhu gido su Felten luu y, viéc nghe 1én cac cude goi co thé hoan toan khé khan vi nhiing
khéc bi€t ngdn ngir, cac cudc hoi thoai ngoén ngoc¢o khuc khuyu, str dung tiéng long hodc cadc ma co
chu ¥, va cac thudc tinh khac ma hodc theo thiét ké hodc ngiu nhién lam mu mo di y nghia. “Noi
dung cac cudc goi con kho hon nhiéu dé phan tich theo mot cach thirc dugc tu dong hoa vi ban chét
tu nhién phi cAu trac cua chung”, 6ng vién ly. Nguoc lai, si€u dir li€u 1a todn hoc: 1o rang, chinh
xéc, va vi thé d& dang phén tich duoc. Va nhu Felten dua ra, thuong 13 “su iy quyén vé ndi dung”:

Siéu dir liéu ctia dién thoai c6 thé ... tiét 16 mot lugng 16n khac thuong vé cac thoi quen va
cac mbi lién quan ciia chiing ta. Cac mau goi c6 thé tiét 16 khi nao chung ta sé thirc day va
di ngt; t6n gido cua chung ta, néu mot ngudi thuong xuyén khong goi vé Sabbath, hodc co
s6 lugng 16n cac cude goi trong ngady 18 Noel; nhitng thoi quen trong cong viée cta chung ta
va thai do xa hoi cua chung ta; ) lugng ban bé ma ching ta c6; va tham chi cac hdi doan
dan sy va chinh tri cua ching ta.

Tom lai, Felten viét, “su thu thap 6 at khong chi cho phép chinh pha hoc thong tin vé nhiéu nguoi
hon, ma nod con cho phép chinh phit hoc cac sy kién méi, riéng tu trude d6 ma no co thé da khong
hoc duoc mdt cach don gian bang viéc thu thap cac thong tin vé mot it cac ca nhan dic biét”.

Lo liang vé nhidu su st dung ma chinh phu ¢6 thé tim kiém dang thong tin nhay cam nay dic biét
dugc minh ching vi, di nghich véi nhing kéu ca lap di lap lai tir Tong thong Obama va NSA, 14 rd
rang rdi rang mot sb luong dang ké cac hoat dong cua co quan nay khong c6 gi phai lam véi cac nd
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luc chéng khung bd hodc tham chi véi an ninh qubc gia. Nhiéu diéu trong kho luu trit ctia Snowden
da tiét 16 nhing gi co thé chi duoc goi 1a gian diép kinh té: viéc nghe 1én va can thiép thu dién tir
nhim vao nguoi khong 16 dau khi Brazil Petrobras, cac hoi nghi kinh t& & My Latin, cac cong ty
ning lugng & Venezuela va Mexico, va viéc gian diép clia cac dong minh ctia NSA - bao gdm ca
Canada, Nauy va Thuy Dién - vao bd M6 va Nang lugng va cac cong ty nang lugng Brazil & vai
qudc gia khac.

Mot tai lidu dang luu ¥ duge NSA va GCHQ trinh bay chi tiét hoa vo sé muc tiéu giam sat timg 18
rang vé kinh té theo ban chét ty nhién: Petrobras, hé thong ngan hang SWIFT, cong ty dau khi Nga
Gazprom, va hang hang khong Nga Aeroflot.

@ Private Networks are Important g’

9 Many targets use private networks.

Goegle nfrastructure SWIFT Netwark
T : ST
REDACTED Gazprom
Aeraflot RECACTED
French MFA FECACTED
Wanid Tedecom Petrobras
REDACTED RECACTED

9 Evidence in Survey: 30%-40% of traffic in
BLACKPEARL has at least one endpoint private.

WO SOCR T i 10 Lk, Y

Nhiéu nidm, Tong théng Obama va cac quan chirc hang dau cua 6ng da kich liét t6 cao Trung Qudc
vi str dung céc kha ning giam sat ctia minh cho wu thé kinh té trong khi khang khing ring My va
céc ddng minh ctia minh khong bao gior 1am bt ky diéu gi nhu vay. T& Washington Post da trich 16i
mot ngudi phat ngdn ctia NSA néi rang Bé Qudc phong My, ma co quan nay 1a mot phan ciia Bo
do, “'tham gia vao' trong su khai thic mang may tinh”, nhung “***khong*** tham gia vao gidn

199

diép kinh té trong bat ky linh vuc nao, bao gdm ca 'khong gian mang" [cac dau sao nhdn manh theo
ban géc].

Do 1a NSA gian di€p chinh xac vi dong luc kinh t& ma n6 da tir chdi duoce céac tai liéu cua chinh nd
chtirng minh. Co quan nay hanh dong vi loi ich ctia nhitng gi ma nd goi la “cac khach hang” cta no,
mot danh sach bao gé)m khong chi Nha Tréng, B§ Ngoai giao, va CIA, ma con ca cac co quan kinh
té hang dﬁu, nhu Pai dién Thuong mai My va Bo Nong nghiép, Kho bac va Thuong mai:
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(1) SERVING OUR cusTOMERS () |

Major Finished Policymakers/ Military/Tactical:
Intelligence Law Enforcement:

Producers: White House CINCs
Cabinet Officers Task Forces |
Director Central Intelligence Tactical Commands |
. 5 All Military Services
:té;e,x‘INR .S, Department of Defense
National Intelligence

Coundil Departments of: Alliances

Agriculture UN Forces
Justice NATO
Treasury

Commerce

Energy

State

Homeland Security

Trong md ta cta nd vé chuong trinh BLARNEY, NSA liét ké cac dang théng tin dugc cho 1a cung
cip cho cac khach hang cua nd nhu 13 “chdng khing b6”, “ngoai giao” - va “kinh t&”:

7 Wiy St in 1978 toroide FSA atherzd st
s sobiwens, s ol poves i o

jl

(TS//S1) US-984 (PDDG: AX) - provides collection
against DNR and DNI FISA Court Order authorized
communications.

3

Stam of

(TSI/SI) Key Targets: Diplomatic establishment,
counterterrorism, Foreign Government, Economic

Bﬁng chung xa hon vé su quan tam kinh té xuat hién trong mot tai licu PRISM chi ra mét “viéc léy
mau” “cac Chu dé Bao c4o” cho tuan trong khoang 02-08/02/2013. Mot danh sach cac dang théng
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tin duoc thu thap tir cac nude khac nhau rd rang bao gdm cac ching loai kinh té va tai chinh, trong

2% <¢

do6 c6 “nang lugng”, “thuong mai” va “dau khi”:
SHCAETISHORCONNG Sy X Wotmall  C0gle

_“ kl M B YAHOO_’ u ACL b mad &

(rsusune) A Week in the Life of PRISM Reporting
Sampling of Reporting Topics from 2-8 Feb 2013

* Narzobcs

* Enegy

* Inlenal securty
* Polibc Alfairs

« Trado
* vl

+ Mikary procurament
0l

Mot ban ghi nhé ndm 2006 tir nguoi quan 1y cac kha ning toan ciu nhiém vu vé cac Véan dé An
ninh Quéc té - ISI (International Security Issues) noi vé su gian diép kinh té va thuong mai cta
NSA - chéng lai cac nude khac nhau nhu Bi, Nhat, Brazil va Puc - theo cac diéu khoan cung do:

(U) NSA Washington Mission
(U) Regional

(TS/ST) IS1 is responsible for 13 individual nation states in three continents. One
significant tie that binds all these countries together is their importance to U S.
economic, trade, and defense concerns. The Western Europe and Strategic
Partnerships division primarily focuses on foreign policy and trade activities of
Belgium, France, Germany, Italy, and Spain, as well as Brazil, Japan and Mexico,

(TS//SI) The Energy and Resource branch provides unique intelligence on
worldwide energy production and development in key countries that affect the
world economy. Targets of current emphasis are | N . [N
I Rcporting has included the monitoring of
international investment in the energy sectors of target countries, electrical and
Supervisory Control and Data Acquisition (SCADA) upgrades, and computer
aided designs of projected energy projects.

B4o cdo vé mdt nhom cac tai lidu cua GCHQ ma Snowden lam ro ri, to6 New York Times da luu y
rang cic muc tiéu giam sat ctia nd thuong bao gdm cac thé ché tai chinh va “nhiing nguoi ding dau
cac to chirc tro gitip qudc té, cac cong ty ning lwong nude ngoai va quan chirc ctia Lién minh chau
Au ¢ lién quan trong cac cudc chién chdng doc quyén voi cac doanh nghiép cong nghé My”. N6 da
bd sung thém rang cac co quan ctia My va Anh “di theo ddi cac giao tiép truyén thong ciia cac quan
chtic cao cip cua Lién minh chau Au, cic nha 1anh dao nudc ngoai, bao gdbm ca nhitng nguoi dimg
dau cac nha nudc chau Phi va doi luc 1a ca cac thanh vién gia dinh ho, cac giam dbc cua Lién hiép
quéc va cac chuong trinh giam nhe khac [nhu UNICEF], va cac quan chirc giam quan cac bo dau
khi va tai chinh”.
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Céc 1y do cho gian diép kinh té 1a di rd. Khi My sir dung NSA dé nghe 1én trong viéc 1én ké hoach
cac chién luge cia cac nude khac trong cac cudc toa dam vé thuong mai va kinh té, n6 co thé gianh
duoc wu thé khong 16 cho nén cong nghiép My. Trong nim 2009, vi du, Tro 1y Bo trudng Ngoai
giao Thomas Shannon d viét mot bic thu cho Keith Alexander, bay t6 “su biét on cua 6ng va
nhiing 161 chic ming vi sy hd tro tinh bao d4u hiéu ndi bat” ma Bo Ngoai giao da nhan duoc vé
Hoi nghi thugng dinh lan tha 5 cua chau My, mot hoi nghi chuyén vé thuong thao cac thoa thudn
kinh té. Trong thu, Shannon dic biét luu ¥ ring su gidam sat cia NSA da cung cip cho My cac uu
thé thuong thao vuot qua cac bén khac:

The more than 100
reports we received from the NSA gave us decp insight into the plans and
intentions of other Summit participants, and ensured that our diplomats were well
prepared to advise President Obama and Secretary Clinton on how to deal with
contentious issues, such as Cuba, and interact with difficult counterparts, such as
Venezuelan President Chavez.

NSA danh ngang bang véi gian diép ngoai giao, nhu cac tai liéu tham chiéu toi “cac cong viée
chinh tri” thé hién. Mot vi du dic biét qué dang, tir 2011, chi cdch ma co quan nay da nham vao céc
nha lanh dao My Latin - Dilma Rousseff, téng théng Brazil, cung v6i “cac dich thu chinh ctua ba”;
va Enrique Pefia Nieto, sau nay 1a ing vién tong théng hang diu ctia Mexico (va bay gio 1a tong

thong), cung véi “’9 trong s6 cac moi lién hé gan giii ctia 6ng” - vi sy “ndi 1én” do1 véi sy gidm sat
dac biét tran lan. Tai li¢u tham chi dac trung mot s6 thong di€p van ban bi can thiép dugc Nieto guri

va nhan va mot “ma1 quan hé gan gtii™:

seCRET

(U//FOUO) 52C42 surge effort
() Goal

(TS//SI//REL) An increased understanding of the
communication methods and associated selectors of
Brazilian President Dilma Rousseff and her key advisers.
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TOR SECRET/ | COMINT /REL TO USA, G, AUS, CAN, MIL

(U//FOUO) S2€41 surge effort

(TS//SI//REL) NSA's Mexico Leadership Team (S2C41) conducted a
two-week target development surge effort against one of Mexico's
leading presidential candidates, Enrique Pena Nieto, and nine of his
close associates. Nieto is considered by most political pundits to be
the likely winner of the 2012 Mexican presidential elections which are
to be held in July 2012. SATC leveraged graph analysis in the
development surge’s target development effort.

- T ARCRET/COMINT) (REL 1O U, Sl Au, CAN, MEL

(U) Results

“ (S//5I//REL)BSA89 Text messages
Interesting Messages

o (T8//si//REL) Number for Travel coordinator

< (T8//s1//REL) Jorge Corona = Close associate of
Nieto

TOP SECRET//COMINT, (REL TO USA, GBR, ASS. CAN, NIL

(U) Conclusion

2 (S//REL) Contact graph-enhanced filtering is a
simple yet effective technique, which may
allow you to find previously unobtainable
results and empower analytic discovery

2 (TS//SI//REL) Teaming with S2C, SATC was
able to successfully apply this technique
against high-profile, OPSEC-savvy Brazilian and
Mexican targets.

TOP SECRIT/ ) COMINT | /REL TO UISA, GBR, AUS. CAN, NI

Ban c¢6 thé doan vi sao c4c 1anh dao chinh tri cua Brazil va Mexico tung la cac muc tiéu ciia NSA.
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Ca 2 nuéc déu giau tai nguyén dau mé. Ho 12 su hién dién 16n va ¢6 anh hudéng trong khu vyc. Va
trong khi ho con xa mdi 1a cac dbi thu, thi ho lai ciing khong phai 1a cic dong minh gan giii va tin
cay nhit ctia nuéc My. Qua thuc, mot tai liéu ké hoach ciia NSA - c6 dau dé “Nhan dién cic thach
thire: Céac xu thé dia chinh tri cho 2014-2019” - liét ké ca Mexico va Brazil duéi dau dé “Ban be, ké
thu, hay van dé?” Cac nuéde khac trong danh sach d6 1a Hy Lap, An D9, Iran, A rap Xé ut, Somalia,
Sudan, Thé Nhi Ky va Yemen.

Nhung két cuc, trong trudng hop ndy nhu trong hau hét cac trudng hop khac, suy doan vé bat ky cai
dich ngam cu thé nao ciing déu dua vao mot tién dé sai. NSA khong can bat ky 1y do dic biét hay
hop 1y ndo dé can thiép vao cac giao tiép truyén thong riéng tu ctia moi ngudi. Nhiém vu theo luat
dinh cda ho 1a thu thap moi thtr.

Néu 1a moi thtr, thi nhiing tiét 16 vé& viéc NSA gian diép cac linh dao nudc ngoai 1 it quan trong
hon sy giam sat 6 at khong c6 1énh cho phép ciia co quan nay ddi véi tat ca dan ching. Cac nudc da
gian diép cac lanh dao nha nudc tir nhiéu thé ky nay, bao gdm ca cac dong minh. Didu nay 1a khong
dang luu ¥, bat chip su la hét 16n d3 xay ra sau d6 khi, vi dy, thé giéi dd phat hién ra ring NSA dai
¢6 nhiéu nim nham vao dién thoai cam tay cua thu tuéng Dirc Angela Merkel.

Pang cha ¥ hon 1a thyuc té rang hét nude nay toi nude khac, cac tiét 16 rang NSA timg gian diép
hang trim tridu cong dan ciia ho da tao ra nhiéu hon mot chut nhimg phan ddi cdm ling tir 1anh dao
chinh tri cia ho. Su cdm phan thyc su da phun ra hudng téi chi nhitng 1dnh dao nao da hiéu dugc
rang ho, va khong chi cic cong dan cua ho, ciing ting 1a dich ngam.

Hon nita, pham vi rong 16n giam sat ngoai giao ma NSA di trai nghiém 1a bat thuong va dang cha
y. B6 sung thém t6i cac 1anh dao nudc ngoai, My, vi du, ciing di gian diép rong khap cac to chuc
quéc té nhu Lién hiép qudc dé gianh duoc vu thé ngoai giao. Mot tom tit thang 04/2013 tir SSO 1a
dién hinh, néu cach ma co quan d6 di st dung cac chuong trinh ctia minh dé gianh duoc cac diém
n6i chuyén cua tong thu ky Lién hiép qudc trude cude gip mat caa ong véi Tong thong Obama:

TOP SECRET//SI/NOFORN

(U) OPERATIONAL m:l[@w
HIGHLIGHT &g

-

(TS//SI/INF) BLARNEY Team assists
S2C52 analysts in implementing
Xkeyscore fingerprints that yield
access to U.N. Secretary General
talking points prior to meeting with
POTUS.

TOP SECRET//SI/NOFORN

V0 s0 cac tai liéu chi tiét hoa cach ma Susan Rice, sau nay 1a dai st Lién hi€p quoc va bay gio 1a co
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van an ninh quéc gia ciia Tong thong Obama, d4 yéu cau lap di lap lai rang gian diép cia NSA trong
cac cudc thao luan nodi b cua cac quéc gia thanh vién chu chdt dé hoc cac chién lugc thuong thao
ctia ho. Mot bao céo ctia SSO vao thang 05/2010 md ta qui trinh nay trong mbi lién két voi mot
nghi quyét dang dugc Lién hiép qudc phéc thao cé lién quan t6i viée ap dat trimg phat méi 1én Iran.

(S//51) BLARNEY Team Provides Outstanding Support to Enable
UN Security Council Collection

By I NAME REDACTED I on 2010-05-28 1430

(TS//S1//NF) With the UN vote on sanctions against Iran
approaching and several countries riding the fence on
making a decision, Ambassador Rice reached out to NSA
requesting SIGINT on those countries so that she could
develop a strategy. With the requirement that this be done
rapidly and within our legal authorities, the BLARNEY team
jumped in to work with organizations and partners both
internal and external to NSA.

(TS//SI//NF) As 0GC, SV and the TOPIs aggressively worked
through the legal paperwork to expedite four new NSA FISA
court orders for Gabon, Uganda, Nigeria and Bosnia, BLARNEY
Operations Division personnel were behind the scenes
gathering data determining what survey information was
available or could be obtained via their long standing FBI
contacts. As they worked to obtain information on both the
UN Missions in NY and the Embassies in DC, the target
development team greased the skids with appropriate data
flow personnel and all preparations were made to ensure
data could flow to the TOPIs as soon as possible. Several
personnel, one from legal team and one from target
development team were called in on Saturday 22 May to
support the 24 hour drill legal paperwork exercise doing
their part to ensure the orders were ready for the NSA
Director’s signature early Monday morning 24 May.

(S//51) With 0GC and SV pushing hard to expedite these four
orders, they went from the NSA Director for signature to
DoD for SECDEF signature and then to DO) for signature by
the FISC judge in record time. All four orders were signed
by the judge on Wednesday 26 May! Once the orders were
received by the BLARNEY legal team, they sprung into action
parsing these four orders plus another “normal” renewal in
one day. Parsing five court orders in one day — a BLARNEY
record! As the BLARNEY legal team was busily parsing court
orders the BLARNEY access management team was working with
the FBI to pass tasking information and coordinate the
engagement with telecommunications partners.

Mot tai liéu giam sat twong tu tir thang 08/2010 tiét 16 rang My da gian diép 8 thanh vién Hoi dong
An ninh Lién hiép qudc vé nghi quyét sap téi vé cac trimg phat chong Iran. Danh sach d6 bao gdm
Phap, Brazil, Nhat va Mexico - tat ca cac quéc gia dugc cho 1a than thién. Vu gidn di¢p d6 da trao
cho chinh phi My thong tin quy gia vé cac ¥ dinh bo phiéu cta cac nudc do, trao cho Washington
mot cai 1& khi néi chuyén véi cac thanh vién khéc cia Hoi dong An ninh.
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TOP SECRET/COMINT/NOFORN

August 2010

(U/FOUQ) Silent Suceess: SIGINT Synergy Helps Shape US
Foreign Policy

(TS//S1//NF) At the outset of these lengthy negotiations, NSA had sustained collection against
France
Japan, Mexico, Brazil

(TS//S1//REL] In late spring 2010, cleven branches across five Product Lines teamed with NSA
cnablers to provide the most current and accurate information to USUN and other customers on how
UNSC members would vote on the Iran Sanctions Resolution. Noting that Iran continued its non-
compliance with previoas UNSC resolutions concerning its nuclear program, the UN imposed further
sanctions on'Y June 2010, SIGINT was key in keeping USUN informed of how the other members of the
UNSC would vate.

(T5//SI{/REL) The resolution was adepted by twelve votes for. two against (Brazil and Turkey), and
one abstention from Lebanon. According to USUN, SIGINT “helped me to know when the other Permreps
|Permanent Representatives] were telling the truth... revealed their real position en sanctions... gave us
an upper hand in negotiations... and provided information on various countries ‘red lines."™

Dé tao thuén loi cho viée gian di€¢p ngoai giao, NSA da gianh dugc céc dang truy cdp khac nhau téi
cac st quan va lanh sy quan cua nhiéu nudc dong minh than cin nhat. Mot tai liéu ndm 2010 - chi
ra ¢ day voi mot s6 nudc bi x0a - liét ké cac nude ma céac ciu tric ngoai giao cua ho ¢ trong nudc
M§ timg bi co quan nay thim nhap. Mot bang chu giai ¢ cudi giai thich cic dang giam sat khac
nhau dugc su dung.

10 Sep 2010
CLOSE ACCESS SIGADS

CLOSE ACCESS SIGADS

All Close Access domestic collection uses the US-3136 SIGAD with a unigque
two-letter suffix for each target location and mission. Close Access overseas
GENIE collection has been assigned the US-3137 SIGAD with a two-letter suf-
fix

[(Note: Targets marked with an * have either been dropped or are slated to be dropped
in the near future. Please check with TAQMTD/ROS (961-1578s) regarding authorities

status.)

SIGAD US-3136

SUFFIX TARGET/COUNTRY LOCATION COVERTERM MISSION

EE BrazilEmb Wash,DC KATEEL LIFESAVER
si BrazilEmb Wash, DC KATEEL HIGHLANDS
Vo BrazilUN MNew York POCOMOKE HIGHLANDS
HMN BrazilUMN New York POCOMOKE VAGRANT
%] BrazilUN Mew York POCOMOKE UIFESAVER
YL *  Bulgaria®Emi Wash, DC MERCED HIGHLANDS
Ox *  Colombia/Trade Bureau MNew York BANISTER LIFESAVER
oy EUUN Mew York PERDIDO HIGHLANDS
55 EUUN New York PERDIDO LIFESAVER
KD EWEmMb Wash, DC MAGOTHY HIGHLANDS
[la] EWEmb Wash, DC MAGOTHY MINERALIZ
x) EUWEmMDb Wash, DC MAGOTHY DROPMIRE
OF France/UnN New York BLACKFOOT HIGHLANDS
Ve France/UN MNew York BLACKFOOT VAGRANT
uc France/Emb Wash, DC WABASH HIGHLANDS
Lo France/Emb Wash, DC WABASH PEX

NK * Georgia/Emb Wash, DC NAVARRD HIGHLANDS
EY = Georgia/Emb Wash, DC NAVARRO VAGRANT
RX Greeca/UN MNew York POWELL HIGHLANDS
HB Greece/UN MNew York POWELL LIFESAVER
@ Greece/Emb Wash, DC KLONDIKE HIGHLANDS
P Greece/Emb Wash,DC KLONDIKE LIFESAVER
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N Greece/Emb Wash, DC KLONDIKE PEX

MO*  IndiafUN New York MNASHUA, HIGHLANDS
QL *  India®UN New York MNASHUA MAGNETIC
ON *  India/UN New York NASHUA VAGRANT
15 * India®UN New York MNASHUA LIFESAVER
0OX = India/Emb Wash, DC OSAGE LIFESAVER
CQ *  IndiafEmb Wash, DC OSAGE HIGHLANDS
TQ *  India/Emb Wash, DC OSAGE VAGRANT
U *  India/Embanx Wash, DC OSWAYD VAGRANT
D5 *  India’Embanx Wash, DC OSWAYO HIGHLANDS
SU *  ltaly'Emb Wash, DC BRUNEAU LIFESAVER
MV*  ltaly'Emb Wash, DC HEMLOCK HIGHLANDS
P *  Japan/UN New Yook MULBERRY MINERALIZ
HF * Japan/UN New York MULBERRY HIGHLANDS
BT = Japan/UN New York MULBERRY MAGNETIC
RU * Japan/UN New York MULBERRY VAGRANT
LM *  MexicolUN New York ALAMITO LIFESAVER
ux *  Slovakia’Emb Wash, DC FLEMING HIGHLANDS
SA * SlovakiaEmb Wash, DC FLEMING VAGRANT
¥R *  South Africa/ UN & Consulate  New York  DOBIE HIGHLANDS
Rl * South Africa’ UN & Consulate  New York DOBIE VAGRANT
¥R * South KoreaUN New York SULPHUR VAGRANT
TZ * Taiwan/TECO New York REQUETTE VAGRANT
VN *  VenezuelaEmb ‘Wash, DC YUKON LIFESAVER
UR * VenezuelaUN New York WESTPORT LIFESAVER
NO *  Vietnam/UN New York NAVAIO HIGHLANDS
QU=  Vietnam/UN New York NAVAIO VAGRANT
GV *  Vietnam/Emb Wash, DC PANTHER HIGHLANDS

SIGAD US-3137

GENERAL TERM DESCRIPTIONS

HIGHLANDS: Collection from Implants

VAGRANT. Collection of Computer Screens

MAGMNETIC: Sensor Collection of Magnetic Emanations

MINERALIZE: Collection from LAN Implant

OCEAN: Optical Collection System for Raster-Based Computer Screens

LIFESAVER: imaging of the Hard Drive

GENIE: Multi-stage operation; jumping the airgap etc

BLACKHEART: Collection from an FBI Implant

PBX: Public Branch Exchange Switch

CRYPTO ENABLED: Collection derlved from AQ's efforts to enable arypio

DROPMIRE: passive collection of emanations using an antenna

CUSTOMS: Customs opportunities (not LIFESAVER)

DROPMIRE: Laser printer collection, purely proximal sccess (**NOT** implanted)

DEWSWELPER: USB (Universal Serial Bus) hardware hoit tap that provides COVIRT
link crver USE link into a target network. Operates wiRF relay subsystem to pro-
vide wirebess Bridge inlo target network.

RADON: Bi-directional host tap that can inject Ethernet packets onto the same tar-
get Allows bi-directional exploitation of Denied networks using standard on-net
ool

Mot s6 phuong phép ctia NSA phuc vu cho tat ca cac chuong trinh nghi sy - kinh té, ngoai giao, an
ninh va gianh duoc mot vu thé toan ciu cho tat ca cac muc dich - va chung 13 trong s cac phuong
phap tran lan, dao dtrc gia nhat, trong kho céc tiét muc cta co quan nay. Nhidu nim, chinh pha My
da to tiéng canh bao thé gidi rang cac bd dinh tuyén routers cua Trung Qudc va céc thiét bi Internet
khéac dit ra mot “mbi de doa” vi chung dugc xay dung vai chlrc nang gidm sat ctra hau ma trao cho
chinh phu Trung Quédc kha ning gian diép bit ky ai dang st dung chiing. Vang nhiing gi cac tai liéu
ctia NSA chi ra rang nhimg ngudi My da va dang tham gia chinh x4c trong cac hoat dong ma nudc
M¥ di té cao Trung Qubc dang lam.
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Su khua tréng ctia nhitng 10i t6 cdo ctia My chdng cac nha san xuat thiét bi Internet ctia Trung Qudc
timg khong thuyén giam. Vao nam 2012, vi dy, mét bao cio tir Uy ban Tinh bao Ha vién, do Mike
Rogers lanh dao, di kéu rang Hoa Vi (Huawei) va ZTE, 2 cong ty thiét bi vién thong hang dau cua
Trung Qudc, “co thé dang vi pham céc luat ciia My” va da “khong tuan tha cac bon phan phap 1y
hoic céc tiéu chuin qudc té vé hanh xtr cia doanh nghiép”. Uy ban d6 dd khuyén cdo rang “M§ nén
xem xét v&i sy nghi ngo vé su thAm nhép lién tuc cua cic cong ty vién thong Trung Quéc vao thi
trudng vién thong My”.

Uy ban cua Rogers di 1én tiéng vé cac ndi so hii rang 2 cong ty d6 timg xtic tic cho sy gidm sat cia
nha nudc Trung Quéc, du n6 da nhan thirc duoc réng n6 da khong c6 duoc bﬁng chirng thuc su nao
rang cac hang d6 da cai cam vao cac bo dinh tuyén router va cac hé thong khéac ctia ho véi cac thiét
bi giam sat. Tuy nhién, né da trich dan su that bai ciia cac cong ty d6 dé hop tac va di thiic giuc cac
hang My tranh mua cic san pham ctia ho:

Céac thyuc thé khu vuc tu nhan & M7¥ dugc khuyén khich manh mé& can nhéc cac rui ro dai
han vé an ninh c6 lién quan t6i viéc tién hanh kinh doanh vé&i hodc ZTE hoidc Hoa Vi vé
trang thiét bi hodc cac dich vu. Céc nha cung cép mang va cac lap trinh vién h¢ théng cla
M¥ duoc khuyén c40 manh m& tim kiém céc nha ban hang khac cho céc dy an cta ho. Dua
vao cac thong tin mat va khong mat dang c6 sin, Hoa Vi va ZTE khong thé dugc tin cay s&
¢6 ty do ddi v6i anh hudng cta nude ngoai va vi thé dit ra mot mdi de doa vé an ninh cho
nude My va cho cac hé thong cua ho.

Nhimng t6 céo lién tuc da tré thanh mot ganh nang nhu vdy nén Ren Zhengfei, nha sang 1ap va CEO
69 tudi ciia Hoa Vi, da cong bd hdi thang 11/2013 rang hang da bo thi truong My. Nhu to Chinh
sdch Nuée ngoai da néu, Zhengfei dd noi cho mot to bao Phap: ““Néu Hoa Vi dang nam & giira cac
mdi quan hé M¥ - Trung', thi su gdy ra cic van d¢, 'la khong dang™.

Nhung trong khi cac cong ty My timg duoc canh bao tranh xa cac b dinh tuyén router duge cho 1a
khong dang tin cdy ciia Trung Qudc, thi cac to chirc nude ngoai cé thé duoc tu van tot dé nhan biét
dugc cac bo dinh tuyén router do My ché tao. Mot béo cao thang 06/2010 tir ngudi dimg dau phong
Phat trién dich va Truy cap cua NSA lai bi sbc mot cach rd rang. NSA thuong xuyén nhén - hodc
can thi¢p - cac bo dinh myén router, cac may chu va cac thiét bi mang may tinh khac dang duoc
xuat khau tir My trude khi chung duge phan phdi t6i cac khach hang quéc té. Co quan nay sau dé
cai cim céc cong cu giam sat ctra hau, dong goi lai cac thiét bj v6i mot dau trién cia Xuong san
xuat, va giri chung di. NSA vi thé gianh duoc su truy cip téi toan bd cic mang va tat ca nhiing
ngudi st dung cta ho. Tai liéu han hoan quan sat thiy rang mot s “ché pham SIGINT ... 14 rat thuc
tién (theo nghia den!)”:
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OP SECRET/COMINT/NOFORN
June 2010
S{Ipl (U) Stealthy Techniques Can Crack Some of SIGINT s
Hardest Targets
oday) *
By: (L/FOL 'Ul@_ Chief, Access and Target Development (53261) h
REDACTED

(TSUSI/NF) Not all SIGINT tradecraft involves accessing signals and
networks from thousands of miles away. .. In fact, sometimes it 15 very WJ
hands-on (literally!). Here's how it works: shipments of computer network

devices (servers, routers, eic.) being delivered to our targets throughout the world are
intercepted, Next, they are redirected to a secret location where Tailored Access
Operations/Access Operations (AD - 5326) employees, with the support of the Remote
Operations Center (S321), enable the installation of beacon implants directly into our
targets’ electronic devices. These deviees are then re-packaged and placed back into
fransif to the original destination. All of this happens with the support of Intelligence
Community partners and the technical wizards in TAO.

(TS/S1/NF) Such eperations involving supply-chain interdiction are some of the most
productive operations in TAO, because they pre-position aceess points into hard target
networks around the world.

(TS/SI/NF) Left: Intercepled packages are opened carefully, Right: A “load station™
implants a beacon

Cuoi cung, thiét bi dugc cai cam do két noi ngugc vé ha tang ciia NSA:

(TS/SL/NF) In one recent case, afler several months a beacon implanted through supply-
chain interdiction called back to the NSA covert infrastructure, This call back provided
us aecess to further exploit the device and survey the network

Trong sd nhitng thiét bj khac, co quan nay can thiép va 1am gia v6i cac bo dinh tuyén router va cac
may chu duoc Cisco san xuat dé dinh huéng sb lugng 16n cac giao thong Internet nguoc vé cac kho
ciia NSA. (Khong c6 bang ching trong cac tai lidu rang Cisco biét dugc, hodc tha thir, cho cac can
thiép d6). Vao thang 04/2013, co quan nay di niu lay cac kho khan k¥ thuat cé lién quan toi cac bd
chuyén mach mang Cisco bi can thiép, ching di anh hudng téi cic chuong trinh BLARNEY,
FAIRVIEW, OAKSTAR, va STORMBREW:
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TOP SECRET/COMINT/REL TO USA, FVEY

(Report genevated on 4/11/2013 3 31.05PM )

P
CrossProgram-113  New ECP Lenc:

are on M Csco ONS Nodos
) Approsl Prioeity, C-Rautine
Site(s). APPLE1: CLEVERDEVICE Project(s) No Progect(s) Entered
HOMEMAKER : DOGHUT
QUARTERPOUNDER
GUEENSLAND : SCALLION
SPORTCOAT
SUBSTRATUM : TITAN
POINTE : SUBSTRATUM
BIRCHWOOD - MAYTAG
EAGLE EDEN
Systemis); Comms/Natwork SubSystem(s); No Subsystem(s) Entered
Comma/Network
CommaNetwork
CommaN etwirk
Descopuon of CAMQE,  gate software on al Gisco Optical Nobwork Switches

51

Reason for Change: Al of cur Cisco ONS SONET multiplasors are axpariencing a software bug
that causes tham o inbermitiently drop out
Migpion IMPact. The mission impact is unknown.  ¥Whike e existing bug doesn appear o

affect traffic, appiying the new software update could. Uniorunately, there &
now way to be sure, We canl simulale the bug in our lab and so s
impossibie 10 predict exactly what will Rappen when we apply the software
update. We propose 10 updatn one of The nodes i NEP.320 frst 1o delerming
if the update goes smoothly

Recenty we tried 10 resat the standhy manager card in the HOMEMAKER
node. When that tiled, we attemplid 1o physically reseal 8. Sinos il was he
standby cord, we gid not expect Mat woulkd Couse any problems. Mowever,
upon resesting the card, hé antire ONS crashad and we lost 5Bl bafhc through
e box 1L took mone Bhan an hour 1 recover fiom Bis e

The wors! case SCnaio i thal wa hive 1o blow sway the snire configuration
and san from scralch. Priod 10 Sianing our upgrade, we will save the
configuration so that if we have 1o configure the box rom scraich, we can
Aimgly upkande e seved conliguration. \We estimans Mat we will be down for
NG more Than an hour 1or 8ach node in 1 system

Additional Info: V62013 8:16:13 AM (s mecacreD |
Wi haret besded She upgride in our kab and it works well. Howiver, wa can't
fespedl the bug in our kib, 50 we dont know i we will encountel problems wian
wo aemot 1o upgrade & node thal  aSected by the bug.
Last CCB Entry; D4/10013 160811 [ Naws REOACTID |
089 Apr Blarmney CCI - Biamey ECP board approved
ECP i [ WAME REGACTED |

Proneams Aftectad: Bldrny Farvaw CMkstir SHmmbrow

Hoan toan c6 kha ning réng cac hang cua Trung Qudc dang cai cdm cac co ché giam sat trong cac
thiét bi mang cta ho. Nhung nudc My chic chin ciing dang lam y hét.

Canh bao cho thé gidi vé su giam sat ciia Trung Qudc c6 thé timg 13 mot trong nhimng dong luc dang
sau nhitng khiéu nai cta chinh phu My rang cac thiét bj cua Trung Quédc khong thé tin cay duoc.
Nhung mot dong lyc quan trong ngang bang dudng nhu di va dang ngin chin céac thiét bi cia
Trung Quéc khoi hat céng duoc cac thiét bi duoc M7 san xuét, diéu co thé da gi61 han sy vuon toi
dugc cta chinh NSA. Néi cach khac, cac bd dinh tuyén router va cac may chi Trung Quéc dai dién
cho khong chi sy canh tranh vé kinh té, ma con su canh tranh vé giam sat: khi ai d6 mua mot thiét
bi ctia Trung Qudc thay vi cia My, thi NSA danh mat phuong tién cbt tir dé gian diép nhiéu hon cac
hoat dong giao tiép truyén thong.

ks

Néu luong thu thap dwoc phat hién di 1am cho u mudi di rdi, thi nhiém vu ciia NSA dé thu thap tat
ca cac ddu hiéu moi lic da dan co quan ndy t6i md rong va xam chiém ngay cang nhiéu mién dat
hon. Lugng cac dit liéu ma né chop dugc 1a qua khéng 16, trong thuc té, thach thurc co ban ma co
quan nay néu 1 vé viéc luu trit hang déng thong tin duoc tich cop tir khip noi trén thé gidi. Mot tai
liu ciia NSA, dugc chuén bi cho Hoi nghi SigDev cta 5 cdp mit, dua ra van dé trong tam nay:

I'he Challenge

Collection is outpacing our ability to ingest, process and
store to the “norms” to which we have become
accustomed.
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Cau chuyén di nguoc vé nam 2006, khi co quan nay nhay 1én cai goi 1a “Sy md rong Pham vi Rong
cua viéc Chia sé Siéu dir liéu cia NSA” (Large Scale Expansion of NSA Metadata Sharing). Tai
thoi diém d6, NSA di doan trude dugc rang su thu thap siéu dir lidu ciia nd cé thé ting t6i 600 ty
ban ghi mdi nam, su gia tang co thé bao gém tr 1-2 ty su kién cudc goi dién thoai méi dugce thu
thap mdi ngay:

I — A ——
SECRETCOMENT/SEL T USA, VY000

& Large Scale Expansion of NSA Metadata Sharing @

(SISIIREL) Increases NSA communications metadata sharing
from 50 billion records to 850+ billion records (grows by 1-2 billion
records per day)

e '
|| |9 Projected DNI
i - mDNI
b O Projected PSTN

|BPSTN

[ ]
FEFSFEFSLSS S

*(CAREL) Includes Call Events from 2+ Party SIGINT Partners (est. 126 Billion
records)

SECREYOMINT REL TO USA, PVEY)/ 2600018

To1 thang 05/2007, sy mo rong do thuc sy da dom hoa két trai: luong siéu dir liéu dién thoai ma co
quan nay tung luu trit - doc 1ap véi cac dir li¢u thu dién tir va Internet khéc, va khong tinh téi cac dix
liéu ma NSA di x6a vi thiéu chd luu trit - d4 ting téi 150 ty ban ghi:
TSR
@  (SINF)Call Events in PROTON* @

+Total Call Events in NSA PROTON" est. 149 Billion

Of those:
+Total Call Events Non-NSA est. 101 Billion
*Total Call Events Non-NSA, est. 92,000

Non-NOFORN, Non-HCS

LA ol MY Ry sl
S Ry OF Of HCE

8 R MR B e e aber
# Byas Sias M N | Har- 6]

* For date range 2000-2008, as of eardy July 2006, some
data has been aged off system SECHET) MO 281010

Mot khi céac giao tiép truyén thong dua vao Internet da dugc thém vao sy pha tron, téng sb cac su
kién giao tiép truyén thong dugc luu trit timg 1a gan 1.000 ty (dit liéu nay, n6 s& duge luu ¥ t6i, sau
do6 dugc NSA chia sé véi cac co quan khéc).

Dé giai quyét van dé luu trir cia nd, NSA da bit dau xay dung mot co s mdi khong 16 ¢ Bluffdale,
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Utah, ma c6 mdt trong nhitng muc dich ban dau cua no dé gitr lai tat ca cac dit liéu. Nhu nha bao
James Bamford da luu y trong nam 2012, xay dung Bluffdale s€ m¢& rong kha ning ctia co quan nay
bang viéc bd sung thém “4 khoang dién tich 25.000 foot vudng dugc dién dy voi cac may chu, day
du voi khong gian mat san duoc nang cao 1én cho cac cap va kho luu trir. Hon nita, s& c6 nhiéu hon
900.000 foot vudng danh cho hd trg k¥ thuat va hanh chinh”. Xem xét kich ¢& cta toa nha va thuc
té 14, nhu Bamford noi, “mot terabyte dir li¢u bay gio co thé duoc luu trix trong mdt dia flash kich
c0 ngon tay Ut cia mot nguodi”, thi nhitng ngu y vé thu thap dir li¢u 1a sau tham.

Nhu ciu vé cic co s& 16n hon chua ting c6 1a dic biét cap bach biét rang nhitng xam 14n hién hanh
trong hoat dong truc tuyén toan cau duoc mo rong vuot xa sy thu thap siéu dir licu dé bao gém ca
ndi dung thuc té ciia cac thu dién tir, duyét Web, lich sir tim kiém va cac cudc chat. Chuong trinh
chinh dugc NSA st dung dé thu thap va tim kiém cac dir liéu nhu vay, dugc gidi thi¢u vao nam
2007, la X-KEYSCORE, va n6 du suc cho mgt budc nhdy can ban trong pham vi sttc manh giam
sat ciia co quan nay. NSA goi hé thong “mé rong mém déo” cua nd 1a X-KEYSCORE cho viéc thu
thap cac dir liéu dién tir, va véi Iy do tot.

Mot tai liéu hudn luyén duogc chuén bj cho cac nha phan tich néu chuong trinh léy duoc “gén nhu
moi diéu ma mot nguoi st dung dién hinh 1am trén Internet”, bao gém ca van ban cua cac thu dién
tur, cac tim kiém cua Google, va cac tén website dugc Viéng tham. X-KEYSCORE tham chi cho
phép NSA quan sat cac hoat dong thu dién tir va duyét khi chiing dién ra.

Ngoai viéc thu thap cac dir li¢u toan di¢n vé cac hoat dong truc tuyén cua hang trdm triéu nguoi, X-
KEYSCORE con cho phép bat ky nha phan tich nao ctia NSA tim kiém cac co s¢ dit liéu cta hé
théng theo dia chi thu dién tir, s6 dién thoai, hodc viéc nhan dién céc thudc tinh nhu mot dia chi IP.
Dai cac thong tin sin sang va co ban c6 nghia 1a mot nha phan tich st dung dé tim kiém né s& duoc

Plug-ins extract and index metadata into

tables

— ongine] ——»

miéu ta trong slide nay:

7% SECRET//COMENT//REL TO USA, ALS, CAN, GBR, |

What XKS does with the

TOP SECRET//COMENT)/REL TO USA, AUS, CAN, GBR, NIL

Mot slide khac vé X-KEYSCORE liét ké cac truong thong tin khac nhau ma c6 thé duoc tim kiém
thong qua cac “trinh cai cdm” (plug-ins) ctia chuong trinh. Chiing bao gdm “moi dia chi thu dién tir

29 <

trong mot phién”, “moi s6 di¢n thoai dugc thay trong mdt phién” (bao gom ca “cac khoan muc cua
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s0 dia chi”), va “hoat dong cia webmail va chat”:

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, N2 2
Plug-ins %

Plug-in DESCRIPTION

E-mail Addresses  Indexes every E-mall address seen in a session by
both usemame and domain

Extracted Files Indexes every file seen in a session by both filename
and extension

Full Log Indexes every DNI session collected. Data is
indexed by the standard N-tupple (IP, Port,
Casenotation etc.)

HTTP Parser wmmmnm(mu

Phone Number

Indexes every phone number seen in a session (e.g.
address book entries or signature block)

User Activity Indexes the Webmail and Chat activity to include
username, buddylist, machine specific cookies etc,

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GOR, NIL

Chuong trinh ciing dua ra kha niang tim kiém va truy xudt cic tai liéu nhing va cac hinh anh da

dugc tao ra, gui di hodc nhan dugc:

Plug-in DESCRIPTION

User Activity Indexes the Webmail and Chat activity to include
username, buddylist, machine specific cookies etc.

(AppProc does the exploitation)
Document meta-  Extracts embedded properties of Microsoft Office
data and Adobe PDF files, such as Author, Organization,
date created etc.

Céc slide khac ctia NSA cong bd coi md chira dung tt ca tham vong toan cau cua X-KEYSCORE:

Why are we interested in HTTP?

facebook  NEiEiee) Lwittedd
§rrepacs.com
Because nearly everything a typical user
does on the Internet uses HTTP

icom &
\." Ik ! I.'I.-: A
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Why are we interested in HTTP?

* Almost all web-browsing uses HTTP:
* Internet surfing
* Webmail (Yahoo/Hotmail/Gmail/etc.)
* OSN (Facebook/MySpace/etc.)
* Internet Searching (Google/Bing/etc.)
* Online Mapping (Google Maps/Mapquest/etc.)

Céc tim kiém duoc chwong trinh xuc tac 1a quéa dic thu ma bat ky nha phan tich nao ciia NSA ciing
c6 kha niang khong chi tim ra cic website ndo mot ngudi di viéng tham ma con tap hop mot danh
sach toan dién cua tat ca cac cudc Viéng tham té1 mot website cu thé nao do tr céac may tinh duogc
chi dinh:

S HTTP Activity Search

Another common query is analysts who
want to see all traffic from a given IP
address (or IP addresses) to a specific
website.

XKS HTTP Activity Search

* For example let's say we want to see
all traffic from IP Address 1.2.3.4 to
the website www,websii I

* While we can just put the [P address
and the “host” into the search form,
remember what we saw before about
the various host names for a given
website

Péng luu ¥ nht 13 sy dé dang ma cac nha phan tich c6 thé tim kiém bat ky diéu gi ho mudn ma
khong co su giam quan ndo. Mot nha phan tich véi su truy cap t6i X-KEYSCORE can khong dé
trinh mot yéu cau téi mot nguoi giam sat hodc bat ky nha chic trach nao khac. Thay vao d6, nha
phan tich don gian dién vao mot mau co ban dé “xac minh” sy gidm sat, va hé théng tra vé thong tin
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dugc yéu cau.

TCP SECRET/COMNTIREL TO USA AUS, CAN, 0BR N2L

Creating Email Address Queries

» Enter usenames and domains into query

Searchi Email Addresses

Quéry Kamec  krrkdh 2
Justication
Adabenyl hitificalion
Maranda Nurbar
A

Datetme: | | Dary ¥ st 2000 005 Sop 2

vl Usoframe:  (badguy of Rackiude! or badguyzemal

QOombr  [yabaa oo

Mulltiple usermames from
Sukjoct SAME domain can be OR' d

TOR SECRETACOMNT/REL TOUSA AUS, CAN, GBR, NIL

Trong cudc phong van trén video du tién ma anh ta di dua ra khi con & Hong Kong, Edward
Snowden da thuc hién mdt tuyén bd bao gan: “To1, dang ngéi & ban cia toi, co thé nghe trdm dién
thoai cua bat ky ai, tr ban hoac ké toan vién cua ban, t6i mot thAm phan lién bang hodc tham chi
téng théng, néu t6i da c6 duge mot thu dién tir ci nhan”. Cac quan chuc My da cuc luc tur chdi réng
diéu nay la dung. Mike Rogers rd rang di to cao Snowden “ndi d6i”, bo sung thém, “Khong c6 kha
ning cho anh ta dé 1am nhirng gi anh ta vira néi anh ta c6 thé”. Nhung X-KEYSCORE cho phép
mot nha phan tich lam chinh xac nhitng gi Snowden di noi: ngam dich bat ky nguoi st dung nao
cho viéc giam sat toan dién, bao gém viéc doc ndi dung céac thu dién tur ctia ho. Qua thuc, chuong
trinh d6 dé lai cho mot nha phan tich tim kiém tit ca cac thu dién tir ma bao gdm nhitng nguoi sir
dung bi ngém dich & dong “CC” hodc nh¢ t61 ho trong than cua van ban.

Cac ménh 1énh cta riéng NSA cho viéc tim kiém qua cac thu dién tir chi thé hién cach thirc don
gian d6i véi cac nha phan tich dé giam sat bat ky ai ma ho biét duoc dia chi cia nhitng nguoi do:
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[OP SECRET/COMINT/REL TO USA, AUS, CAN, GBR, NZL/20320108

Email Addresses Query:

One of the most commaon queries is (you guessed it) an Email Address Query searching
fior an email address. To create a query for a specific email address, you have to fill in the
name of the query, justify itand set a date range then you simply fill in the email
address(es) you want to search on and submit,

That would look something like this...
Fidhi = ¥ Char Soareh Vol iui

Searcht Email Addresses
Query Nama:  abujiad
Justification: | cAtaget i alnica
Adenal Judiheation v

Miranda Numbar:

Datstime: || Monh ¥ Stat: 0B O 0040 5 ¢

Emad Username:  abujivad

$Derman:  yahoo com

Mot trong cac chirc nang cé gia tri nhat ciia X-KEYSCORE d6i voi NSA 1a kha ning cta no dé
giam sat cac hoat dong trong cac mang xa hoi tryc tuyén - OSN (Online Social Network), nhu
Facebook va Twitter, ma co quan nay tin tuéng dua ra mot sy gidu c6 cac thong tin va “sy hiéu thau
trong cudc sdng cua cac ca nhan bi ngam dich”.
TOP SECRET//COMINT//REL TO USA, FVEY
What intelligence do OSN'’s
provide to the IC?

REL TO USA, FVEY) Insight into the personal
s of targets MAY include:
* (U) Communications

* (U) Day to Day activities

* (U) Contacts and social networks

* (U) Photographs

* (U) Videos

* (U) Personnel information (e.g. Addresses,
Phone, Email addresses)

* (U) Location and Travel Information

TOP SECRET//COMINT//REL TO USA, FVEY

Céc phuong phap cho viéc tim kiém cac hoat dong phuong tién xa hoi 1a don gian ting bit nhu tim
kiém thu dién tr. Mot nha phan tich nhap vao Facebook tén ngudi st dung mong mudn, cing vai
dai céac dit liéu vé hoat dong, va X-KEYSCORE sau do tra vé tat ca thong tin ctia nguoi su dung do,
bao gém ca cac thong diép, ndi dung cac cude chat, va cac thong tin riéng tu khac.
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Datetime: 10

Search For

Search Valug

TO USA,

EL TO USA,
ctivity Possible

Reglm:  nedog

. FVEY
FVEY)

Queries

TOP SECRET//COMINT//REL TO USA, FYEY

Co 18 thyc té dang chii ¥ nhat vé X-KEYSCORE 1a s6 luong khong 16 cac dit liéu ma no 1ay duoc

va luu trit trong nhiéu site thu thap khip thé gidi. “O mot sb site”, mot bao cao néu, “luong dit liéu

chung t6i nhan duoc mdi ngay (hon 20 terabyte) chi ¢6 thé duoc luu trit it hon 24 gid dua vao cac

tai nguyén c6 san”. Ddi vi mot giai doan 30 ngay bt dau trong thang 12/2012, lugng cac ban ghi

dugc X-KEYSCORE thu thap chi cho mét don vi, SSO, da vuot qua 41 ty:

50 - Last 30 Duys

N Sgnal Prole

)

T

P Meat Voume

T B

‘owit -

o T b ech

- = =

ey, s KKEYSCORE:
s 41,996,304,149

[ v o
Records

X-KEYSCORE “luu trit diy du noi dung lay duoc cho 3-5 ngay, 'lam cham di Internet' mot cach ¢

hiéu lyc” - nghia 1a “cac nha phan tich c¢6 thé di nguoc vé va phuc hoi lai cac phién lam viéc”. Sau

d6 “ndi dung nao ma 'tha vi' c6 thé duoc kéo ra khoi X-KEYSCORE va duoc day vao Agility hodc

PINWALE”, céc co so dir liéu Iuu trit ma dugc gitr lai 1au hon.
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TOP SECRET)//COMINT)//ORCON,REL TO USA, AUS, CAN, GBA and NZL//20291123

Kha nang cua X-KEYSCORE dé truy cdp Facebook va cac site phuong tién xa hgi khac dugce cac
chuong trinh khac khoe khoang, bao gom BLARNEY, cho phép NSA theo ddi “mot dai rong 16n
cac dir liéu ctuia Facebook thong qua cac hoat dong giam sat va tim kiém™:

(TS//SI//NF) BLARNEY Exploits the Social Network via
Expanded Facebook Collection

By on 2011-03-14 9737

(TS//S1//NF) SSO HIGHLIGHT - BLARNEY Exploits the Social
Network via Expanded Facebook Collection

(TS//SI//NF) On 11 March 2011, BLARNEY began delivery of
substantially improved and more complete Facebook content.
This is a major leap forward in NSA's ability to exploit
Facebook using FISA and FAA authorities, This effort was
initiated in partnership with the FBI six months ago to
address an unreliable and incomplete Facebook collection
system. NSA is now able to access a broad range of Facebook
data via surveillance and search activities. OPIs are
excited about receiving many content fields, such as chat,
on a sustained basis that had previously only been
occasionally available. Some content will be completely new
including subscriber videos. Taken together, the new
Facebook collection will provide a robust SIGINT
opportunity against our targets — from geolocation based on
their IP addresses and user agent, to collection of all of
their private messages and profile information. Multiple
elesents across NSA partnered to ensure the successful
delivery of this data. An NSA representative at FBI
coordinated the rapid development of the collection system;
$S0's PRINTAURA team wrote new software and made
configuration changes; CES modified their protocol
exploitation systems and the Technology Directorate fast-
tracked upgrades to their data presentation tools so that
OPIs could view the data properly.

Trong khi d6 tai Anh, bd phan Khai thac Vién thong Toan cau - GTE (Global Telecommunications
Exploitation) cia GCHQ ciing d4 danh céc tai nguyén dang ké vao nhiém vu d6, dugc chi tiét hoa
trong mot trinh chiéu ndm 2011 cho hoi nghi thudng nién ciia 5 cap mat.
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TOP SECRETHEMWREL FVEY

Can IGT.ER

Exploiting Facebook traffic in the
passive environment to obtain
specific information

i Capandity Dareslope:
communicatons Expiciaton (GTE)

TOP SECRETISMREL FVEY

See IGILES

= Targets increasing usage of Facebook,
BEBO, MySpace etc.
* A very rich source of information on targets:
= Personal details
= ‘Pattern of Life'
» Connections to associates
« Media

GCHQ da cht ¥ dic biét t6i nhitng diém yéu trong hé théng an ninh ctia Facebook va thu dugc
dang cac dir liéu ma nhitng nguoi st dung Facebook dinh bao vé:

TOP SECRETHSMWREL FVEY

GaD Looing IGTES

* Many targets on Facebook lock down
their profiles, so it is not possible to view
all of their information...

But passive offers the opportunity to
collect this information by exploiting
inherent weaknesses in Facebook’s
security model.

AT WA, R (K

bac biét, GCHQ da théy céc chd bj tdn thuong trong hé théng mang luu trit anh, n6 cod thé duoc st
dung dé c6 duoc su truy cap t6i cac ma dinh danh ID cta Facebook va cac anh trong cac bo anh:
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TOP SECRET/SUREL FVEY

IGILES

Facatook Content Defivery Network (CON)
Servany

Prafile images. albus mages..

TOP SECRETISWREL FVEY

* Weaknesses
+ Assumed Authentication
+ Security through obscurity

TOP SECRETISWREL FVEY

Analyst

@

Ngoai cac mang phuong tién xa hoi, NSA va GCHQ tiép tuc tim kiém bét ky khe hd nao trong
mang giam sat cta ho, bat ky giao tiép truyén thong ndo con nim bén ngoai su chdp dugc cia ho,
va sau d6 phat trién cac cach thirc d& mang chung vao dudi cac con mit theo ddi ciia cic co quan
d6. Mot chuong trinh duong nhu ti mu mé ta diém nay.

Ca NSA va GCHQ da ting tiéu thu theo nhu cau linh hdi dugc ctia ho dé theo ddi cac giao tiép
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truyén thong Internet va dién thoai cia moi nguoi trén cac chuyén bay thwong mai. Vi chiing dugc
dinh tuyén thong qua cac hé thong vé tinh doc lap, ching 13 cuc ky khé dé dinh vi. Y tudng 1a co
mot thdi diém khi ma ai do c6 thé su dung Internet hoac di¢n thoai cia ho ma khong c6 sy do tim ra
- tham chi chi trong it gid dong hd trong khi bay - 1a khong chiu dung duoc ddi voi cac co quan
giam sat. Dé dap lai, ho di danh céc tai nguyén dang ké cho viéc phat trién cac hé théng s& can
thiép duogc cac giao tiép truyén théng trong khi bay.

Tai hdi nghi nam 2012 cta 5 cdp mét, GCHQ da trinh chiéu mot chuong trinh can thi€p co6 tén la
Thieving Magpie, nham vao sy sir dung ngay mot san cac dién thoai cam tay trong cac chuyén bay:

NAME & CONTACT INFORMATION
REDACTED

*Many airlines are offering on-board mobile
phone services, particularly for long haul and
business class (list is growing)

*At least British Airways are restricting the
service to data and SMS only — no voice

Giai phap duge dé xuat dd muong tuong mot hé théng dé dam bao “bao trim toan bo thé gisi”:
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REDACTED

*Global coverage via SOUTHWINDS is
planned in the next year

™ TRAF1
s e o t— eyl
B e e

Su tién bo déng ké da duoc thuc hién dé dam bao rang cac thiét bi nhat dinh d& bi giam sat trong
cac may bay phan luc cho khéch:

o=

«Currently able to produce events for at least
Blackberry phones in flight

*Able to identify Blackberry PIN and
associated Email addresses

*Tasked content into datastores, unselected to
Xkeyscore, further details of usage available

*We can confirm that targets selectors are on board
specific flights in near real time, enabling
surveillance or arrest teams to be put in place in
advance

*[f they use data, we can also recover email
address’s, Facebook Ids, Skype addres c
*Specific aircraft can be tracked approximately every
2 minutes whilst in flight

Mot tai lidu c6 lién quan cia NSA duoc trinh chiéu trong cling hoi nghi d6, cho mot chuong trinh
c6 tén 1a Homing Pigeon, ciing mé ta cac nd luc dé theo ddi cac giao tiép truyén thong trong chuyén
bay. Chuong trinh cta co quan d6 timg dugc phdi hop véi GCHQ, va toan bd hé thong dugc 1am
cho sén sang cho nhom 5 cip mit.
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(U) ANALYTIC DRIVER (CONT.)

LI(S//SI//REL FVEY) Analytic Question
Given a GSM handset detected on a known
aircraft flight, what is the likely identity (or
identities) of the handset subscriber (and vice-
versa)?

LI(TS//SI//REL FVEY) Proposed Process
Auto correlation of GSM handsets to subscribers
observed on two or more flights.

(U) GOING FORWARD

A (TS//SI//REL FVEY) SATC will complete development
once a reliable THIEVING MAGPIE data feed has been
established

J(TS//SI//REL FVEY) Once the QFD is complete, it will
be available to FVEY users as a RESTful web service,
JEMA component, and a light weight web page

3 (TS//SI//REL FVEY) If the S2 QFD Review Panel elects
to ask for HOMING PIGEON to be made persistent,

its natural home would be incorporation into
FASTSCOPE

ks

Cé su vo tu dang luu y, trong céac phﬁn ctia NSA, vé muc dich thuc cta viée xay dung mot h¢ théng
gidm sat bi mat qua khong 16. Mot trinh chiéu PowerPoint dugc chuan bi cho mot nhém cac quan
chtc co quan nay thao luin vé trién vong cia cac tiéu chuan Internet quic té dua ra quan diém
khong t6 son diém phan gi. Tac gia cia trinh chiéu 1a mot “Si quan Tinh bao Qudc gia cua
NSA/SIGINT (SINIO) vé Khoa hoc va Cong ngh¢”, tu dugc mo td nhu 1a “mdt nha khoa hoc va

cao thu duoc huin luyén tot”.

Ti€u dé chan phuong cua bai trinh bay cua anh ta: “Vai tro cua cac loi ich qudc gia, tién, va cai
T61”. 3 yéu t6 do cung nhau, anh ta noi, 1a dong luc trude hét dan dat nude My duy tri su ap ddo

giam sat toan cau.

-
UNFOUQ

Oh Yeah...

= Put Money, National Interest, and
Ego together, and now you’ re talking
about shaping the world writ large.

What country doesn’t want to make
the world a better place... for
itself?
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Anh ta luu ¥ rang sy ap dédo ciia My ddi voi Internet da trao cho nudc ndy stic manh va tam anh
huong dang ké, va ciing da sinh ra lgi nhuan khéng 10:

-
SECRETHREL TO USA, FVEY

What’ s the Threat?

= Let’ s be blunt — the Western World
(especially the US) gained influence and
made a lot of money via the drafting of
earlier standards.

The US was the major plarer in shaping
today’s Internet. This resulled in pervasive
exportation of American culture as well as
technology. It also resulted in a lot of money
being made by US entities.

Loi nhuan va sttc manh nhu vay ciing khong tranh khoi da tich lity, tat nhién, cho ban than nén cong
nghiép giam sat, cung cap dong luc khac cho su mé rong bat tan cia nod. Ky nguyén sau ngay 11/09
da ching kién mot sy bung nd 6 at cac tai nguyén duoc danh cho su giam sat. Hau hét cac tai
nguyén d6 timg duogc truyén tir két tién cta cong chiing (nghia 13, nhimg ngudi My dong thué) vao
céc thi clia cac tap doan qudc phong gidm sat tu nhén.

Céc cong ty nhu Booz Allen Hamilton va AT&T sir dung dam ngudi 13 cac cuu quan chirc hang dau
ctia chinh phu, trong khi ddm ngudi 13 cac quan chirc quc phong hang dau hién hanh 1a cac nhan
vién trong qua khir (va c6 kha ning trong twong lai) ctia chinh cac tip doan d6. Su phat trién khong
ngimg nha nudc giam sat 1a mot cach dé dam bao rang cac quy cua chinh phu giir luon chay, rang
canh cira xoay van giit dugc boi tron. D6 ciing 13 cach t6t nhat dé dam bao rang NSA va cac co
quan c6 lién quan cta né van giit tim quan trong vé mit t6 chirc va c6 anh huéng & Washington.

Vi pham vi va tham vong ciia nén cong nghiép giam st gia ting, do d6 co hd so dbi tha cam thay
duoc caa nd. Viée liet ké cac mbi de doa khac nhau duoc cho 13 nuée My dang d6i mat, NSA -
trong mot tai liéu 6 tén 1a “Co quan An ninh Qubc gia: Tém tit tong quan” - dua vao mot vai khai
niém du doan: “cac tin tac”, “cac yéu td pham t61”, va “nhiing té€n khung bd”. Tiét 16, du vay, nd
cling di rong 16n hon nhiéu bang viéc dua vao trong s cac mobi de doa ma mot danh sach cac cong
nghé, bao gdm ban than Internet:

THE THREAT TODAY

Internet
Wireless

High-Speed
Circuits

Criminal
Elements

Insiders
Pagers

Facsimile

Intelligend

Satellite
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Internet tir 1au da dugc bao trude nhu mot cong cu chua ting théy cua su dan chu hoa va tu do hoa,
tham chi 1a sy giai phong. Nhung trong con mét ciia chinh pha My, mang toan cau nay va cac dang
cong nghé giao tiép truyén thong khac de doa 1am x6i mon stitc manh ctia My. Nhin tir quan diém
nay, tham vong ctia NSA dé “thu thap tat ca” cudi cung tro thanh mach lac. La sdng con rang NSA
theo doi tat ca cac phan cua Internet va bat ky phuong tién giao tiép nao khac, sao cho khong gi co
thé thoat ra khoi su kiém soat cta chinh pha M.

Két cuc, vuot ra ngoai sy diéu khién ngoai giao va thanh tich kinh té, mot hé théng gian di€p & khép
moi noi cho phép nudc My duy tri sy kim kep ctia né ddi voi thé gidi. Khi nuée My c6 kha ning
biét duoc moi diéu ma moi ngudi dang lam, dang néi, dang nghi, va dang 1én ké hoach - thi cac
cong dan cua riéng nd, dan chiing nudc ngoai, cac tap doan qudc té, cac nha lanh dao chinh phu
khac - stirc manh cta né ddi véi cac phan d6 dugc téi da hoa. Dicu d6 ding gap doi néu chinh phu
van hanh & cdc muc bi mat 16n hon chua ting théy. Su bi mat tao ra mot tim guong mot chiéu:
chinh phi My thdy nhiing gi moi ngudi khéc trén thé gidi nay 1am, bao gdm ca dan chung cua riéng
minh, trong khi khong ai thdy cic hanh dong cta riéng minh ca. Pay thuc sy 1 sy mat can bang,
cho phép su nguy hiém nhat d6i véi tat ca cac diéu kién cia con ngudi: sy thyc thi quyén luc vo han
ma khong c6 sy minh bach va trach nhi¢m giai trinh.

Nhing tiét 16 cia Edward Snowden da danh d6 dong lyc nguy hiém d6 bang viéc roi 4nh sang vao
hé théng d6 va cach ma n6 van hanh. Lan dau tién, moi nguoi o khép noi da c6 kha nang hoc dugc
ding murc do cua cac kha nang giam sat dugc tich cop chéng lai ho. Tin tirc d6 da gay ra mot cude
tranh ludn cuong d¢ lon, duge duy tri lién tuc trén toan cAu mot cach chinh xac vi su giam sat do
dit ra mot mdi de doa chét ngudi nhu vy cho sy didu hanh dan chi. N6 ciing gy ra nhimg dé xuat
cai cach, mot cudc thao luan toan cau vé tam quan trong cua tu do Internet va tinh riéng tu trong ky
nguyén dién tir, v mot sy tinh toan véi cau hoi séng con: sy giam sat khong gisi han cé nghia gi
d6i v6i chung ta nhu nhitng c4 nhan, trong cudc séng clia riéng chung ta?
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Chuong 4. Tac hai cua su giam sat

Céc chinh phu trén khip thé gii di co nhitng ¢ ging manh liét &é huan luyén cho cc cong dan
khinh thi tinh riéng tu cta riéng ho. Mot kinh cAu nguyén tinh tam thuong quen thudc bay gio da
thuyét phuc moi nguoi chiu dung cic xdm pham nghiém trong trong dia hat riéng tu cta ho; thanh
cong 1a nhitng 1y 1& bao chita ma nhiéu ngudi hoan hé khi cac nha chie trach thu thap lugng khong
16 céc dit liéu vé nhitng gi ho néi, doc, mua, va 1am véi ho.

Céc nha chtc trach nha nuéc d6 da duge ung ho trong cudce tan cong ciia ho vao tinh riéng tu bang
mot dan ddng ca cua nhimng ngudi ¢6 thé Iyc cta Internet - cac déi tic duong nhu khong thé thiéu
cua chinh phu trong giam sat. Khi CEO Eric Schmidt cia Google ting dugc hoi trong mdt cudc
phong van ctia CNBC vao nam 2009 vé nhiing quan tim ddi v6i viée giir lai cac dir liéu ngudi sir
dung cua cong ty 6ng, ong da tra 10i: “Néu ban c¢6 thtr gi d6 ma ban khong mudn bat ky ai biét, thi
c6 thé ban s& khong nén 1am diéu d6 ngay tir dau”. Vi su tiy tién ngang bang, nguoi sang 1ap va
CEO ctia Facebook Mark Zuckerberg dd néi trong mot cudc phong van nam 2010 ring “moi ngudi
thuc sy c6 su thudn tién khong chi béng viéc chia sé thong tin va cac dang khac nhiéu hon, ma con
mé hon va véi nhiéu ngudi hon”. Tinh riéng tu trong ky nguyén sd khong con 1a mot “chuan mirc
xa hoi”, ong ndi, mot khai ni€m thuan tién phuc vu cho nhiing 1¢i ich ciia mdt cong ty cong nghé
dang budn ban thong tin ca nhan.

Nhung tim quan trong cta tinh riéng tu 1a bang chimg trong thuc té rang tham chi nhitng nguoi 1am
cho né mét gia, nhimg ngudi da tuyén bd nd da chét hoic khong can thiét, ciing khong tin vao
nhirng diéu ho noéi. Nhitng ngudi bao vé viéc chdng lai tinh riéng tu thuong di rat xa dé duy tri su
kiém soat ddi véi tinh co thé trong thiy duoc ddi véi hanh vi va thong tin cia riéng ho. Ban than
chinh phi My da sir dung céac bién phap cuc ky dé che chin cho cac hanh dong cua ho khoi bi cong
chung nhin thiy, dung 1én mét birc twong bi mat cao hon bao gio hét ma ho dang van hanh dang sau
n6. Nhu mot bao cao nam 2011 tir ACLU di vién ly, “Ngay nay nhiéu nghiép vu ciia chinh phu
chung ta dugc tién hanh trong bi mat”. Thé gidi bong tdi nay 1a qua bi mat, “qua 16n, qua kho cAm”,
nhu to& Washington Post d3 néu, rang khong ai biét no ¢ gia bao nhiéu tién, c6 bao nhiéu ngudi nd
thué 1am, ¢ bao nhiéu chuong trinh dang ton tai bén trong n6 hodc chinh xac c¢6 bao nhiéu co quan
lam cong viéc y hét do.

Twong tu, cic 6ng tram tu ban Internet d6 hinh nhu dang qua bang long 1am mat gia tri tinh riéng tu
ctia chiing ta lai dang bao vé manh liét tinh riéng tu cia riéng ho. Google da khing khang vé mot
chinh séch khong néi cho cac nha bao tir CNET, site tin tirc cong ngh¢, sau khi CNET da xuét ban
cac chi tiét ca nhan ctia Eric Schmidt - bao gdm lwong, cac khoan quyén gop trong cac chién dich tir
thién, va dia chi cta ong ta, tat ca céc thong tin cong khai c6 dugc qua Google - dé nhin manh
nhitng méi nguy hiém khong 16 ctia cong ty ciia ong.

Trong khi d6, Mark Zuckerberg dd mua 4 ngoi nha lién ké cho riéng minh & Palo Alto, véi gia 30
triéu USD, dé dam bao cho tinh riéng tu ctia 6ng ta. Nhu CNET da néu, “cudc séng ca nhan cua ban
bay gio duge biét nhu 1a cac dit liéu cua Facebook. Cudc sdng ca nhin ciia CEO cua hing bay gio
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dugc biét nhu doanh nghiép cua riéng tri tu¢ cua ban”.
Mau thudn y hét duge nhiéu cong dan binh thuong thé hién, nhitng nguoi boé qua gid tri cua tinh
riéng tu du van cd cac mat khau trong céc tai khoan phuong tién xa hoi va thu dién tir ciia ho. Ho dé
chia khoa & cac ctra buéng tdm cua ho; ho dong trién cac phong bi chtra cac buc thu cua ho. Ho
hanh xtr nhu thé khong ai dang theo ddi nhitng gi ho c6 thé khong bao gid can nhic khi hanh dong
cong khai. Ho néi nhitng diéu cho ban bé, cac nha tam Iy hoc, va cac ludt su rang ho khong mudn
bat ctr ai khac biét. Ho 1én tiéng vé cac suy nghi trén truc tuyén rang ho khéng mudn c6 lién quan
td1 cac cai tén cua ho.
Nhiéu ngudi bao vé tng hd giam sat ma t6i da tranh luan ké tir khi Snowden d3 thdi coi di nhanh
chong phu hoa cho quan diém cua Eric Schmidt rang tinh riéng tu 1a danh cho nhitng nguoi ma ¢
gi d6 dé dau. Nhung khong ai trong sb ho mudn trao cho t6i cac mat khau céc tai khoan thu dién tir
cua ho, hodc cho phép quay video trong cac ngdi nha cua ho.
Khi chu tich Uy ban Tinh bdo Thuong vién, Dianne Feinstein, da khang khang réng su thu thap siéu
dir liéu cia NSA khong tao thanh sy giam sat - vi né khong bao gdm noi dung ciia bat ky giao tiép
truyén thong nao - nhitng ngudi phan dbi trén truc tuyén da yéu cau rang ba sao luu sy khing dinh
cua ba bﬁng hanh dong: Liéu thuong nghi sy, moi thang, c6 xuét ban mot danh sach dﬁy da nhiing
nguoi ma ba da guri thu dién tir va goi dién thoai hay khong, bao gém ca dg dai thoi gian ho da noi
chuyén va cac vi tri vat 1y cua ho khi cudc goi tung dugc thyc hién hay khong? Diéu ma co 18 ba
cho 13 khong thé tudng tugng duoc chinh xac vi thong tin d6 dang tiét 16 mot cach sau sic; dé diéu
d6 thanh cong khai c6 thé tao nén mot 16 hong thuc su trong lanh dia riéng tu ctia mot nguoi.
Diém mau chét 1a khong phai su dao duc gia cua nhitng ngudi ma dang 1am mat uy tin gia tri cta
tinh riéng tu trong khi lai dang bao vé manh liét cho riéng ho, du diéu dé 1a ndi bat. o 1a mong
mudn vé tinh riéng tu duoc tat ca ching ta chia sé nhu mot phan co ban, khong 1& thudc ciia nhimng
gi ¢6 nghia 13 con nguoi. TAt ca chung ta theo ban ning hiéu rang lanh dia riéng tu 1a noi ching ta
c¢6 thé hanh dong, suy nghi, noi, viét, thir nghiém, va chon cach dé lam, nam ngoai nhimg con mét
soi xét ctia nhitng nguoi khac. Tinh riéng tu 1a diéu kién co ban cta viéc 1a mot con nguoi tu do.
Co6 thé cong thirc ndi tiéng nhat cia nhimng gi tinh riéng tu ¢6 nghia va vi sao né lai qua van ning va
t6t cung dwoc mong moi di dugc Louis Brandeis cua Toa an Cong 1y Téi cao (Supreme Court
Justice) My dua ra trong vu kién Olmstead & My nam 1928: “Quyén dé duoc & lai mot minh [1a]
toan dién nhét trong cac quyén, va la quyén c6 gia tri nhat ciia mot con nguoi ty do”. Gia tri cua
tinh riéng tu, 6ng da viét, “la rong 16n hon nhiéu vé pham vi” so véi chi 1a cac quyén tu do dan su.
bo 1a, 6ng noi, co ban:

Nhirng ngudi lam ra Hién phap di hiéu dé dam bao cac diéu kién c6 loi ¢& muu cAu hanh

phuc. Ho di nhan thirc dugce tim quan trong ban chit ty nhién vé tinh than ciia mot con

ngudi, vé cam giac va kha nang hiéu biét cuia con ngudi. Ho biét rang chi mot phan cta sy

dau d6n, niém vui va nhitng théa man cua cudc song s& dugce thdy trong vat chat. Ho d tim

cach dé bao vé nhitng ngudi My theo long tin ciia ho, suy nghi ciia ho, cam xtic ctia ho va

cam giac cua ho. Ho d ban, nhu chdng lai Chinh phu, quyén dé dugc ¢ lai mot minh.
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Tham chi trudc khi Brandeis tung duoc bd nhiém t&i Toa an nay, ong tirng 1a mot nguoi dé xuét déy
nhiét huyét vé tim quan trong cta tinh riéng tu. Cting véi luat su Samuel Warren, 6ng da viét bai
béo c6 tinh hat giébng cho Harvard Law Review vao nam 1890 c6 twa dé “Quyén vé Tinh riéng tu”,
vién ly réng viéc cudp di cua ai d6 tinh riéng tu ctia ho 1a mdt tdi ac vé ban chét ty nhién khac xa so
v6i hanh vi trom cip mot vat chat thudc vé [ngudi do]. “Nguyén tic bao vé cac tac phdm ca nhan va
tat ca cac san pham ca nhan khac, khong chdng lai hanh vi trom cip va chiém doat vat Iy, ma chéng
lai su xuét ban & bat ky dang nao, trong thuc té khong phai 12 nguyén tic cta so hiru tu nhan, ma 1a
clia mot c4 nhan bat kha xam pham”.

Tinh riéng tu 1 co ban ddi véi sy tw do va hanh phuc cta con ngudi vi nhimg 1y do hiém khi dwoc
thao luan nhung duoc hiéu theo ban ning cta hau hét moi ngudi, nhu duge ching to boi bé dai theo
d6 ho di bao vé cua riéng ho. Pé bat dau, moi ngudi thay doi triét dé hanh vi cta ho khi ho biét ho
dang bi theo doi. Ho s€ phén d4u 1am diéu ma ho ky vong. Ho mudn tranh sy hd then va su qui toi.
Ho lam thé bang viéc gin chit vao cac thyuc tién xa hoi duoc chdp nhén, bang viéc ¢ lai bén trong
cac dudng bién duoc dit ra, tranh hanh dong c6 thé dugc xem 1a 1Am duong lac 16i hodc di thuong.
Dai nhitng lya chon ma con ngudi cn nhac khi ho tin tuéng rang nhimg ngudi khac dang theo doi
vi thé ¢6 gidi han hon nhiéu so v6i nhitng gi ho c6 thé lam khi hanh dong trong mét lanh dia riéng
tu. Su tir chéi tinh riéng tu van hanh bi mat s€ han ché quyén tu do lya chon cua mot nguoi.

Vai nam trude, t6i da du 18 bat mitzvah (18 danh ddu ngudi con gai tron 20 tudi theo do théi gido)
con gai ngudi ban tét nhat cia t6i. Trong budi 18, gido si dd nhan manh ring “bai hoc trung tim”
con gai phai hoc 1a con gai “ludn dang bj theo ddi va phan xt”. Ong da no6i cho c¢6 gai rang Chaa
Troi ludn biét nhitng gi c6 gai tung lam, moi sy lwa chon, moi hanh dong, va thdm chi moi suy nghi,
bat ké riéng tu thé nao. “Con s& khong bao gio mot minh ca”, 6ng noi, didu c6 nghia rang co gai s&
ludn gén véi ¥ chi cia Chua Troi.

Diém mau chdt cua gido si timg rat rd: néu ban c6 thé khong bao gid tranh dugc cc con mat theo
ddi ctia mot dang tdi cao, thi s& khong co sy lua chon ndo ngoai phai tuan theo cic ménh 1énh ma
dang ti cao d6 ap dat. Ban tham chi khong thé can nhic gid mao theo cach riéng cua ban dé vuot
qua nhitng quy tic d6: néu ban tin tuong ban ludn bi theo dbi va phan xét, thi ban thyuc sy khong
phai la mot ca nhan tu do.

T4t ca cac nha chirc trach dan ap - chinh tri, ton gido, xa hoi, cha me - dua vao sy thuc séng con
nay, str dung né nhu mot céng cu nguyén tic dé thyc thi tinh chinh théng, bat budc tuan thu, va dep
yén bit ddng chinh kién. Diéu d6 1 theo loi ich ciia ho dé truyén dat rang khong co gi cac ddi tuong
ctia ho 1am s& thoai khoi duge sy nhan biét cta cac nha chire trach. Hiéu qua hon nhiéu so v&i mot
luc luong canh sat, su tudc doat tinh riéng tu s€ nghién nat bat ky su cam dd nao 1am tréch khoi cac
qui tic va chuan muc.

Nhitng gi bi mét khi ldnh dia riéng tu bi thi tiéu 13 nhiéu thudc tinh dién hinh c6 lién quan téi chit
luong cua cude séng. Hau hét moi nguoi da trai nghi€ém cach ma tinh riéng tu xtc tac cho sy giai
phong khéi rang bude. Va tat ca ching ta, nguoc lai, déu di c6 kinh nghi¢m vé viéc tham gia vao
hanh vi riéng tu khi chung ta nghi ching ta timg mot minh - viéc khiéu vii, tha toi, khai thac thé
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hién tinh duc, chia sé cac y tuéng chua dugc thir nghiém - chi cdm théy x4u hd khi bi nhitng nguoi
khac nhin thiy.

Chi khi ching ta tin tuong rang khong ai khac dang theo ddi chung ta thi chung ta méi cam thay ty
do - an toan - thyc sy trai nghi¢m, dé kiém thu cac gid1 han, dé khai thac cac cach thuc suy nghi
méi, dé khai thac nhitng gi n6 c6 nghia sé& 13 cta ban than chung ta. Nhimg gi di lam cho Internet
that quyén rii timg chinh xac 1a qua ddi sdng con dbi voi sy khai thac ca nhén.

Vi 1y do d6, chinh trong lanh dia riéng tu noi ma tinh sang tao, sy bat dong chinh kién, va nhiing
thach thirc d6i véi tinh chinh thong nay mam. Mot xa hoi trong d6 mdi ngudi déu biét ho c6 thé bi
nha nudc theo doi - noi ma lanh dia riéng tu bi loai bd mot cach c6 hiéu qua - 1a mdt xa hoi trong do
cac thudc tinh d6 bi mat, ca & mirc xa hdi va ca nhan.

Giam sat o at tir nha nude vi thé von di 1a dan 4p, tham chi trong truong hop khong chic co thyuc
rang né khong bi cac quan chirc hay thi oan lam dung dé 1am nhiing diéu giéng nhu gianh dugc
thong tin riéng tu vé cac ddi thu chinh tri. Bat ké su giam sat dugc sir dung hodc lam dung nhu thé
nao, thi nhitng han ché ma no dit ra 1én su tu do 1a ¢6 thuc bén trong su tdn tai caa no.

ks

Viéc vién téi George Orwell nim 1984 1a tht gi d6 sao rong, nhung nhitng phu hoa cta thé gi6i vé
nhirng gi 6ng ta dd canh bao trong su giam sat nha nude cia NSA 1a khong sai: ca 2 déu dua vao su
ton tai cia mot hé thong cong nghé voi kha ning giam sat cac hanh dong va ngdn luan cia timg
cong dan. Sy twong tu bi cic nha vo dich giam sat tir chdi - ching ta khong phai lac nao ciing bi
theo ddi, ho noéi - nhung 1y 1& d6 1a khong trang. Vao nim 1984, cac cong dan ting khong nhat thiét
bi theo doi moi luc; trong thuc té, ho da khong biét liéu ho ¢ bao gio thuc su bi theo doi hay
khong. Nhung nha nudc da c6 kha ning theo ddi ho bat ctr lic ndo. P6 timg 1a diéu khong chic
chan va kha ning giam sat moi luc moi noi dd phuc vu dé giit cho timg nguoi trong khudn kho:

Man hinh di nhén duoc va truyén di cung mot luc. Bt ky tiéng dong nao ma Winston da
tao ra, trén mirc cta sy thi thAm rat nho, ¢6 thé bi n6 ghi lai; hon nira, mién 13 anh ta van &
trong tdm nhin ma tim kim loai dé chi huy, anh ta c6 thé bi nhin thiy ciing nhu bi nghe
thay. Tat nhién timg khong c6 cach gi dé biét liéu ban c6 dang bi theo ddi hay khong & bat
ky luc ndo. Thuong xuyén téi dau, hodc hé thong nao, Canh sat Tu duy (Thought Police)
dugc cai cdm & bat ky duong diy ca nhan nao timg 1 sy phong doan. Tham chi co thé
tuong tuong duoc 13 ho di theo ddi timg ngudi & moi luc. Nhung ¢ bat ky mirc d6 nao ho
cling c6 thé cai cam vao dudng ddy ciia ban bat ky khi nao ho mudn. Ban di phai séng - da
sdng, tir théi quen ma da tré thanh ban ning - trong sy thira nhan ring mdi tiéng dong ban
tao ra déu da bj nghe trom, va ngoai trr trong bong tdi, mdi cir dong déu bi soi xét.

Tham chi NSA, véi kha ning ciia n6, c6 thé khong doc timg thur dién tir, nghe timg cudc goi dién
thoai, va dai theo cac hanh dong cua timg ca nhan. Nhimg gi lam cho mot hé thdng giam sat c6 hiéu
qua trong viéc kiém soat hanh vi ctia con ngudi 13 tri thirc ma cac 10i n6i va hanh dong ciia mot
nguodi déu dang ngd dbi voi viée giam sat.
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Nguyén Iy nay timg & trong tdm cta khai niém vé Nha ti xay tron (Panopticon) ¢ thé ky 18 ctia nha
triét hoc ngudi Anh Jeremy Bentham, mot thiét ké xay dung ma 6ng ta da tin tuong co thé cho phép
cac co quan kiém soat c6 hiéu qua cac hanh vi cta con ngudi. Ciu triic cla toa nha s& duoc sir
dung, theo ngdn tir cia ong ta, vi “bat ky dang thiét 1ap nao, theo d6 moi ngudi theo bat ky su mé ta
nao ciing s& duoc nam dudi su kiém tra”. Doi méi vé kién tric ban ddu cta Panopticon timg 1a mot
cai thap trung tam 1én ma tr do ting can phong - hodc 0, hodc 16p hoc, hoac khu vuc - c6 thé duoc
nhimng ngudi canh gac theo ddi bat ky lic ndo. Tuy nhién, cac cu dan da khong c6 kha ning dé nhin
vao trong tda thap va vi thé c6 thé khong bao gio biét lidu ho c6 hay khong bi theo dai.

Vi co quan d6 - bit ky co quan nao - timg khong c6 kha ning quan sat thdy tit ca moi ngudi tit ca
moi luc, nén giai phap ctia Bentham timg 1a dé “cé vé nhu tao ra su c6 mit cua ngudi theo ddi ¢
khap moi noi” trong tri ¢ ciia cac cu dan. “Nhiing ngudi bi theo ddi s& luén cam thy ban than ho
dudng nhu dang bi theo di, it nhat 1a c6 co hoi 16n dé 1am dwoc nhu vay”. Ho c¢6 thé vi thé hanh
dong nhu thé ho timg ludén bi theo ddi, tham chi néu ho khong bi. Két qua ¢ thé 1a sy tudn tha,
vang 10i, va tuan theo cac ky vong. Bentham di mudng tugng rang sang tao ciia 6ng ta co thé lan
truyén vuon xa téi cac nha til va cac bénh vién tdm than tdi tit ca cac co quan xa hoi. Viée khic sau
vao tri nhd cua cac cong dan réng ho c6 thé ludn bi theo ddi co kha nang, theo ong ta hiéu, cach
mang hda hanh vi cia con nguoi.

Vao nhitng ndm 1970, Michel Foucault di quan sat thay rang nguyén tic Panopticon ciia Bentham
ting 14 mot trong nhitng co ché nén tang clia nha nude hién dai. Trong cudn Sizc manh (Power), dng
da viét réng Panopticonism 1a “mot dang sttc manh dugc dp dung cho cac c4d nhan ¢ dang cua su
giam sat ca nhan lién tuc, & dang cua sy kiém soat, trung phat, va dén bu, va & dang cua sy stra cho
dang, do 1a, su duc két va bién d6i cac ca nhan theo céac diéu khoan theo cac chuidn myc nhit dinh”.
Trong Nguyén tic va Trirng phat (Discipline and Punish), Foucault dd giai thich xa hon rang giam
sat & khap moi noi khong chi trang bi cho cac nha chiic trach va bat phai tudn thu, ma con xui khién
cac ca nhan qudc té hoa nhitng giam sat ctia ho. Nhirng nguoi tin tudong ho dang bi giam sat, theo
ban ning s& chon lam nhitng gi ho muén ma tham chi khong nhan thie dugc rang ho dang bi kiém
soat - Panopticon xui khién “ti nhan & vao trang thai cia tinh ¢6 thé nhin thiy dugc mot cach co y
thirc va thuong truc ma dam bao van hanh stc manh mot cach tu dong”. Vi su kiém soat dugc
quéc té hoa, bang ching khong Gp md vé su dan ap sé bién mat vi né khong con can thiét nira: “strc
manh bén ngoai c¢6 thé ném di sirc ning vat 1y ciia nd; nd c6 xu hudng khong phai 1a thé xac; va nd
cang tiép can giéi han nay bao nhiéu, thi cac hiéu qua cua né cang lién tuc, sau sic va thuong truc
béy nhiéu: day la mot théng loi sdu sdc ma tranh duogc bat ky su phan ddi vat 1y nao va nd luén
dugc quyét dinh trudce”.

B6 sung thém, mo6 hinh kiém soat nay c6 uu thé 16n vi cung mot lic tao ra sy do tudng vé su tu do.
Su cudng bach va sy phuc ting ton tai trong tm tri cac ca nhan. Cac c4 nhan chon cho riéng minh
dé tuan thii, ngoai ndi so hii rang ho dang bi theo ddi. Dicu d6 loai bo nhu cau d6i véi tat ca cac dau
xac nhén cudng bach co thé nhin théy duoc, va vi thé xtc tac cho su kiém soat ddi véi moi nguoi
ma tin tudng sai 14m véo ban than ho 1a duoc tu do.
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Vi Iy do ndy, moi nha nudc dan ap xem sy gidm sat nhu mot trong nhing cong cu kiém soat séng
con nhét cua minh. Khi tha tudng Angela Merkel cua Puc bi tc ché d3 hoc duoc rﬁng NSA dabora
nhiéu nim nghe 1én dién thoai cAm tay ca nhan cta ba, thi ba d néi cho Tong théng Obama va cau
gidn so sanh sy giam sat cia My nhu Stasi, co quan dich vu an ninh ndi tiéng ctia Dong Dirc, noi
ma ba di 16n 1én. Merkel di khong ngu ¥ rang nudc My timg 14 su twong déng voi ché do cong san;
thay vao do la su tdn tai thuc t& ctia mot nha nude giam sat déy ham doa, n6 co thé 1a NSA hoic
Stasi hodc 6ng Anh Lén (Big Brother) hoic Panopticon, 1a tri thirc ma mot ngudi ¢ thé bi cac nha
chtrc trach tang hinh theo ddi bat cir luc nao.

kksk

Khong kho dé hiéu vi sao cac nha chirc trach & My va cac qudc gia phuong Tay khac di timg bi
cam dd dé xay dung mot hé thong gian diép ¢ khap moi noi nham vao cac cong dan cua riéng ho.
Bét binh ding vé kinh té t6i té hon, duoc bién thanh mot cudc khing hoang toan dién véi sy sup do
tai chinh trong ndm 2008, da tao ra sy bt 6n ndi bo chét nguoi. Pa co sy ndi day nhin théy duoc
tham chi & cac nén dan chu khé dn dinh, nhu Tay Ban Nha va Hy Lap. Vao nam 2011, da c6 nhiing
ngay ndi loan & Luan Pon. Tai nudc My ca canh hitu - nhitmg ngudi phan dbi cua Tea Party (Pdng
Ché) trong cac nam 2008 va 2009 - va canh ta - phong trao Chiém déng (Occupy) - da phat dong
cac cude phan dbi dai 1au cua cac cong dan. Cac cudce thim do du ludn & cac nude d6 da tiét 10 cac
muirc d cang thing ndi bat cua sy bat dong chinh kién véi tang 16p chinh tri va dudng 161 xa hoi.
Cac nha chirc trach da ddi mat véi su ndi day thuong co6 2 lgya chon: xoa diu dan chung béng cac
nhuong bd cé tinh biéu tuong hodc cung ¢ su kiém soét cta ho dé giam thiéu tac hai ma né c6 thé
gdy ra cho nhiing loi ich cta ho. Gidi tinh hoa & phuong Tay duong nhu thdy sy lya chon thir 2 -
viéc tdng cuong sic manh cua ho - nhu 1a 1y do tdt hon, c6 18 séng duoc duy nhét cta ho dé bao vé
quan diém cta ho. Cau tra 151 cho phong trao Chiém déng ting 1a ép nd bang sirc manh, thong qua
xit khi, bom cay, va khéi td. Cac luc lugng canh sat ban quan sy ndi dia tirng hi¢n di¢n dﬁy trong
cac thanh phé & My, nhu cic si quan canh sat mang vii khi dugc thiy trén cac dudng phd &
Baghdad dé dan ap nhimng ngudi phan ddi tu tp hop phap va phan 16n 14 trong hoa binh. Chién luoc
do da dat moi nguoi vao ndi so hii tham dy cac cudc tudn hanh va phan ddi, va nod thuong lam dugc
viéc. Muyc dich thong thudng hon ting 13 dé ph4 y nghia rang dang phan khang nay 1a khong co
hi¢u qua chdng lai mot luc lwgng duge thiét 1ap khong thé xuyén thung va dd s¢.

Mot hé théng giam sat & khép moi noi dat dugc muyc ti€u y hét nhung tham chi vdi sitc manh 1on
hon. Viée t6 chtre cac phong trao bat dong chinh kién chi don thuan trd thanh kho khan khi chinh
phu dang theo ddi moi diéu ma moi nguodi dang lam. Nhung su giam sat O at ciing giét di sy bat
dong chinh kién ¢ noi quan trong hon va sau hon: trong tim tri, noi ma cac doan xe ca nhan chi
nghi phu hop véi nhitng gi duoc ky vong va dugc yéu ciu.

Lich str dé lai khong nghi ngo gi rang su ép budc va kiém soat hop tac 13 tit ca y dinh va hiéu luc
clia sy giam sat nha nude. Nha viét kich ban phim Hollywood Walter Bernstein, ngudi timg bi dua
vao danh sach den va bi giam st trong ky nguyén ctia McCarthy, bi ép phai viét dudi bi danh dé
tiép tuc lam vi¢c, da mo ta dong co cua su tu kiém duyét ngot ngat téi tir y nghi dang bi gidm sat:
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Timng ngudi déu da than trong. D6 khong phai 1 thoi diém dé mao hiém néi ... D3 ¢ nhing
nha van, nhimg nha vin khéng ndm trong danh sach den ma da noi, toi khong biét ban co
thé goi ho 1a gi, “nhing diéu tién tién” (cuttingedge things), nhung khong phai 1a chinh tri.
Ho tranh xa khoi chinh tri... toi nghi da c6 cam giac chung vé& “Ban ding c¢6 gin cb ctia ban
ra”. D6 khong phai la bau khong khi gitp cho su sang tao hodc dé cho tri 6¢ dugce tu do.
Ban ludn ¢ trong nguy hiém cua su tu kiém duyét, néi “khong, i sé& khong thir didu nay vi
t6i biét n6 s& khong duoc hoan thanh hodc n6 s& lam xa lanh chinh phu”, hoic thir gi do
trong tu.

Nhiing quan sat cua Bernstein tirng dugc bit chudc mot cach ky la trong mdt bao cao dugc PEN
America phat hanh vao thang 11/2013 voi dau dé Cdc Hiéu iing Phat én: Sy gidm sdt ciia NSA dan
cdc nha van My t6i sw tir kiém duyét (Chilling Effects: NSA Surveillance Drives U.S. Writers to
Self-Censor). T chirc d6 da tién hanh mot khao sat xem xét cac hiéu ung cta nhitng tiét 10 cua
NSA 18n cac thanh vién ctia no, phat hién ra rang nhiéu nha vin bay gid “gia thiét rang cac giao tiép
truyén thong cua ho dang bi theo doi” va da thay doi hanh vi ctia ho theo cac cach thirc ma “cit bot
di ty do ngdn luédn cua ho va han ché dong chay tu do cua thong tin”. Dac biét, “24% da c6 chu y
tranh cac chu dé nhét dinh trong cac trao doi trén dién thoai va thu dién tu”.

Strc manh kiém soét tai hai cua sy giam sat & khép moi noi va su tu kiém duyét ma cac két qua
dugc khang dinh trong mot dai cac thi diém khoa hoc x3 hoi va mo rong vuot xa ra khoi hoat dong
chinh trj xa hoi. Nhidu nghién ctru chi ra dong co nay lam viéc thé nao & cac muc do tam 1y va ca
nhan sdu nhat.

Mot doi cac nha nghién ciu, xuét ban céc phat hién cua ho trong tap chi Tdm Iy hoc Tién héa
(Evolutionary Psychology), di trinh bay cac dbi tuong ctia ho véi cac hanh dong nghi ngo vé dao
dac, nhu viéc gitt mot lugng tién 16n duoc théy trong mot chiéc vi trén duong hodc biét re‘ing mot
ngudi ban di bd sung thém thong tin sai vao 1y lich ca nhan cua anh ta. Cac ddi tuong timg duoc
yéu cau phai ddnh gia mirc d6 sai trai. Nghién ciru da luu ¥ rang cac ddi tuong ma ho ting bi chi ra
bang cac hinh anh goi ¥ trong su giam sat, nhu mot doi mat nhin cham cham, d xép cac hanh dong
d6 nhu 13 “dang trach” hon so véi nhitg ngudi ma timg duoc chi ra bang mot hinh anh trung tinh.
Céc nha nghién ciru da két luan rang sy giam sat khuyén khich nhiing nguoi dang bi theo ddi
“khang dinh sy chimg thuc ctia ho d6i voi cac chuan muyc x3 hoi dang thinh hanh” khi ho dinh “tich
cuc quan ly cac uy tin cua ho”.

Mot thi diém toan dién duoc tién hanh trong ndm 1975 cta cac nha tim 1y hoc cta dai hoc Stanford
13 Gregory White va Philip Zimbardo vé&i dau dé “Cdc hiéu img phdt én cia s gidm sat” (The
Chilling Effects of Surveillance), da tim cach danh gia li€u viéc dang bi theo ddi c6 anh hudng toi
su thé hién cac y kién chinh tri gy tranh cdi hay khong. Pong luc cho nghién ciru nay timg 1a
nhiing lo ngai cta nhitng ngudi My vé sy giam sat cta chinh phu:
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Vu lum xum Watergate, nhiing tiét 10 cua viéc gai rép Nha Tréng, va nhiing cudc diéu tra
ciia Qudc hoi vé viéc gian di€p ndi by cia Cuc Tinh bao Trung wong - CIA (Central
Intelligence Agency) da phuc vu dé nhan manh chii dé hoang tuéng dang phat trién trong
cudc sébng My: ngudi Anh Lén c6 18 dang theo ddi ban! Cac d& xuét cho cac ngén hang dit
liéu quéc gia, st dung cac may bay truc thang gidm sat cua céc luyc lugng canh sat d6 thi, sy
hién dién ctia cdc may ghi hinh quan sat trong cac ngan hang va si€u thi, va cac cude tim
kiém an ninh sin bay nhiing c4 nhan va tai san 1a mot s6 du hiéu ring cudc song riéng tur
cua chung ta dang dugc dat dudi su soi xét ky ludng nhu vay.

Nhitng ngudi tham gia timg dugc dat dudi cac mirc do giam sat khac nhau va dugc yéu cau dua ra
quan diém cta ho vé su hop phéap hoa ciia can sa.

Hoa ra 1a cac ddi twong “bi de doa” - nhing ngudi ting duoc ndi rang cac tuyén bd ciia ho c6 thé
dugc chia sé voi canh sat “cho nhimg muc dich huin luyén” - c6 kha ning nhiéu hon dé t6 céo sir
dung can sa va dé sir dung cac dai tir nhan xung tht 2 hodc thir 3 (“ban”, “ho”, “moi ngudi”) trong
ngdn ngit cta ho. Chi 44% nhitng dbi twong dudi sy gidm sat da bao vé cho su hop phap hoa, so véi
77% nhiing nguoi khong bi “de doa” nhu vay. Ciing ndi, 31% nhirng nguoi tham gia dang bi giam
sat cing mot luc da tim kiém su phé chudn tir cdc nha nghién ctru (yéu cau, vi du, “Piéu d6 1a dung
chi?”), trong khi chi 7% ciia nhom khac da lam thé. Nhiing nguoi tham gia ma timg “bi de doa”
cling da ghi diém cao hon dang ké vé cam giac lo au va kiém ché.

White va Zimbardo da luu y trong két luan cua ho réng “mbi de doa hoic thuc té giam sat cua chinh
phti c6 thé cam tu do ngdn ludn vé mit tdm 1y”. Ho di bo sung thém rang trong khi “thiét ké nghién

199

ctru ctia ho da khong cho phép kha nang 'tranh hoi dong™, thi ho da ky vong rang “mébi lo do sy de
doa giam sat tao ra c6 thé lam cho nhiéu ngudi hoan toan tranh cac tinh hudng” trong dé ho c6 thé
bi giam sat. “Vi nhing gia thiét nhu vay 1a c6 gi6i han chi bang sy tuong twong cua ban va hang
ngay duoc khuyén khich boi nhitng tiét 10 vé sy xam l4n tinh riéng tu cta chinh pha va cac co
quan”, ho di viét, nén “cac duong bién gi6i giita nhitng 4o twdng hoang tudng va cac 1y do dugc
minh chimg qua thue di tré nén nho, té nhi”.

Dung 14 sy giam sat co thé nhiéu khi thac ddy nhitng gi mot s6 ngudi co thé xem nhu 1a hanh vi
mong mudn. Mot nghién ciru di thdy rang hanh vi pha rdi trit tw & cac sdn van dong bong da &
Thuy Pién - nhitng nguoi hAm mod ném cac chai lo va phéo sang vao san - da giam téi 65% sau khi
gidi thiéu cdc may quay an ninh. Va céc tai liéu y t& cong dong vé viéc rura tay lip di lap lai da
khang dinh rang cach dé 1am gia ting kha nang ciia ai d6 rira tay cta anh hodc chi ta 1a dit ai d6 &
gan do.

Nhung mét cach ap dao, hiéu ing dang bi theo ddi 1a d6i véi su lya chon cudng ép ca nhan nghiém
trong. Tham chi trong céc thiét 1ap than mat nhat, trong gia dinh, vi duy, thi sy giam sat s€ bién céc
hanh dong khong quan trong thanh mot ngudn tu phan xét va lo ldng, chi vi thuc té dang bi quan
sat. Trong mot thi diém & nudc Anh, cac nha nghién ciru da dua ra cac ddi tugng véi cac thiét bi
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theo ddi dé giir cac nhan (tab) trong cac thanh vién gia dinh. Vi tri chinh xac cta bét ky thanh vién
nao cling truy cap dugc bat ky ltc nao, va néu vi tri cua ai d6 da bi phat hi¢n ra, thi anh ta co thé
nhan dugc mot thong diep. Moi 14n mot thanh vién da doi theo mot thanh vién khac, anh ta cling
tung dugc giri mot bang cau hoi, hdi vi sao anh ta da lam thé va liéu thong tin nhan dugc c6 khép
voi1 cac ky vong hay khong.

Trong ban tom tat, nhitng ngudi tham gia di noéi rang trong khi ho d6i luc thdy viéc theo doi la
thuan tién, thi ho cling cam théy lo réng néu ho bi & trong mot noi khong nhu mong doi, thi cac
thanh vién gia dinh c6 thé “nhay t6i cac két luan” vé hanh vi ctia ho. Va lya chon vé “di mat dang” -
viéc khoa co ché chia sé vi tri - da khong giai quyét duoc sy lo ling d6: nhiéu thanh vién ndi rang
hanh dong tranh giam sat dén ddi véi ban than co thé tao ra su nghi ngod. Cc nha nghién ctru da két
luan:

C6 cac dau vét trong cudc séng hang ngay cua chiing ta ma chung ta khong thé giai thich
ma c6 thé hoan toan 14 quan trong. Tuy nhién, sy trinh dién ctia ching qua mét thiét bi lan
vét... trao cho chiing tim quan trong, duong nhur kéu goi mot mirc trach nhiém giai trinh 16n
khac thuong. Diéu nay tao ra cac mbi lo, dic biét trong cic mdi quan hé gan giii, trong d6
moi ngudi c6 thé cam thiy dudi sirc ép 16n hon phai tinh t6i nhitng diéu ma ho don gian
khong thé tinh t6i.

Dbi v6i mot thi diém caa Phan Lan ma da trién khai mot trong nhitng mé phong giam sat triét dé
nhit, cic may quay da duoc dat trong cac ngdi nha cia cac ddi tuong - cac budng tim va cac budng
ngu duoc loai trir - va tit ca cac giao tiép truyén thong dién tir ciia ho da bi theo ddi. Du quang co
cho nghién ctru d6 da lan rong trén cac phuong ti€n xa hoi, cdc nha nghién cuu da gip kho khan
tham chi dé c6 10 ho gia dinh tham gia.

Trong s nhitng ngudi da ding ky, nhitng than phién vé dy 4n di tip trung vao su xam l4n cac phan
thong thudng trong cudc sdng hang ngdy ctia ho. Mot ngudi da cam thiy khong tién khi dang tran
truéng trong ngdi nha cua cd ta; ngudi khac da cam thay c6 y thirc vé cac may quay trong khi stra
toc cia ¢ ta trude mot voi tim; mot sd khac dd nghi vé sy giam sat trong khi tiém thude y té. Céc
hanh dong vo thudong vo phat da gianh dugc cac 16p quan trong khi bi gidm sat.

Céc dbi twong ban dau dd mo ta sy giam sat nhu 1a gay phién nhiéu; tuy nhién, ho sém “quen véi
n6”. Nhitng gi da bat dau nhu 1a xAm 1an sau sic da tro thanh dugc binh thudng hoa, dugc bién doi
thanh tinh trang cong viéc thong thuong va khong con dugc luu y nira.

Nhu cac thi diém da chi ra, ¢ tat ca cac dang nhitng diéu ma moi ngudi lam ma ho hing hai dé gitr
tinh riéng tu, thdm chi du cac dang diéu do khong tao thanh vi¢c 1am “thr gi d6 sai”. Tinh riéng tu
1a khong thé thiéu duoc d6i voi mot dai rong 16n cac hoat dong cuia con nguoi. Néu ai d6 g01 mot
duong day tu tir hodc tham mot nha cung cép nao pha thai hodc hay lui t61 mgt website tinh duc
truc tuyén hodc thuc hi€én mot cude hen voi mot phong kham phuc hdi chuc nang hodc chira bénh,
hodc néu mot nguoi thdi coi goi mdt nha bdo, thi co6 nhiéu 1y do cho viéc giit cac hanh dong nhu
vay la riéng tu ma khong c6 méi lién hé nao toi tinh bat hop phép hay lam sai ca.
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Tom lai, mdi ngudi co thir gi d6 dé an dau. Nha bao Barton Gellman dd néu diém dé theo cach nay:

Tinh riéng tu 1a c6 quan hé. N6 phu thudc vao khan phong cua ban. Ban khong mubn 6ng
chu cua ban biét ban dang san lung cong viéc. Ban khong tudn ra tat ca cudc séng tinh yéu
cua ban cho mg ban, hodc cho nhiing dra con cta ban. Ban khong néi cac bi mat thuong
mai ciia ban cho cac ddi thu canh tranh cua ban. Chung ta khong tiét 16 ban than ching ta
mot cich bura bai va ching ta quan tdm du vé boc tran n6i ddi nhu mot van dé vé tién trinh.
Trong cac cong dan thiang thin, cic nha nghién ctru ludn thiy rang viéc noi déi 1a “mot su
tuong tac xa hoi thuong ngay” (2 lan trong ngay giita cic sinh vién dai hoc, mot lan trong
ngay trong Thé gi¢i Thuc)... Su minh bach toan dién 1a mot con ac mong ... Mdi nguoi co
thir gi d6 dé an dau.

Ly 1€ bao chira ban dau cho su giam sat - réng do6 1a vi loi ich cua dan chung - dua vao viéc bao vé
quan diém cua thé gidi ma chia cac cong dan thanh cac chung loai nguoi tot va nguoi xau. Theo
cach do, cac nha chuc trach str dung sttc manh giam sat cuia ho chi dé chéng lai nhitng nguoi XAu,
nhitng nguoi dang “lam gi d6 sai”, va chi ho c6 nhimng diéu dé so su xdm lan tinh riéng tu. Pay la
mot chién thuat cii. Trong mot bai bao cua tap chi Time nim 1969 vé nhing lo ngai gia ting cla
ngudi My vé strc manh giam sat ctia chinh phi My, tong chudng 1y ctiia Nixon, John Mitchell, da
dam bao véi cac doc gia rang “bat ky cong dan nao ciia nuéc My ma khong co lién quan trong mot
s6 hoat dong bat hop phap thi khong ¢ gi phai lo lang ca”.

Diém nay d3 dugc nhic mot 1an nita tir ngudi phat ngdn cua Nha Trang, khi tra 10i cho tranh luan
nam 2005 vé& chuong trinh nghe 1én bit hop phap cia Bush: “Piéu nay khong phai 1a vé viéc giam
sat cac cudc goi dién thoai dugc thiét ké dé dan xép thuc tién cua Little League (Lién dodan Nho)
hodc mang ci gi t6i mot bita an mdi nguoi gop mot thir. Ching dugc thiét ké dé gidm sat cac cude
goi tir nhitng ngudi rat xau toi nhimg ngudi rat xdu”. Va khi Tong théng Obama da xuat hién trén
chuong trinh The Tonight Show (Chirong trinh t6i nay) vao thang 08/2013 va ting duoc Jay Leno
hoi vé nhitng tiét 16 v& NSA, ong da noi: “Ching ta khong c6 mot chuong trinh gian diép noi dia.
Nhiing gi ching ta c6 1a mét vai co ché ma co6 thé theo ddi mot $6 dién thoai hoac mdt dia chi thu
dién tr duoc két ndi téi mot cude tan cong khung bd”.

Dbi voi nhidu nguoi, 1y 18 nay 1am viéc. Nhan thirc rang giam sat O at chi dugc khang dinh ddi voi
mot nhom thiét thoi va ximg déng cia nhitg nguoi “dang 1am sai” - nhitng ngudi xau - dam bao
réng da s6 ung thudn vai sy lam dung sttc manh hodc tham chi khoai tré véi no.

Nhung quan diém d6 hiéu sai mot cach triét dé nhimg muc tiéu nao dan dit tat ca cac co quan co
quyén luc. “Lam thir gi d6 sai trai”, trong con mit cta cac co quan nhu vy, nhan manh nhiéu hon
nhiéu so v6i cac hanh dong bat hop phap, hanh vi vi pham, va cac 4am muu cta nhitng ké khing bd.
N6 dién hinh mé rong bat dong chinh kién co ¥ nghia va bat ky thach thirc ¢6 thuc nao. Pay 1a ban
chét tu nhién cua quyén luc dé san béng v61 nhiing diéu lam sai, hodc it nhat véi mot mdi de doa.
Hb so d6 ngap tran véi cac vi du vé cac nhom va ca nhan dang dat dudi sy giam sat cia chinh phu
béng dtc hanh ctia nhiing quan diém va hoat dong xa hoi bét déng chinh kién cua ho - Martin
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Luther King, phong trao cac quyén dan sy, nhiing nguoi hoat dong xa hoi chéng chién tranh, céc
nha bao vé moi truong. Trong con mét cua chinh phu va FBI cua Edgar Hoover, tt ca ho ting 1a
“da lam gi d6 sai”’: hoat dong chinh tri ma da de doa trat tu dang thinh hanh.

Khéng ai hiéu tot hon 1a Hoover sirc manh cua giam sat dé vo nat su bat déng chinh kién vé chinh
tri, d6i dau nhu 6ng ta da timg vai thach thic 1am thé nao dé ngin chin sy thuc thi cac quyén cua
Stra d6i bo sung thir Nhat vé ngon luan va doan thé khi tinh trang d6 bi cam ddi v6i viée bat ngudi
vi viéc thé hién quan diém khong phd bién. Puoc mé ra trong nhitng nam 1960 trong mot loat cac
vu kién ¢ Toa an Ti cao ma di thiét 1ap cac bao vé manh mé cho ty do ngon luan, 1én téi cuc diém
trong quyét dinh nhat tri nam 1969 & Brandenburg v. Ohio, n6 da lat dd 4n hinh sy ciia mét 1anh dao
Ku Klux Klan (3K), nguoi da de doa vi pham chdng lai cac quan chuc chinh tri trong mot bai noi
chuyén. Toa 4n da ndi rang Sira d6i bo sung thir Nhat dam bao tu do ngdn luén va ty do béo chi 1a
manh téi mirc ma ho “khong cho phép mot Nha nudc cdm hodc dit ra ngoai vong phap luat su bao
v¢ cua su dung sttc manh”.

Dua ra nhitng dam bao d6, Hoover d thiét 1ap nén mot hé thong dé ngin chin bat dong chinh kién
tir viéc phat trién n6 ngay tir dau.

Chuong trinh phan gian noi dia cia FBI, COINTELPRO, lan dau timg duoc tiét 16 tir mot nhoém cac
nha hoat dong xa hoi chdng chién tranh ma ho da trd nén bi thuyét phuc rang phong trio chong
chién tranh tung bi tham nhap, bi dat dudi su gidm sat, va bi ngém dich bﬁng tat ca cac dang muu
meo ban thiu. Thiéu bang ching tai liéu dé ching minh né va khong thanh cong trong viéc thuyét
phuc cac nha bao dé viét vé nhimg mdi nghi ngd cta ho, ho di dot nhap vao van phong chi nhanh
FBI ¢ Pennsylvania vao nam 1971 va da ché di hang ngan tai li¢u.

Céc ho so ¢o lién quan t6i COINTELPRO d3 chi ra FBI di nhiam vao cac nhom chinh trj va cac ca
nhan ma no cho 14 c6 tinh 14t 6 va nguy hiém nhu thé nao, bao gdm ca Lién dodn Quéc gia vé su
Tién b6 ciia Nguoi da mau, cac phong trao cua nhitng nguoi dan toc chii nghia da den, cac to chirc
xd hoi chu nghia va cong san chil nghia, nhitng ngudi phan dbi chdng chién tranh, va cac nhom
canh hiru khac. Phong d6 da thanh loc ho véi cac ddc vu ma ho, trong s6 nhitng diéu khac, di cb
ging dé didu khién cac thanh vién dé dong y thuc hién hanh vi pham toi dé FBI c6 thé bét giit va
truy 6 ho.

FBI da thanh cong trong viéc thuyét phuc to New York Times giit lai cac tai liéu va tham chi tra cho
ho, nhung to Washington Post da xuét ban mot loat cac bai bao dua vao chung. Nhitng tiét 16 d6 da
dan t6i sy tao ra Uy ban Giao hoi Thuong vién (Senate Church Committee), n6 da két luan:

[Trong qué trinh 15 nam] Van phong d6 di tién hanh hoat dong ép tudn thi luat tinh vi
phure tap thuc tinh nham vao viéc ngan chan sy thyc thi cac quyén ngoén luan va hdi doan
theo Stra d6i b sung thir Nhit, vé 1y thuyét didu d6 ngin chin su phat trién cua cic nhom
nguy hiém va sy tuyén truyén cac y tuong nguy hiém co thé bao vé an ninh qubc gia va
ngan chan bao lyc.

Nhiéu k¥ thuat duge sir dung c6 thé khong chiu dung ndi trong mot xa hoi dan chi tham chi
néu tat ca cac myc tiéu timg co lién quan trong hoat dong vi pham, nhung COINTELPRO
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d3 di vuot xa ra khoi diéu dé. Tién dé chinh khong duoc ky vong cua cac chuong trinh dé
timg 1a mot co quan ép tuan thu luat co trach nhiém tién hanh bat ky didu gi 1a can thiét dé
déu tranh vé6i cac mdi de doa duoc thira nhan ddi véi trat tu x3 hoi va chinh tri dang ton tai.

Mot ban ghi chép chinh ciia COINTELPRO di giai thich rang “chimg hoang tudng” c6 thé duoc
gieo trong cac nha hoat dong xa hoi chdng chién tranh bang viéc dé ho tin 1 c6 “mot dic vu cia
FBI dung dang sau timg hop thu”. Theo cach nay, nhitng ngudi bat ddng chinh kién, luén dugc
thuyét phuc rang ho timg bi giam sat, co thé s& bi dim chét trong ndi s hii va tranh xa cac hoat
dong xa hoi.

Khong ngac nhién, chién thuat d6 di lam viéc. Trong mot tai liéu nam 2013 co dé ngay tr ndm
1971, vai trong sd cac nha hoat dong xa hoi dd mo ta cach ma FBI ciia Hoover timg “qua tat ca”
phong trao cac quyén dan sy v6i nhitng ngudi tham nhdp va gidm sat, nhitng nguodi ma ho toi cac
cudc hop va 16n 1én.

Khi d6, tham chi hau hét cc co quan bi bao vay & Washington da hiéu réng chi don thuén sy ton tai
clia gidm sat ctia chinh phu, bat ké n6 dugc sir dung nhu thé nao, s& bop nghet kha ning bt dong
chinh kién. To Washington Post, trong mot xuat ban vao thang 03/1975 vé vu dot nhap, di canh bao
chinh xac vé dong luc dan ap nay:

FBI da khong bao gio chi ra nhiéu sy nhay cam ddi véi hidu ung doc hai ma su giam sat
ctia nd, va dic biét sy dua dam cua nd vao nhiing nguoi chi diém vé danh, c6 khi dua vao
tién trinh dan chu va c6 khi dya vao thyc tién cta tu do ngon luan. Nhung d6 phai 1a bang
chimg hién nhién rang sy thao luan va tranh cii vé cac chinh sach va chuong trinh ciia
chinh phu bi rang budc s& bi trc ché néu n6 duoc biét ring 6ng Anh Lon (Big Brother), dudi
su nguy trang, dang nghe ngong ho va bio cao vé ho.

COINTELPRO con xa méi 1a lam dung giam sat duy nhat duoc Uy ban Gido héi tim thdy. Bao cao
cubi cung cta né di néu rang “hang tridu birc dién tin riéng tu dugc gui tir, t6i, hodc qua nudec My
da bi Co quan An ninh Qudc gia liy duoc tir 1947 t6i 1975 dudi mot dan xép bi mat véi cac cong ty
dién tin cua nudec M§”. Hon nita, “khoang 300.000 ca nhan di bi danh chi sb trong hé thong may
tinh ctia CIA va cac hd so riéng ré da dugc tao ra vé khoang 7.200 nguoi My va hon 100 nhém noi
dia” trong mot chién dich cua CIA, CHAOS (1967-1973).

Hon nita, “wdc tinh 100.000 ngudi My timg 1 cac dbi twong cua cac hd so tinh bao cua Quan doi
My duoc tao ra gitra nhiing nam 1960 va 1971 cting nhu khoang 11.000 ca nhan va nhém tirng bi
Dich vu Doanh thu Noi bo (Internal Revenue Service) diéu tra “trén co sé chinh tri hon 13 cac tiéu
chi vé thué”. Van phong dé ciing da str dung viéc nghe 1én dé phat hién cac chd bj tén thuong, nhu
hoat dong tinh duc, n6 sau d6 timg dugc trién khai dé “vé hiéu hoa” cac muc tiéu cia ho.

Céc sy viéc nhu vay ting khong phai 1a nhimng diéu khac thuong cia ky nguyén d6. Trong nhimng
nam thang ctia Bush, vi dy, cac tai liéu ma ACLU c6 duoc di tiét 10, khi nhom nay dit nd vao nam
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2006, “cac chi tiét méi vé giam sat ciia Lau 5 goc ddi voi nhitng ngudi My chdng lai cude chién
tranh & Iraq, bao gdm ca cac tin d0 Quaker va cdc nhoém sinh vién”. Lau 5 goc ting “giit cac nhan
vé nhitng nguoi chdng d6i khong bao luc bang viée thu thap thong tin va luu trit nd trong mot co s&
dir liéu chéng khung bd cua quan d61”. ACLU da luu y r::ing mot tai licu, “duoc gén nhan 'hoat dong
khung b tiém tang', liét ké cac su kién nhu 'Ditng Chién tranh BAY GIO!' (Stop the War NOW?) tap
hop & Akron, Ohio”.

Bang chimg d6 chi ra rang nhimg dam bao ring sy giam sat chi duoc nham vao nhitng ngudi “da
lam gi d6 khong dung” s& cung cép it su thudn tién, vi mot nha nudc theo phan xa s& coi bat ky
thach thire nao ddi v6i quyén luc ctia né nhu 1a viée 1am sai.

kksk

Céc vu viéc nhimg ngudi nim quyén qui cho nhitng ngudi chdng dbi chinh tri nhu 13 “cac mbi de
doa an ninh qubc gia” hodc tham chi “nhiing tén khing bd” dwgc chimg minh mét cach lap lai 1a
khong thé cudng lai duoc. Trong thap ky vira qua, chinh phil, trong sy dong thanh voi FBI cia
Hoover, da chinh thirc chi dinh cac nha hoat dong moéi truong nhu vay, nhirng mang rdng cia cac
nhém canh hiru chdng chinh phu, céc nha hoat dong xa hoi chdng chién tranh, va cac hoi doan dugc
t6 chirc xung quanh cic quyén ciia ngudi Palestin. Mot s6 ¢4 nhan nam trong cac chung loai rong
16n d6 c6 thé xing dang voi sy chi dinh d6, nhung khong nghi ngd gi hau hét moi ngudi thi khong,
t61 161 chi vi viée giit quan diém chinh tri d6i nghich. Vang cic nhém nhu vy thudng bi ngam dich
d6i v6i sy giam sat cia NSA va cac ddi tac cua no.

Qua thuec, sau khi cac nha chirc trach nudc Anh da bo tu ddi tac cua toi, David Miranda, & san bay
Heathrow theo mot dao luat chong khing bé, thi chinh phu Anh di thé hién ngang bang véi bao céo
giam sat cua toi vé chu nghia khung bd trén co s rang su phat hanh céc tai liéu ctia Snowden “duogc
thiét ké dé gay anh huodng téi mot chinh phu va dugc thuc hién vi cac muc dich quang ba mét Iy do
chinh trj hodc tu tuéng”. Piéu nay vi thé roi vao trong dinh nghia ctia chii nghia khing bd. Pay 1a
tuyén bd c6 kha ning rd rang nhat vé viéc két ndi mot mdbi de doa t6i loi ich vé quyén lyc dé chong
ch nghia khiing bd.

Khéng c6 gi vé diéu nay c6 thé toi nhu 1a bat ky sy ngac nhién nao ddi véi cong dong nhiing ngudi
M3 theo dao Hoi, noi ma ndi s¢ hai giam sat trén co so ctia cht nghia khiing bd ¢6 cudng d6 manh
va rong khép, va vi Iy do tét lanh. Vao nim 2012, Adam Goldman va Matt Apuzzo ciia Associated
Press da tiét 16 mot so dd chung cta Phong Canh st New York/CIA budc toan bd cac cong déng
dao Hoi 6 nudc My phai chiu sy giam sat vat Iy va dién tir ma khong quan tam toi sy 1am sai nao.
Nhitng nguoi My theo dao Hoi thuong xuyén mé ta hiéu tmg gian diép cudc sdng cua ho: timg
nguoi mdi ma ndi 1én trong nha tho dao Hoi duge xem nhu 14 su nghi ngo vé mot nguoi chi diém
cua FBI; ban be va gia dinh ngdp thd vdi cac cudc hdi thoai ctia ho vi s¢ dang bi gidm sat va nam
ngoai nhéan thic rang bat ky quan diém nao duoc thé hién ciing duoc cho 1a thu dich véi ngudi My
c6 thé duoc str dung nhu mdt cai co dé diéu tra hodc tham chi budc toi.

Mot tai lidu tir cac hd so ciia Snowden, dé ngay 03/10/2012, cay dang nhin manh diém nay. N6 da
tiét 10 rang co quan nay dd va dang giam sat cac hoat dong truc tuyén cua cac ca nhan ma no tin
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tuong thé hién cac ¥ tudng “co ban” va nhitng ngudi c6 mot anh huéng “co ban hoéa” téi nhimng
nguoi khac. Ban ghi nh¢ thao luan vé 6 c4 nhan dic biét, tat ca 1a nhitng nguoi theo dao Hoi, du n6
thé hién rang ho chi 13 “cac miu vi du”.

NSA rd rang néu rang khong ai trong s6 cac ca nhan bi ngim dich 1a mét thanh vién ctia mot to
chtrc khiing bd hoic ¢6 lién quan toi bt ky muu do khing bd nao. Thay vao do, su pham toi cia ho
la quan diém ma ho thé hién, né duoc coi la “co ban”, mot khai niém ma dam béao cho su giam sat
rong khip va cac chién dich tan pha dé “khai thac cac chd bj ton thuong”.

Trong sb cac thong tin thu thap dugc vé cac ca nhan, it nhat mot trong s6 ho 1a mot “nguoil My”, l1a
céc chi tiét vé cac hoat dong tinh duc truc tuyén va “tinh hay chung cha btra bai trén tryc tuyén” -
céc site khiéu dAm ma ho viéng thim va cac cudc chat tinh dyc 1én It v&i nhitng phu nit ma khong
phai 14 vo ctia ho. Co quan nay thao luin cac cach thire dé khai thac thong tin nay dé pha huy cac uy
tin va sy tin nhiém cuda ho.

BACKGROUND (U)

(TSIS/REL TO USA, FVEY) A previous SIGINT assessment report on
radicalization indicated that radicalizers appear to be particularly vulnerable in the area
of authority when their private and public behaviors are not consistent. (A) Some of the
vulnerabilities, if exposed, would likely call into question a radicalizer's devotion to the
jihadist cause, leading to the degradation or loss of his authority. Examples of some of
these vulnerabilities include:

+ Viewing sexually explicit material online or using sexually explicit persuasive
language when communicating with inexperienced young girls;

+ Using a portion of the donations they are receiving from the susceptible pool 1o
defray their own personal expenses;

« Charging an exorbitant amount of money for their speaking fees and being
singularly attracted by opportunities to increase their stature; or

+ Being known to base their public messaging on questionable sources or using
language that is contradictory in nature, leaving them open o credibility
challenges.

(TSISI/REL TO USA, FVEY) Issues of trust and reputation are important when
considering the validity and appeal of the message. It stands to reason that exploiting
vulnerabilities of character, credibility, or both, of the radicalizer and his message could
be enhanced by an understanding of the vehicles he uses to disseminate his message to
the susceptible pool of people and where he is vulnerable in terms of access.

Nhu phé giam ddc vé phép 1y cia ACLU, Jameel Jaffer, di quan st thay, cac co so dit liéu cia
NSA “luu trir thong tin vé quan diém chinh tri cua ban, lich sir y té cua ban, cac moi quan h¢ mat
thiét ciia ban va cac hoat dong tryc tuyén cta ban”. Co quan ndy ndi thong tin c4 nhan nay s& khong
bi lam dung, “nhung cc tai liéu d6 chi ra rang NSA c6 thé xac dinh 'lam dung' rat hep”. Nhu Jaffer
d3 chi ra, NSA v& lich st, theo yéu ciu ciia mot tong théng, “dd st dung cac két qua giam sat dé
lam mat uy tin ctia d6i tha chinh tri, nha bao, hodc nha hoat dong xa hoi vé cac quyén con nguoi”.
C6 18 1a “ngdy tho”, dng noi, dé nghi co quan nay con khong thé “sir dung stitc manh ciia minh theo
cach do”.

Céc tai ligu khac mo ta trong tam cia chinh phu khong chi vao WikiLeaks va nguoi sang 1ap cua no,
Julian Assange, ma con vao nhitng gi co quan nay goi la “mang nhiing nguoi ung ho WikiLeaks”.
Vao thang 08/2010 chinh quyén Obama da thuc giuc vai dong minh d¢ trinh t6 céo co tdi chdng lai
Assange vi xuat ban cia nhdm nay céac luu ky chién tranh & Afghanistan. Cudc thao ludn xung
quanh viéc ép cac qubc gia khac budc toi Assange xuat hién trong mot ho so ciia NSA ma co quan
d6 goi nd 1a “Dong thoi gian San nguoi” (Manhunting Timeline). N6 chi tiét hoa cac dong minh cta
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né dé dinh vi, khoi td, bét gilr va/hoac giét cac ca nhan khac nhau, trong ) nhitng nguoi duge cho
1a nhimng tén khing b, buén ban may tiy, va cac linh dao Palestin. Mot dong thoi gian cho timg
nam gitra 2008 va 2012.

(U) Manhunting Timeline 2010
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Mot tai liéu riéng r& c6 mot tom tat vé mot trao doi vao thang 07/2011 vé viée liéu WikiLeaks, ciling
nhu website chia sé tép Pirate Bay, ¢6 thé dugc chi dinh nhu 14 “mot 'tic nhan nudc ngoai doc hai'
vi cac muc dich ngdm dich hay khong”. Su chi dinh c6 thé cho phép giam sat dién tir mé rong cac
website do, bao gdm ca nhitng ngudi st dung My. Thao luan d6 xuat hién trong mot danh sach
“Cac cau hoi & dap” (Q&A) theo do cac quan chire tir van phong Tuan thu va Giam sat NTOC va
Vin phong C6 van Trudng ciia NSA (NTOC Oversight and Compliance office (NOC) and NSA’s
Office of General Counsel (OGC)) cung cép cac cau tra 1oi cho cac cau hoi duoc dua ra.

[edit] (TS/SIV/REL) Malicious foreign actor == disseminator of US data?

Can we treat a foreign server who stores, or potentially disseminates leaked or stolen US data on it's server
as 2 ‘malicious foreign actor’ for the purpase of targeting with no defeats? Examples: Wikilcaks,
thepiratebay.org, elc.

NOCOGC RESPONSE: Let us get back 1o you. (Source #001)

Mot trao d6i nhu vay, tr nam 2011, da chi ra sy bat phan bi¢t cia NSA ddi voi viée vi pham céac qui
dinh giam sat. Trong tai li¢u, mdt thao tac vién noi, “t61 da van", da nham vao mot ngudi My thay
vi mdt nguoi nude ngoai. Cau tra 101 tir vin phong giam sat NSA va téng cd vén 13, “chang co gi

phai lo vé diéu do”.

[edit] (TS/SU/REL) Unknowingly targeting a US person

I screwed up...the selecior had a sirong indication of being foreign, but it turned out to be US..now
what?

NOC/OGC RESPONSE: With all querying, if you discover it actually is US, then it must be submitted and
g0 in the OGC quaricrly report...but i's nothing to worry about', (Source #001)

Sy d6i xtr v6i nhom Anonymous (Nic danh), cling nhu loai nguoi mu md duoc biét nhu 1a “cac tin
tac hoat dong xa hoi” (hacktivist), 1a dac bi¢t phién toai va ky la. Po6 1a vi Anonymous thuc sy la
mot nhém c6 cau triic nhung 1a mot hoi doan dugce to chie 1ong 1éo clia nhitng nguoi xung quanh
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mot ¥ tudng: ai do trd thanh chi nhanh véi Anonymous vi dtrc hanh cua céc vi tri ho nim gitr. T¢
hon, chung loai “hacktivist” khong c6 nghia ¢ dinh: n6 ¢ thé c6 nghia 1a sir dung cac k¥ ning lap
trinh dé 1am x6i mon an ninh va viéc van hanh cua Internet nhung ciing c6 thé tham chiéu t6i bat ky
ai str dung cac cong cu truc tuyén dé thac day cac tu tuong chinh tri. NSA nham vao céc loai rong
16n nhirg ngudi trong duong véi viée cho phép né gian diép bat ky ai bat ky ¢ dau, bao gém ca &
nuéc My, nhimg ¥ tudng clia ho ma chinh phii thdy ¢ de doa.

Gabriella Coleman, mdt chuyén gia vé Anonymous & Pai hoc McGill, néi ring nhém d6 “khong
phai 1a mot thuc thé xac dinh” ma thay vao d6 1a “mdt y tudng dong vién duoc cac nha hoat dong
x4 hoi tién hanh hanh dong hop tac va 1én tiéng vé sy khong hai 10ng vé chinh tri. Pay 1a mot phong
trao x3 hoi toan cau cé tru s & khép noi ma khong co6 cAu trac lanh dao tap trung hoac dugc td chirc
mot cach chinh thong. Mot sé da tap hop lai xung quanh cai tén nay dé tham gia vao su bét tuan dan
su s6, nhung chang c6 gi giéng du 13 xa v6i chu nghia khing b6”.

Da sb nhitng nguoi 6m lay y tuong d6 da tién hanh “trude hét vi sy thé hién chinh tri thong thuong.
Viéc nhdm vao Anonymous va cac hacktivist dugc coi nhu viée nhdm vao cic cong dan thé hién
long tin chinh tri cia ho, gy ra su ngdt ngat ddi vé6i su bt déng chinh kién hop phép”, Coleman da
giai thich.

Vang Anonymous tirng bi mdt don vi cia GCHQ ngém dich béng viéc su dung mdt s6 chién thuat
co ban va gy tranh cai nhét duoc biét toi nhu 1a spycraft: “cac hoat dong cam cd sai”, “céc cai bay
duong mat”, cac virus va cac cudc tan cong khac, cac chién lugc lira gat nghi binh, va “céc lya chon
thong tin dé 1am hai uy tin”.

Mot slide PowerPoint duoc cac quan chirc giam sat cia GCHQ trinh chiéu trong hdi nghi SigDev
2012 mo ta 2 dang tin cong: “céc lua chon thong tin (gdy anh hudng hodc pha huy)” va “phd huy
k¥ thuat”. GCHQ tham chiéu t6i cac bién phap d6 nhu 1a “Hanh dong Giu giém Truc tuyén”, nd co
v dinh dé dat dugc nhitng gi tai liéu goi 1a “4D: Tir chbi/Pha hity/Lam thoai hoa/Lira gat nghi binh”
(Deny/Disrupt/Degrade/Deceive).

A ErrECTS Definition

* “Using online techniques to make something
happen in the real or cyber world™

= Two broad categories:
= Information Ops (influence or disnuption)
- Technical disruption

= Known in GCHQ as Online Covert Action

» The 4 D"s: Deny [ Disrupt / Degrade / Deceive

e, Siie, 1L

Mot slide khac mo ta cac chién thuat duge sir dung dé “lam mat uy tin ctia ddi twong dich”. Chung

Vin phong Phéi hop Phat trién Mbi truong Khoa hoc & Cong nghé, Bo Khoa hoc & Cong nghé Trang 86/101



Khong noi 4n nép, Glenn Greenwald. Chwong 3: Thu thap tit c4; & Chwong 4: Téac hai cia sy giam sat; Thang 05/2014

bao gom “thiét 1ap mot cai by duong mat”, “thay doi cac hinh dnh trong céc site két ndi mang xa
hoi”, “viét mot blog c6 muc dich 1a mdt trong céc nan nhan cua ching”, va “gui thu dién ti/van ban
cho cac dong nghiép, hang x6m, ban be cua ho, ...”

* Set up a honey-trap
* Change their photos on social networking sites

* Write a blog purporting to be one of their victims

« Email/text their colleagues, neighbours, friends etc

Di kém véi cac luu ¥, GCHQ giai thich ring “cai biy dudng mat” - mot chién thuat thoi Chién
tranh Lanh xua cii ¢6 lién quan t6i viéc st dung cac phu nit quyén rii dé nhir cic muc tiéu nam gidi
vao trong cac tinh hudng 1am ton thuong, lam mat uy tin - di va dang duoc cap nhat cho ky nguyén
$6: bay gid moét cai dich dugc nhir [am tén thuwong mot site hodc sy gap go truc tuyén. Binh luan
duoc bo sung thém: “mot lya chon 16n. Rét thanh cong khi né 1am viéc”. Tuwong tu, cac phuong
phap thim nhap nhém theo truyén thdng bay gior duge thuc hién truc tuyén:

cK

HOneY-IB3, B (rEdl 0N VBTy Stasitd when i wirs,
- Gt S0Mannd 10 9O SOMawhane O the IMMEL of B PHySIcal SN 10 be Mat by & Tady tice”
- JTRIG hirt the ability 10 “shape” the enviroament on ocasions,

Photo change; you have been wamad, “JTRIG & about™
Can take "paranoa’ 10 @ whaig new ievel.

Emailext:

- Infiftration work.

- Helps JTRIG acquire credibility with online groups eic.
- Halps with bringing SIGINT/Effects together.

Mot ky thuét khéc c6 lién quan t61 viée dung “ai d6 khoi viée giao tiép”. D€ 1am thé, co quan nay sé
“bd bom dién thoai cua ho bang cac thong di€p van ban”, “bo bom dién thoai cua hg bang céc cude

199 ¢¢

go1”, “x6a su hién dién tryc tuyén cua ho”, va “khdéa may fax cua ho lai”.
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« Bombard their phone with text messages
« Bombard their phone with calls

« Delete their online presence

* Block up their fax machine

* Send them a virus:
« AMBASSADORS RECEPTION = encrypt itself, delete
all emails, encrypt all files, make screen shake, no
more log on

= Conduct a Denial of Service attack on their computer

GCHQ ciing thich sir dung cac ki thuat “pha hiy” trong s6 nhitng gi n6 goi 1 “ép tuan tha luat theo
truyén théng” nhu viée thu thap bang chimg, cac toa an, va cac khoi t6. Trong mot tai lidu co du dé
“Phién Tén cong Khong gian mang: Thuc ddy cac dudng bién va hanh dong chdng lai Hacktivism”,
GCHQ thao luan viéc ngém dich cua n6 ddi véi cac “hacktivist” vdi, that trd tréu, cac cude tin cong
“ttr chdi dich vu”, mot chién thuat thudng c6 lién quan téi cac tin tic:

Why do an Effects Operation?

* Disruption v Traditional Law Enforcement
SIGINT discovered the targets

* Disruption technigues could save time and money
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Effects on Hacktivisim

Op WEALTH — Summer 2011
+ Intel support to Law Enforcement = identification of top
targets
+ Denial of Service on Key Communications outlets
* Information Operations

Co quan gidm sat cia nudc Anh ciing st dung mdt doi cac nha khoa hoc xa hdi, bao gém ca cac nha
tam 1y hoc, dé phat trién cac ky thuat “tinh bao con ngudi tryc tuyén” - Online HUMINT (human
intelligence) va “pha hoai anh hudng chién lugce”. Tai liéu “Nghé thuat Lira gat nghi binh: Huén
luyén cho mot Thé hé Méi cac Tac chién Gidu giém Truc tuyén” duoc danh cho cac chién thuat do.
DPuoc Trung tdm Tac chién Khoa hoc Con nguoi - HSCO (Human Science Operation Cell) chuan
bi, tai liéu noi thiét ké trong céac linh vuc xa héi hoc, tdm 1y hoc, nhan chiung hoc, khoa hoc than
kinh, va sinh vat hoc, va cac linh vuc khac, dé ti da hoa céc k¥ nang Itra gat nghi binh cia GCHQ.

Mot slide chi ra cach tham gia vao “Nguy trang - Anh va Hién”, trong khi tuyén truyén “Su mé
phong - Chi ra sy Sai trai”. N6 kiém tra “cac khdi nha tam 1y hoc lira gat nghi binh” va “ban dd cac
cong nghé” duoc sir dung dé trién khai cac lira gat nghi binh, bao gdm ca Facebook, Twitter,

\

LinkedIn, va “céac trang web”.

Viéc nhin manh rang “moi nguoi ra cac quyét dinh vi nhiing 1y do tinh cam cht khong phai vi cac
ly do dwa vao 1y tri”, GCHQ tranh luan rang hanh vi truc tuyén dugc dan dit boi “viéc soi guong”
(“moi ngudi sao chyp 1an nhau trong lic twong tac xa hdi véi chiing”), “diéu tiét thich nghi” va “bat
chude” (“su ap dung cac nét dic biét ciia ngudi giao tiép tir nguoi tham gia khac”).

Tai li€u sau d6 dua ra nhiing gi n6 goi la “Sach choi Hoat dong Pha hoai” (Disruption Operational
Playbook). Diéu niay bao gdbm “hoat dong tham nhap”, “hoat dong ding muu”, “hoat dong cim co
sai”, “hoat dong lam dau”. N6 thé mot “su trién khai dﬁy da” chuong trinh pha hoai “t4i dau nam
2013” khi “hon 150 nhan vién dugc huin luyén day du”.

SUCRE TFSAREL TOUSK, FVEY

DISRUPTION
Operational
Playbook

= Infiltration Operation

= Ruse Operation

* Set Piece Operation

= False Flag Operation

= False Rescue Operation
= Disruption Operation

* Sting Operation

Duéi dau dé “Céc k¥ thuat va Kinh nghiém ky diéu”, tai liéu tham chiéu téi “Su hop phéap héa vi
pham”, “Viéc x4y dung kinh nghiém trong tdm tri vé cac muc tiéu s& dugc chip nhéan sao cho ching
s& khong hién thuc hoa dugc” va “Viéc t6i uu hoa cac kénh lura gat nghi binh”.
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Céc ké hoach nhu vay ciia chinh phii dé giam sat va gdy anh hudng t6i cac giao tiép truyén thong
Internet va phd bién cac thong tin sai 1éch trén truc tuyén da tir 1au 1 mot ngudn suy doan. Giao su
luat ctia Pai hoc Harvard Cass Sunstein, mot c6 van than cin ciia Obama, cuu 13nh dao cia Van
phong Thong tin va cac Cong viéc Piéu chinh ctia Nha Tring, va 1a mot ngudi duoc chi dinh cho
nhom cua Nha Tréng dé ra soat lai cac hoat dong cua NSA, da viét mot tai liéu gay tranh cai trong
nam 2008 dé xuat rang chinh phi My sir dung cac ddi cac dic vu gidu giém va nhitng ngudi bao vé
“doc lap” gia cho “sy tham nhép dya vao su hiéu biét” cua cac nhom truc tuyén, cac phong chat,
cac mang xa hoi, va cac website, cling nhu cac nhém hoat dong xa hoi phi truc tuyén.

Céc tai liéu ctia GCHQ chi ra 1an dau tién rang cac k¥ thuat gy tranh cii d6 dé lira gat nghi binh va
1am ton hai uy tin da chuyén tir giai doan dé xut sang trién khai.

skeksk

Tét ca céac béng ching nhén manh sy mic ca ngérn duoc chao cho céac cong dan: khong dat ra thach
thirc va ban khong co gi dé ma lo ling. Hiy dé tim t6i viéc kinh doanh cua riéng ban, va ung ho
hodc it nhét chiu dimg nhiing gi ching t61 lam, va ban sé OK. Bt khac di, ban phai kiém ché kich
dong nha chuc trach ma ndm sttc manh giam sat néu ban mudn duoc coi la khong 1am nhitng vi¢c
sai trdi. Pay 1a mft vy lam an ma né moi tinh tiéu cuc, su phuc tung va sy tuan thu. Tién trinh
nhanh nhat, cach dé dam bao “duoc dé yén lai mdt minh”, 14 gilt im ldng, nin thd, va tuan tha.

Péi voi nhidu nguoi, vu 1am an nay 1a quyén rii, thuyét phuc da s rang sy giam sat 1a nhan tir hodc
tham chi c6 loi. Ho dang qua chan phai 16i cudn sy cha ¥ ctia chinh phu, ho suy ludn.

“T6i nghiém tic nghi ngd rang NSA c6 quan tim t6i toi” 1a dang diéu ma toi thudng nghe. “Néu ho
mudn nghe theo cudc séng chan nan cua t6i, thi ho duoc chao dén”. Hodc “NSA khong quan tim
tGi viée noi chuyén cta ba cta ban vé cac hoa don ciia ba hodc viée 1én ké hoach ctia bd ban cho tro
choi golf ciia 6ng”.

D6 14 nhitng ngudi ma da tro nén bi thuyét phuc rang ban than ho s& khong bi ngdm dich ca nhan -
vi ho dang khong de doa va ho dang tuan thii - va vi thé hodc tir chbi diéu s& xay ra, khong quan
tam, hodc co thién chi ing hd ndé mdt cach dut khoat.

Khi phong van t6i ngay khi cau chuyén ciia NSA v 16, Lawrence O'Donnell ctia chi nha MSNBC
da ché giéu khai niém cua NSA nhu 1a “mdt con quéi vat giam sat to 16n, dang s¢”. Tom tat quan
diém cua 6ng, ong da két luan:

Cam gic cta t6i cho tdi nay 1a... Toi khong so... thuc té 1a chinh phu dang thu thap [dit
lidu] 6 mirc d6 khing khiép, khong 156 c6 nghia 1a tham chi con kho khan hon cho chinh phi
dé tim ra t6i... va ho tuyét ddi khong co6 dong luc dé tim ra t6i. Va vi thé toi, & giai doan
nay, cam thay hoan toan khong bi diéu nay de doa.

Hendrik Hertzberg cua t& New York Times ciing da khang dinh quan diém tuy tién tuong tu veé cac
moi nguy hiém cia gidm sat. Thira nhan rang c6 “céc ly do dé quan tam vé sy qua x4 cua co quan
tinh bao, su bi mat qua x4, va thiéu minh bach”, 6ng da viét rang “cling c6 céac ly do dé gitr dugc
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binh yén”, dac bi¢t, réng mbi de doa duoc dit ra “cho cac quyén tr do dan su, nhu no 1a, 1a triru
tugng, phong doan, khong xac dinh”. Va ngudi chiu trach nhiém vé chuyén muc cta to Washington
Post Ruth Marcus, lam giam gia tri mbi quan tam vé strc manh ctia NSA, da tuyén b6 - 16 bich -
“siéu dit liéu cta t6i hau nhu chic chan da khong bi soi xét k¥ ludng”.

Theo mot y nghia quan trong, O'Donnell, Hertzberg va Marcus la ding. D6 1a truong hop ma chinh
phi My “tuyét ddi khong co sy khuyén khich” dé nham vao nhiing ngudi nhu ho, d6i v6i nhimng
ngudi ma moi de doa tir mot nha nude giam sat 1a it hon so véi “triru tugng, phong doan, khong xac
dinh”. Piéu d6 giai thich vi sao cac nha bao ma hién ding su nghiép ctia ho cho viéc ton thd quan
chtic ¢6 strc manh nhét cua dat nuéc - tong thong, nguoi 1a tong chi huy ctiia NSA - va hiém khi bao
vé dang chinh tri ctia dng ta, néu bao gio d6 ¢, mao hiém xa lanh nhitng ngudi co strc manh.

Tt nhién, nhitng ngudi ung hd trung thanh va biét nghe 15i tong thong va cac chinh sach cua ong
ta, cac cong dan tdt, nhitng nguoi khong lam gi dé thu hit sy cha ¥ tiéu cuc tir sy quyén thé, khong
¢6 1y do gi dé s nha nuéc giam sat. Pay 13 truong hop trong moi x4 hdi: nhimg ngudi khong dit ra
thach thirc s& hiém khi bi ngdm dich bai nhitng bién phap dan ap, va tir quan diém cua ho, ho c6 thé
sau d6 thuyét phuc ban than ho rang su dan ap thyc sy khong ton tai. Nhung bién phap dang ddi voi
tu do ctia xa hoi 1a cach ma no ddi xir v6i nhitng ngudi bat ddng chinh kién ctia né va cac nhom bi
thiét thoi khac, chtr khong phai cach ma né ddi xir v6i nhitng ngudi trung thanh t6t. Tham chi trong
nhitng chinh thé chuyén ché toi t& nhat thé giéi, nhitng nguoi ung ho biét vang 10i s& duge mién
dich d6i véi cac lam dung cua strc manh nha nudc. Tai Ai cdp cua Mubarak, chinh 1a nhiing nguoi
tung Xuéng duong dé lam rung chuyén vi sy lat d6 ong ta, nhiing nguoi da ting bi bét bo, bi tra tan,
bi bin ha; nhimg ngudi tng ho Mubarak va nhitng ngudi ma 4m tham nam lai ¢ nha di khong. Tai
nudc My, do ting 1a cac nha lanh dao cua NAACP, nhitng ngudi cdng san, va cac nha hoat dong xa
héi chéng chién tranh va cac quyén dan su, nhitng ngudi timg bi ngdm dich véi sy giam sat cua
Hoover, khong phai cac cong dan hanh xtr tot ma gitr cAm ling vé su bit cong ciia xa hoi.

Chung ta s& khong phai 1a nhimg t6i trung dang tin ciy ctia quyén luc dé cam thay an toan ddi voi
su giam sat ciia nha nuéc. Cai gia cia sw mién dich ciing khong phai 1a viéc kim ham ddi véi su bat
dong chinh kién gay tranh cai hoic day khiéu khich.

Chiing ta khéng mudn mot xa hoi noi ma thong diép duoc truyén dat rang ban s& duoc dé yén lai
mot minh chi néu ban bit chudc hanh vi thuan tién va sy khén ngoan thuong théy cua mot nha bao
c6 tiéng.

Vuot ra khoi didu do, y nghia clia su mién dich dugc mot nhom dic biét cam théy hién hanh co6 surc
manh bi rang budc s& 1a hao huyén vién vong. Diéu duoc lam rd khi chung ta nhin vao cach ma hdi
doan dang phai dinh hinh y thirc vé cac mbi nguy hiém ctia moi ngudi ddi v6i sy giam sat ciia nha
nuée. Pidu ndi 1én 13 viéc nhitng ngudi ¢b vil clia ngdy hém qua co thé nhanh chéng tro thanh
nhiing nguoi bat dong chinh kién ciia ngay hom nay.

Vao thoi diém nam 2005 dbi véi su tranh cii nghe 1én khong cé 1énh cho phép cuia NSA, nhiing
nguoi theo chu nghia ty do va cac dang vién dang Dan chu da coi mot cach ap dao chuong trinh
giam sat cta co quan d6 nhu 13 sy hdm doa. T4t nhién, mot phan cua didu nay ting 1a chiée xe 2
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banh dién hinh cta dang: George W. Bush ting 13 tong thong va nhitng ngudi cia dang Déan chi da
thidy mot co hoi dé giang thiét hai chinh tri 1én ong ta va dang cua 6ng ta. Nhung mot phan dang ké
ctia ndi so hai cta ho ting c6 thyc: vi ho di coi Bush 1a doc hai va nguy hiém, ho di nhan théy réng
giam sat nha nudce dudi sy kiém soat ctia ong ta vi thé timg de doa va rang ho dic biét ting gip
nguy hiém nhu 13 cac ddi thu chinh tri. Vi vy, nhitng ngudi ctia dang Cong hoa di c6 quan diém
lanh tinh hoac tng hd hon cac hanh dong ctia NSA. Vao thang 12/2013, nguoc lai, nhitng nguoi ctia
dang Dan chu va nhitng nguoi tién bo di tré thanh nhitng nguoi bao vé hang dau cua NSA.

Céac dir liéu tham do y kién rong rdi da phan anh su dich chuyén ndy. Vao cudi thang 07/2013,
Trung tdm Nghién ciru Pew dd dua ra mot tham do ¥ kién chi ra rang da s6 nhimg ngudi My da
khong con tin vao nhitng phong thu bao v¢ dugc dua ra cho cac hanh dong cua NSA nira. Pac biét,
“da s6 nhitng nguodi My - 56% - noi rang cac tda an lién bang that bai dé dua ra nhimg han ché phu
hop vé dit liéu dién thoai va Internet ma chinh phu dang thu thap nhu mot phan cua cic nd luc
chéng khung bd ctiia n6”. Va “tham chi mot ty 1& con 16n hon (70%) tin tudng rang chinh phu sir
dung cac dir liéu nay cho nhitng muc dich khac so voi viée diéu tra khung bd”. Hon nita, “63% nghi
chinh phu ciing dang thu thap thong tin vé ndi dung cac giao tiép truyén thong”.

Dang luu y nhat, nhimg ngudi My bay gio di coi sy nguy hiém ctia giam sat nhu 13 mdi lo 16n hon
so voi su nguy hiém ciia chii nghia khing bd:

Tdng thé, 47% noi lo ling 16n hon cua ho vé cac chinh sach chdng khing bd cuia chinh phi
la ho da di qua xa trong viéc han ché cac quyén tu do dan sy ctia nguoi binh thuong, trong
khi 35% néi ho c6 quan tdm hon riang cac chinh sach da khong di du xa dé bao vé dit nudc.
Day 1a 14n dau tién trong thim do ¥ kién cta Pew Research ma nhiéu nguoi hon di thé hién
su quan tdm cua ho vé cac quyén tu do dan sy hon 1 sy bao v¢ khoi chu nghia khing bd ké
tir khi cdu hoi nay duoc dua ra lan dau tién vao nim 2004.

Gov't Anti-Terror Policies Have ...

=t Not gone far enough to protect the country
Gone too far in restnicting civil liberties
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Céc dir liéu tham do y kién do timg 14 tin tirc t6t lanh cho bt ky ai bi su st dung quyén lyc qua xa
ctia chinh pha va su thdi phong kinh nién vé mdi de doa khung bd canh bao. Nhung né da nhin
manh mot sy n61 ddo ngugc: Nhitng nguoi cua dang Cong hoa, nhiing nguoi tung bao vé NSA duoi
thoi Bush, timg bi nhitng nguoi ciia dang Dan cha hat cang khi hé théng giam sat da tré thanh nam
dué6i sy kiém soat ciia Tong thdng Obama, mét trong nhimg ngudi cta riéng ho. “Toan thé dat
nude, ¢6 sy ung hd hon cho chuong trinh thu thap dir liéu cua chinh phu trong sé nhitng ngudi cua
dang Dan chu (57% phé chudn) so voi trong s6 nhitng nguoi ciia dang Cong hoa (44%)”.

Céc dir liéu tham do y kién twong tu tir to Washington Post da tiét 10 rang nhiing nguoi bao tha timg
lo lang nhiéu hon nhiéu vé viéc gian diép ctia NSA so voi nhitng nguoi theo chit nghia tuy do. Khi
dugc hoi, “ban c6 quan tim nhu thé ndo, néu trong tat ca, vé sy thu thap va sir dung thong tin ca
nhan cua ban tir Co quan An ninh Quéc gia?” 48% nhirng ngudi bao thu ting “rat c6 quan tim” so
v6i chi 26% nhimg ngudi theo chu nghia tu do. Nhu gido su luat Orin Kerr d3 luu ¥, diéu nay di dai
dién cho mot su thay doi co ban: “Pay 1a mot sy 16n nguoc tha vi tir ndm 2006, khi Téng théng
timg 14 mot ngudi cua dang Cong hoa thay vi mot nguoi ciia dang Dan chii. Nguoc vé khi o, mot
cudc tham do ¥ kién ciia Peww da thdy 75% nhitng ngudi ciia dang Cong hoa da phé chuan su giam
sat ciia NSA nhung chi 37% nhing ngudi ciia dang Dan cha di phé chuan”.

Mot dd thi ciia Pew tao su dich chuyén r0 rang:

Partisan Shifts in Views of NSA Surveillance

Programs
Views of NSA surveillance programs
(See previous table for differences in question wording)
January 2006 June 2013
Accept- Un- Accept- Un-
able acceptable able acceptable
% % % %
Total 51 47 56 41
Republican 75 23 52 47
Democrat 37 61 64 34
Independent 44 55 53 44

Nhitng 1y 1& theo va chong su gidm sat xoay chuyén mét cach tro trén, dwa vao dang nao nim
quyén. Su thu thap ca dong siéu dir liéu timg duoc néu mot cach ap dao tir mot thugng nghi sy vao
dau cia The Early Show vao nim 2006 theo cach nay:

T61 khong phai nghe cac cudc goi dién thoai cua ban dé biét nhitng gi ban dang lam. Néu
tdi biét tung cude goi dién thoai ma ban thuc hién, thi t6i c6 kha nang xac dinh ting nguoi
ma ban da ndi chuyén véi. Téi co thé c6 dugc mot miu vé cude séng ctia ban ma 1a rét, rat
btra bai... Va cau hoi thuc su ¢ day la: Ho lam gi vdi thong tin nady ma ho thu thdp ma
khong c6 gi dé 1am véi Al Qaeda?... Va chiing ta s& tin cdy tong thong va pho tong thong
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clia nuéc My rang ho dang lam diéu dung phai khéng? Ping c6 tinh t6i trong s do.

Thuong nghi sy dang tan cong cuc ky cay nghiét sy thu thap siéu dir liéu d6 timg 1a Joe Biden,
ngudi sau nay, nhu 1 pho téng théng, da trd thanh mot phan ciia mot chinh quyén cta dang Dan
cht, ma da dua ra chinh xac nhiing 1y 18 y hét ma ong ta di timg ché nhao.

Diém phu hop ¢ day khong chi don thuin rang nhiéu ngudi trung thanh cta dang 1a nhitng ké dao
durc gia bat lwong véi nhimg thuyét phuc khong thuc té khac voi mot doi hoi vé quyén luc, du didu
d6 chic chan 1a dung. Quan trong hon 13 nhitng gi cac tuyén bd nhu vay tiét 16 vé ban chat ty nhién
cua cach mdt nguoi nhin sy gidm sat nha nudc. Nhu voi qua nhiéu su bat cong, moi nguoi co thién
chi bo qua ndi s¢ hai ddi véi sy di qua xa cta chinh phit khi ho tin tudng rang ho, nhimng ngudi
bdng nhién nim sy kiém soat s& nhan tir va dang tin cdy. Ho xem su giam sat 1a nguy hiém hoic
dang mang theo chi khi ho hiéu duoc rang ban than ho bi diéu d6 de doa.

Nhitng mé rong quyén luc triét dé tan gde thudng duge dua ra theo cach niy, bing viée thuyét phuc
moi ngudi rang ching chi anh hudng t6i mot nhom dic thu, riéng biét. Cac chinh phi tir lau da
thuyét phuc dan chiing nhim mét 1am ngo dé tién hanh dan ap bang viéc dan dét cac cong dan dé tin
tuong, du ding hay sai, rang chi nhitng nguoi nhat dinh bi thiét thoi 1 bi ngam dich, va mdi nguoi
nao d6 khac co thé bang long hodc tham chi ung ho sy dan ap d6 ma khong so rang no6 s& duge ap
dung cho chinh ho. Dé sang mot bén nhing khiém khuyét rd rang vé dao dic cua trang thai nay -
ching ta khong bo qua chil nghia phan biét chung toc vi né duge dinh hudng vao thiéu sé, hodc
nhiin vai coi khinh sy d6i kém trén trai dat khi ching ta hudng thu mot sy cung cap thuc pham doi
dao sung tac - diéu hau nhu ludn bi nhidm duong lac 16i trong cac nén tang thuc dung.

Su tho o hodc ung ho nhitng nguodi nghi ban than ho duoc mién bat ky luc nao s& cho phép str dung
sai quyén luc dé lan truyén vuot ra xa hon nhiéu su ap dung ban dau cta no, cho t6i khi sy lam
dung tré thanh khong c6 kha niang dé kiém soat - nhung no s& khong thé tranh khoi thé. Co qua
nhiéu vi du dé tinh tdi, nhung ¢6 1€ vi du manh m¢ va gﬁn day nhét 13 sy khai thac Luat Yéu nudc
(Patriot Act). Mot Qubc hoi gan nhu hoan toan nht tri da phé chuin mot su gia ting b at trong
quyén luc giam sat va bét giir sau ngay 11/09, bi thuyét phuc vi Iy 1& rang lam nhu thé c6 thé do tim
ra va ngan chin dugc cc cudc tin cong trong twong lai.

Gia thiét ngdm rang quyén luc co thé duoc st dung chii yéu chong lai dao Hoi trong mbi lién quan
té1 chu nghia khung bd - mot sy mé rong kinh dién quyén lyc dugc bd trong mdt nhoém dic biét
dugc gilr trudc & mot dang hanh dong dac biét - 1a mot 1y do giai thich vi sao bién phép d6 da nhan
dugc sy ung ho ap dao. Nhung nhiing gi da dién ra timg 1 rat khac: Luat Yéu nudc timg duoc ap
dung tdt vuot ra khoi muc dich duoc che day bén ngoai ctuia nd. Trong thuc té, ké tr khi nd duge
ban hanh, né timg duoc str dung mot cach ap dao trong cac trudng hop khong co diéu gi hoan toan
dé 1am véi chi nghia khing bd hodc an ninh qudc gia. Tap chi New York d tiét 16 rang tir 2006 tGi

L]

2009, diéu khoan “lén vao va hé nhin” cua lut (cAp phép dé thuc thi mot 1énh tim kiém ma ngay

1ap tirc khong thong bao cho muc tiéu dich) ting duogc sir dung trong 1.618 vu viéce ¢6 lién quan toi
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ma ty, 122 vu viéc lién quan t61 hang gid, va chi 15 vu viée lién quan t6i chu nghia khung bo.
Nhung mét khi toan thé cong dan bang long v6i mot quyén luc méi, tin tudng rang ndé khoéng anh
huodng téi ho, thi nd da tré thanh dugce thé ché hoa va duge hop phap hoa va su chéng ddi da tré nén
khéng thé. Qua thuc, bai hoc trong tim ma Frank Church hoc dugc trong nim 1975 ting 12 muc do
nguy hiém do sy giam sat b at di dit ra. Trong mot cudc phong van trén Meet the Press (gip g& bao
chi), 6ng noi:

Kha ning bat ky luc nao ciing ¢6 thé duoc chuyén téi xung quanh nguoi dan My va khong

ngudi My nao co thé c6 bat ky tinh riéng tw nao dugc dé lai, kha nang nhu vy dé theo doi

bat ky diéu gl - cac cudc hdi thoai dién thoai, cac bic dién tin, khong thanh van d&. C6 thé

s& khong c6 noi nao dé an nap. Néu chinh phii nay lic nao do tré' thanh mét bao chua... thi

kha ning cong nghé ma cong dong tinh bao c6 dugc trao cho chinh phi c6 thé cho phép no

ap dat toan by sy bao ngugc, va co thé khong co6 cach gi dé danh lai vi nd luc than trong

nhat dé két hop cung nhau trong sy phan khang ... nam trong tdm véi ctia chinh phu dé biét

duoc. Kha nang cia cong ngh¢ dé la nhu vay.

Viét trén New York Times vao nim 2005, James Bamford da quan st thiy rang mdi de doa tir giam
sat nha nudc 1 tham khdc hon nhiu ngdy nay so v6i no timg cé trong nhirng nim 1970:

“V6i nhitng ngudi biéu 16 cac suy nghi tin day long ciia ho trong cac thong diép thu dién tir, viéc
mé ra cic hod so y té va tai chinh cua ho téi Internet, va viéc chat tirc thi trong cc dién thoai cAm
tay, co quan do hau nhu c6 kha nang dé nim bén trong tri 6¢c cua mot con nguoi”.

MGdi lo ngai ctia Church, ring bat ky kha ning giam sat nao “ciing c6 thé duoc chuyén ti xung
quanh ngudi dan M§”, chinh xac 14 nhitng gi NSA di 1am sau ngay 11/09. Bit chip viéc van hanh
theo Luat Giam sat Tinh biao Nudc ngoai - FISA (Foreign Intelligence Surveillance Act), va bat
chfip su cAm chi trong viéc gidn di¢p ndi dia dugc nhung vao nhiém vu cua co quan do tu dau,
nhiéu trong s cac hoat dong giam sat ciia nd bay gid tap trung vao cac cong dan My trén dat My.
Tham chi thiéu vang su lam dung, va thim chi néu mét ngudi khéng bi ngdm dich mot cach riéng ré
cad nhan, thi mgt nha nudc giam sat ma vi¢c thu thap tat ca ciia nd lam hai cho x3 hoi va su tu do
chinh tri ndi chung. Su tién bd ca ¢ nuéc My va cac qudc gia khac ting chi dat duge tir trude t6i
nay théng qua kha ning thach thirc quyén lyc va tinh chinh théng va dé tién phong md ra cac con
duong tu duy va song dong mai. Mdi ngudi, tham chi nhitng nguoi ma khong tham gia vao viée
bao vé bat dong chinh kién hoic hoat dong xa hoi chinh tri, phai chiu dung khi quyén tu do d6 bi
bop nghet vi ndi s¢ hii dang bi theo ddi. Hendrik Hertzberg, ngudi da danh gia thip cac mdi lo ngai
vé cac chuong trinh ciia NSA, du sao ciing dd thira nhan rang “su thiét hai di dwoc thuc hién. Su
thiét hai 1a dan sy. Sy thiét hai 1a tap thé. Sy thiét hai 1a d6i véi kién triic cua long tin va trach
nhiém giai trinh ma hd tro cho mot xa hdi cdi md va mot chinh thé dan chu”.

skeksk

Nhiing nguoi ¢ vil gidm sat vé co ban chi dua ra mét 1y 1€ bdo v¢ sy gidm sat 6 at: n6 chi dugc
trien khai dé dung chu nghia khing bo va gitr cho moi nguoi an toan. Qua thuc, viéc vién té1 mot
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mdi de doa bén ngoai la mot chién thuat lua chon lich sir dé gilr cho dan chiing phuc tung quyén luc
ctia chinh pha. Chinh phi My d4 bao trude sy nguy hiém ctia chii nghia khing b tir hon mot thap
ky dé minh chirng cho mot déng cac hanh dong co ban, tur sy bo tu va tra tan t&i 4m sat va xam luoc
Iraq. Ké tir cudc tan cong ngay 11/09, cic quan chirc My theo phan xa tao ra tir “chil nghia khung
bd”. N6 la xa hon nhiéu mot khau hiéu va chién thuat so véi mot 1y 1€ thuc su hodc sy minh chung
¢6 ste thuyét phuc dé hanh dong. Va trong trudng hop cta su giam sat, bang ching ap dao chi ra sy
minh chimg 14 mo hd nhu thé nao.

Dé bat du, nhiéu sy thu thap dir liéu dugc NSA tién hanh hién nhién khong c6 gi phai lam véi chu
nghia khing bb hodc an ninh qudc gia. Viéc can thiép cac giao tiép truyén thong ctia ngudi khong 16
dau khi Petrobras cta Brazil hodc viéc gian diép cac phién thuong thao & mot hoi nghi thuong dinh
vé kinh té hodc viéc ngém dich céac 1anh dao dugc bau mét cach dan chu cia cac quéc gia déng
minh hoic viéc thu thap cac hd so giao tiép truyén thong cua tat ca nhitng ngudi My déu khong c6
méi quan hé ndo véi chu nghia khung bd ca. Biét rang sy giam sat thuc té ma NSA lam, diung
khung bd o rang la mot sy vién cd.

Hon nira, 1y 18 ré‘mg su giam sat b at da ngan chan dugc cac am muu khung bd - mot tiéng kéu duoc
Téng théng Obama va mot loat cac nhan vat vé an ninh quéc gia dua ra - da dugc chung minh Ia
sai. Nhu to Washington Post da luu y hoi thang 12/2013, trong mot bai bao co dau dé “Bao vé
chuong trinh dién thoai ctia NSA ctia cic quan chire ¢6 thé 1am sang t6”, mot tham phan lién bang
da tuyén bd chuong trinh thu thép siéu dir liéu dién thoai “hau nhu chic chan” 1 vi hién, trong qua
trinh n6i rang Bo Tu phap da that bai dé “trich dAn mot truong hop duy nhét trong d6 sy phan tich
viéc thu thap déng siéu dir liéu cua NSA thyc sy da [am dirng mét cudc tAn cong khung bd sép 1617,
Cung thang d6, nhom cb vin duoc Obama nhit ra bang tay (bao gdm, trong sd nhimg ngudi khac,
mot cyu phd giam ddc CIA va mot cuu si quan phu ta cua Nha Tréng, va duogc tri¢u tap dé nghién
ctru chuong trinh ciia NSA thong qua sy truy cép tdi cac thong tin bi mat) da két luan rang chuong
trinh siéu dit liéu “timg khong 1a co ban cho viéc ngan chin cac cudc tin cong va co thé di gianh
dugc roi theo mot cach thire ding lac bang viée sir dung céac 1énh theo qui ude [cua toa an]”.

Trich dan t& Washington Post mot lan nita: “Trong 161 chung trude qudc hoi, [Keith] Alexander da
cong nhan chuong trinh véi viée trg giup do tim ra hang t4 cdic &m muu cé trong nudéc My va &
nude ngodi” nhung bao cao ciia nhom c¢d van “da cat di sdu sic do tin cdy cua nhing tuyén b do”.
Hon nita, nhu cac thugng nghi sy cua dang Dan chu Ron Wyden, Mark Udall, va Martin Heinrich -
tat ca cac thanh vién cia Uy ban Tinh bao - di tuyén bd thang than trén t& New York Times, su thu
thap d at cac ban ghi dién thoai da khong cai thién dugc su bao vé nhirng ngudi My khoi mébi de doa
ctia cht nghia khing bd.

Su v6 dung cta chuong trinh thu thap ca ddng da timg dwgc phong dai qué muc. Ching toi
van chua thiy bat ky bang chimg nao chirng minh ring né dua ra gia tri thuc su, c6 mot
khong hai trong viéc bao vé an ninh qudc gia. Bat chip cac yéu cau lip di lap lai cua chung
t61, NSA dd khong dua ra dugc bang ching vé bét ky trudng hop nao khi co quan d6 da st
dung chuong trinh nay dé ra soat lai cac ban ghi dién thoai ma c6 thé da khong gianh dugc
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bang viéc str dung mot 1énh toa an thong thuong hodc quyén khin cip.

Mot nghién clru cia nguoi ¢o6 chu trwong 6n hoa Quy nuoc My Moi (New America Foundation)
kiém thtr tinh chan thuc cac minh chung cua cac quan chirc cho sy thu thép ca déng siéu dir liéu da
d6ng y rang chuong trinh d6 “da khong co tic dong nao cé thé thay rd vé viéc ngin chin cac hanh
dong khing b6”. Thay vao d6, nhu to Washington Post da luu y, trong hau hét cac trudng hop noi
ma cac 4m muu di bi pha v& thi nghién ctru di thdy rang “su ép tudn thi luat va cac phuong phap
diéu tra theo truyén thong da dua ra dau mdi hodc bang chimg dé khai xudng vu viéc”.

Hb so d6 qua thuc hoan toan nghéo nan. Hé thong thu thap tit ca di khong lam gi dé do tim ra, dé
lai mot minh phé v, to Boston Marathon nam 2012 bé bom. N6 da khong do tim ra y dinh cua viéc
ném bom ngay 18 Giang sinh ctia mot may bay phan luc bay qua Detroit, hodc chiéc may bay da bay
vao Quang truong Thoi dai (Times Square), hodc 4m muu tin cong hé thong tau dién ngim cua
Thanh phd New York - tit ca chung da bi nhitng ngudi ngoai cudc canh bao hodc cic luc luong
canh sat truyén thong lam dimg. N6 thyc sy di khong lam gi dé dirng chudi no stung giét nguoi hang
loat tir Aurora t6i Newtown. Céac cudc tan céng qudc té chinh tir Luan don téi Mumbai téi Madrid
d3 dién ra ma khong c6 su do tim ra, bit chip co lién quan téi it nhat hang ta cac dic vu.

Va bt chap nhiing tuyén bd khai thac tir NSA, sy giam sat ca dong c6 thé da khong dua ra duoc
cho cac dich vy tinh bao cac cong cu tot hon dé ngian chin cudc tdn cong ngay 11/09. Keith
Alexander, n6i trude uy ban tinh bdo Ha vién, dd néu: “T6i tha & ddy hom nay tranh luan” vé
chuong trinh d6 “con hon cb giai thich cach ma chung t6i di that bai dé ngan chin mot ngay 11/09
khac”. (Ly 18 twong tu, ding nguyén van, da xuat hién trong viéc ndi 1én nhimng diém ma NSA da
trao cho cac nhdn vién ctia minh dé sir dung dé chong d& cac cau hoi).

Ngu v 13 viéc reo rac ndi sg hii co hang va gian ddi cting cuc. Nhu nha phén tich vé an ninh cua
CNN Peter Bergen da chi ra, CIA da nhan céac bao cao vé mdt Am muu cua Al-Qaeda va “kha nhiéu
thong tin vé 2 ké chuyén danh chan va sy hién dién ctia chung ¢ nuéc My”, ma “co quan d6 da
khong chia sé v6i cac co quan khac ciia chinh phu cho t6i khi nd da qua mudn dé 1am bét ky diéu gi
vé né”.

Lawrence Wright, chuyén gia vé Al-Qaeda ctia to New York Times, cling da boc tran tuyén bd cia
NSA rang thu thap siéu dir liéu c6 thé lam dimg vu 11/09, giai thich rang CIA “d tir chdi tinh bao
c¢dt yéu tir FBI, noi c6 quyén cudi cing dé diéu tra chu nghia khing bé & nudc My va céc cudc tin
cong vao nhitng ngudi My & nudc ngoai”. FBI ¢ thé di dimg dugc vu ngay 11/09, ong di vién 1y.

N6 di c6 mot 1énh cho phép thiét 1ap su giam sat bat ky ai co lién hé véi Al Qaeda ¢ nude
M7. N6 c6 thé di theo ho, ap vao cac dién thoai cta ho, sao chép may tinh cta ho, doc cac
thu dién tu cua ho, va thu thép cac hd so y té, ngan hang va thé tin dung ctia ho. N6 da co
quyén yéu cau cac hd so tir cac cong ty dién thoai ciia bat ky cudc goi nao ma ho da thuc
hién. Pa khong c6 nhu ciu ddi voi mot chuong trinh thu thap siéu dit liéu. Nhimg diéu timg
can thiét 1a sy cong tac voi cac co quan lién bang khac, nhung vi 1y do ca 14t vat va ti mu
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ma cac co quan dé chon an dau cac manh moi song con doi véi cac nha diéu tra c6 kha
nang nhat d€ ngan chan cac cudc tan cong.

Chinh phu ting so hitu tinh béo can thiét nhung di thit bai dé hiéu hodc hanh dong vé né. Giai
phap 1 nd sau d6 bét tay vao - dé thu thap moi thir, mot cach 6 at - d khong lam gi dé sira sy that
bai do.

Hon nita va hon nita, tr nhiéu goc canh, su vién dan vé mdi de doa cua chu nghia khung bd da duoc
mo ra nhu mét sy gia vo.

Trong thuc té, su giam sat d at dd co hiéu ung hoan toan nguoc lai: n6 lam cho vi¢e do tim va dung
khung b khé khin hon. Nghi sy qudc hoi dang Dan cha Rush Holt, mot nha vét Iy va 1a mot trong
sb it cac nha khoa hoc trong Quéc hoi, da dwa ra mot diém réng viéc thu thap moi thu vé céac giao
tiép truyén thong cua ting ngudi chi lam md di cac 4m muu thue su khi duoc cac tén khang bd thuc
su thao luan téi. Pugc dinh huéng hon 14 giam sat bira bii ¢ thé c6 duoc thong tin dic thu va hitu
dung hon. Tiép can hién hanh lam mat tic dung cac co quan tinh béo v&i qua nhiéu dir liéu ma ho
khong thé c6 kha ning phan loai né mét cach c6 hiéu qua.

Ngoai viéc cung cip qua nhiéu thong tin, cac so dd giam sat ciia NSA két thic bang viéc 1am gia
tang chd bi ton thuong cua dat nude: cac nd luc cla co quan d6 dé vuot qua cac phuong phap ma
hoa bao vé cho cic giao dich Internet phd bién - nhu ngan hang, cac ho so y té, va thuong mai - da
dé 1ai cho céac hé théng d6 bi mo ra cho sy tham nhép cua céc tin tac va cac thuc thé thu dich khac.

Chuyén gia an ninh Bruce Schneier, viét trén Atlantic vao thang 01/2014, d chi ra:

Giam sat & khap moi noi khong chi 1a khong higu qua, ma no con 1a cuc ky tn kém... No
pha v cac hé thdng k¥ thuat cua chung ta, khi cac giao thirc co ban cua Internet da tré nén
khong dugc tin cay... Pay khong phai la sy lam dung chi trong ndi dia ma ching ta phai lo
lang; ma ca phan con lai cua thé gidi nita. Ching ta cang chon nghe 1én Internet va cac
cong nghé giao tiép truyén thong khac bao nhiéu, thi ching ta cang it c6 an ninh tir viéc
nghe 1én tir nhitng nguoi khac. Su lya chon ciia chung ta khong phai giita mot thé gidi sd
noi ma NSA c¢6 thé nghe 1én va mot thé giéi noi ma NSA ngin chin duoc khoi viéc nghe
1én; d6 1a giita mot thé gidi s6 ma bi ton thwong dbi voi tat ca nhimng ké tan cong, va mot
thé gi¢i ma 1a an ninh cho tat c nhimg nguoi sir dung.

Nhimng gi ¢6 1& 1a dang luu y nhat vé sy khai thac vo day mdi de doa ciia chii nghia khiing b 1a viéc
n6 bi théi phong qua dang. Rui ro cia bt ky cai chét ndo ciia nguoi My trong mot cude tin cong
khiing bd ciing 12 nho v clng, it hon dang ké so vé6i co hoi bi sét danh. John Mueller, mot gido su
ciia Pai hoc Bang Ohio, ngudi dd viét nhiéu vé sy can bang gitta méi de doa va céc chi tiéu trong
viéc chdng chu nghia khung bd, dugc giai thich trong nam 2011: “Sé nhitng ngudi trén thé gidi ma
bi cac tén khung bd dang dao Hoi, nhitng ké dong thé cua Al Qaeda giét chét, co 18 1a vai tram
ngudi bén ngoai cac ving chién su. VE co ban sb ngudi y hét bi chét dudi trong bdn tim mdi nam”.
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99 ¢¢ 2

Nhiéu cong dan My hon da chét “khong bi hoai nghi” “ nudc ngoai tir cac tai nan giao théng hodc
cac bénh dudng rudt”, McClatchy cia co quan tin tire da néu, “hon 1a tir chii nghia khing b6”.

Y tudng rang chung ta sé triét pha cac bao vé cdt 161 cta hé thong chinh tri ciia ching ta dé xay
dung mot nha nudc giam sat & khip moi noi vi loi ich clia nguy co nay 1a bat hop Iy cao d6. Vang
su thoi phong mbi de doa dugc lap di lip lai hét 1an nay toi 1an khac. Ngay trude thém Olympics
2012 ¢ Luan DBon, sy tranh cai da bung phat duoc cho la vé mot su thiéu an ninh. Cong ty duogc ky
hop ddng dé cung cip an ninh d thit bai dé chi ra sb lugng ngudi canh gac can thiét theo hop dong
ctia minh, va hét toang 1én tir khap moi noi trén thé gidi khiang khing rang cac mon thé thao vi thé
d3 bi t6n thuong dbi voi mot cude tan cong khing bd.

Sau ky Olympics khong c6 su ¢b ndo, Stephen Walt di luu ¥ trén to Foreign Policy rang su la hét
timg dwoc dan dat, nhu thudng 18, tir sy thdi phong nghiém trong méi de doa d6. Ong da trich dan
mot bai cua John Mueller va Mark G. Stewart trong An ninh Quéc té (International Security) theo
d6 cac tac gia da phan tich 50 truong hop “cac 4m muu khing bd hoi gido” ¢6 ¥ dinh chong lai
nuéc My, thi chi két luan ring “hau hét tit ca cac thu pham timg 14 'khong c6 kha ning, khong c6
hiéu qua, khong co hiéu biét, ngu xuén, thd o, khong co t6 chire, khong co chi dan, 16n xon, khong
chuyén nghiép, lo mo, khong thuc té, kho dai, khong hop 1y, va ngu ngéc"’. Mueller va Stewart da
trich tir Glenn Carle, cyu phé quan chire tinh bao qudc gia vé cac mdi de doa xuyén bién gidi, nguoi
da noi: “Chung ta phai thiy nhiing tén Jihad d6i voi nhitng ngudi chéng ddi nho, giy chét ngudi,
that vong va cung khd ma ho 137, va ho d3 luu y rﬁng “cac kha nang cua Al-Qaeda la thép kém hon
nhiéu so v6i mong mudn ciia nd”.

Du viy, van dé 1a c6 qua nhiéu phe phéi quyén luc v6i quyén loi duge ban trong ndi so hii cta chi
nghia khing bd: chinh phii, tim kiém sy ching minh cho cac hanh dong ctia minh; sy giam sat va
cac nén cong nghiép vii khi, chim trong viéc cip vén nha nudc; va cac phe phai quyén luc thudng
truc & Washington, di cam két thiét 1ap cac wu tién ctia ho ma khong c6 thach thire thuc té. Stephen
Walt dd dua ra diém mau chdt nay:

Mueller va Stewart uGc tinh rang cac chi tiéu trong an ninh noi dia (nghia 1a, khong tinh téi
cac cudc chién tranh & Iraq va Afghanistan) da gia ting hon 1 ty USD ké tir ngay 11/09,
tham chi du rdi ro thuong nién bi chét trong mot cudc tAn cong khing bd noi dia 1a khoang
1 trong 3.5 tridu. Sir dung cac gia thiét bao tha va cac danh gia rui ro theo phuwong phap
ludn truyén thong, thi ho udc tinh rang dé cac chi tidu dé tré nén c6 hiéu qua vé chi phi thi
“ho ¢6 thé da phai ngan chan, ngan ngua, déy lui hoac bao vé chéng lai duoc 333 cudc tin
cong rat 16n ma c6 thé néu khong thi chiing da thanh cong duge mdi nam”. Cudi cing, ho
lo ngai rang y thirc bi théi phong su nguy hiém nay bay gio di bi “ndi dia hoa”: tham chi
khi cac chinh tri gia va “cac chuyén gia khung bd” s& khong thoi phong sy nguy hiém, thi
cong chung van thiy mdi de doa d6 14 16n va ndi bat.

Khi ndi so hii khing b6 ting bi diéu khién, thi sy nguy hiém duoc ching minh vé viéc cho phép
nha nudc van hanh mot hé théng giam sat bi mat b at da bi cong bd khong dang su that mdt cach
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nghiém trong.

Tham chi néu méi de doa khing bd timg & muc nhu dugc chinh phil néu, thi diéu d6 van cé thé
khong minh chimg dugc cho cac chuong trinh gidm sat cia NSA. Céc gia tri khac véi an ninh vt ly
it nhat duong nhu khéng quan trong hon. Nhén thirc nay ting dwoc nhung vao trong vin héa chinh
tri ctia nude My tir su khoi dau cia dat nudce nay, va sdng con khong kém dbi véi cac nude khac.
Cac qudc gia va cac ca nhan thudng xuyén tién hanh cac lwa chon dit cac gi trj cua tinh riéng tu
va, mot cach am tham, quyén tu do 1én trén cac muc tiéu khac, nhu an ninh vat 1. Qua thuc, muc
tiéu cbt 161 cua Sira d6i bd sung s6 4 trong Hién phap My 1a dé cdm cac hanh dong canh sat nhu
vay, tham chi du chung c6 thé 1am giam toi pham. Néu canh sat c¢6 kha ning dot nhap vao bat ky
ngdi nha nao ma khong can 1énh cho phép, thi bon giét ngudi, bon pham toi hiép dam, va bon bit
coc 6 thé dé dang bi bat duge hon. Néu nha nudc duoc phép dat cac bo giam sat trong cac ngdi nha
ctia chung ta, thi t6i pham c6 thé giam dang ké (diéu nay chic chin dang dbi voi bon trém cap trong
nha, vang hau hét moi ngudi c6 thé giat nay véi phép chita tri trude trién vong d6). Néu FBI dugc
phép nghe cac cudc hoi thoai clia chung ta va tom ldy cac giao tiép truyén thong cua ching ta, thi
mot dai rong 16m cac toi pham c6 thé hinh dung dugc s& bi ngan chin va giai quyét.

Nhung Hién phap timg duoc viét dé ngin chan nhimg xam lan khong c6 nghi ngo gi nhu vay dbi
v6i nha nude. Bang viée vé ra mot duong trong cac hanh dong nhu vay, ching ta biét cho phép kha
ning co thé xay ra sy pham toi con 16n hon. Vang ching ta da vé& ra duong do6 roi, thé hién cho ban
than ching ta mirc d6 nguy hiém cao hon, vi viéc theo dudi an toan vat ly tuyét d6i chua bao gio
ting 13 vru tién xa hoi bao quat toan bo duy nhat cia chung ta.

Tham chi trén ca sy thinh vugng vat 1y cia ching ta, mdt gié tri trung tdm la gitr cho nha nudc tach
khoi lanh dia cta tu nhan - “nhitng con nguoi, cac ngdi nha, cac gidy td va cac hiéu qua” cta chung
ta nhu Sira doi bd sung s6 4 di dit ra. Chung ta lam thé chinh x4c vi lanh dia d6 1a sy thir thach t6i
luyén ctia qua nhiéu thudc tinh dién hinh c6 lién quan t6i chat luong cudc sdng - tinh séng tao, su
khai pha, sy than mat.

Viéc tir bo tinh riéng tu trong cudc tim kiém su an toan tuyét dbi 13 ¢6 hai cho mdt tinh than va cudc
song lanh manh ciia mot ¢4 nhan vi n6 1a dé phuc vu cho mot nén vian hoa chinh tri lanh manh. D6i
v6i ca nhan, an toan trude hét co nghia 1a mot cudc séng té li¢t va so hai, khong bao gid budc vao
mdt chiée 6 t6 hodc may bay, khong bao gid tham gia trong mot hoat dong kéo theo su rui ro, khong
bao gio cAn nhic chat luong cudc sdng hon sb lugng, va tra bat ky gia nao dé tranh sy nguy hiém.
Viée reo rac ndi so hai 1a mot chién thuat dugc va chudng ctia cac nha chuc trach chinh xé4c vi ndi
so hii qué c6 stc thuyét phuc dé hop 1y hoa sy banh truéng quyén luc va cat xén cic quyén. Ngay
tir diu cua cudc chién chong khing bd, nhitng nguoi My thudng xuyén duoc noi rang ho phai tir bo
céc quyén chinh tri c6t 161 ctia ho néu ho s& phai c¢6 bat ky hy vong nao tranh tham hoa. Tir chi tich
Tinh bao Thuong vi¢n Pat Robert, vi du: “Toi 1a ngudi ing ho manh mé Sua ddi bd sung diéu 1,
Stra d6i bo sung diéu 4 va cac quyén tu do dan sy. Nhung ban khong co cac quyén tu do dan sy néu
ban chét”. Va thuong nghi sy GOP John Cornyn, nguoi quan 1y tai bau cir & Texas v6i mot video vé
ban than 6ng nhu mot cau bé bat khuét trong mot chiéc mil cao bdi, da dua ra mdt bai tan ca nhat
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nhat vé lgi ich ctia viée virt bo cac quyén: “Khoéng trong sd cac quyén dan sy ctia ban co ¥ nghia gi
nhiéu sau khi ban chét”.

Ong chu cua chuong trinh Néi chuyén (Talk) trén radio Rush Limbaugh bdi thém, cho hién thi su
thd o trong lich st bang viéc hoi khan phong 16n cta 6ng: “Lan cudi 1a khi nao ban nghe thdy mot
tong thong tuyén bd chién tranh trén co so ring ching ta s& di bao vé cac quyén dan sy cta chiing ta
nhi? Toi khong thé nghi vé mot 1an nhu thé...

Cac quyén ty do dan sy cta ching ta 1a khong c6 gia tri néu chung ta chét! Néu ban chét va dit 1én
b6 hoa clic, néu ban dang hut byi bén trong ¢d quan tai, ban c6 biét cac quyén tu do dan sy ciia ban
c6 dang gia khong? E, bang 0, nay”.

Dan chiing, mot quic gia ma ton tho an toan vat 1y trén tat ca cac gia tri khac cudi clng s& virt bo sy
tu do cia minh va dong ¥ véi bat ky sirc manh nao duoc nha chire trach chiém doat dé doi ly 10i
hira hen, bat ké n6 hoang dudng t6i dau, vé an ninh tong thé. Tuy nhién, an toan tuyét dbi ban than
n6 13 tudng twong khong co that, duoc theo dudi nhung khong bao gid gianh duoc. Sy theo dudi
lam giam gia tri d6i v6i nhing ai tham gia vao trong d6 ciing nhu bat ky qudc gia nio ma s& dugc
no6 xac dinh.

Su nguy hiém ma nha nudc van hanh mot hé théng giam sat bi mat d at dat ra 1a diém x4u hon
nhiéu bay gid so voi bat ky thoi diém nao trong lich str. Trong khi chinh phu, théng qua su giam sat,
biét nhiéu hon va nhiéu hon vé nhiing gi cic cong dan ctia minh dang lam, cac cong dan cia no biét
it hon va it hon vé nhiing gi chinh phu cua ho dang lam, dugc che chin nhu noé la bfmg mot buc
tuong bi mat.

Khé dé cuong di¢u cach ma tinh huéng triét dé tan géc nay dao ngugc duogc viéc xac dinh dong luc
ctia mot xa hoi lanh manh hodc nd dich chuyén co ban thé nao sy can bang quyén luc hudng tdi nha
nudc. Panopticon cua Bentham, dugc thiét ké dé ban sic manh khong thé tranh gianh dugc vao
trong tay ctia cac nha chuc trach, ting dugc dya vao chinh xac sy ddo ngugc nay: “Ban chét cua
n6”, ong viét, & lai trong “trung tim tinh trang cta nguoi thanh tra” dugc két hop véi “nhiing sang
ché ¢6 hidu qua nhét cho viéc giam sat ma khong bi nhin thay”.

Trong mot nén dan chu lanh manh, diéu nguoc lai 1a dang. Nén dan chu doi hoi trach nhiém gidi
trinh va sy dong thuén cua cai tri, diéu duy nhét co kha nang néu cac cong dan biét nhiing gi dang
duoc thuc hién nhan danh ho. Gia thiét 13, véi ngoai 1¢ hiém hoi, ho s& biét moi diéu cac quan chirc
chinh tri cia ho dang lam, diéu giai thich vi sao ho dugc goi 1a nhimng nguoi phuc vu cong ching,
lam viéc trong khu vuc nha nudc, trong dich vu nha nudce, cho cac co quan nha nude. Nguoc lai, gia
thiét rang chinh phii, v6i ngoai 18 hiém hoi, s& khong biét diéu gi cac cong dan tuan tha luat dang
lam. Piéu d6 giai thich vi sao chiing ta duoc goi 1a cic ca nhan riéng tu, van hanh trong kha ning
riéng tu cuia ching ta. Sy minh bach 1a danh cho nhiing ai trién khai cac nhiém vu nha nudce va thuc
thi quyén luc nha nude. Tinh riéng tu 13 cho tat ca nhimg ngudi khéac nira.
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